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1 Introduction

IPerConB3.5.0is an IP video door phone system with the following features

1. it supports small and mediusized systems with a maximum number of 1000 IP devices and a
maximum number of 1000 users without having to use any system server

2. it supportslarge-scalesystems with a maximum number of 4000 IP devices and a maximum number
of 10000 usersif the system is equipped with one or more servers;

3. itis updated and configured via tHBerCom Installer Tocdgplication (released for the Windows
operating system) if the systemrsediumlarge sizedboth for the update and for the configuration
an Internet connection is required as it is necessary to register to Urmet {flmufiirther details
see theUpgrading and configuring an IPerCom systgraragraph)

4. itis updated by theVilla Kit Updateapplication (released for the Windows operating system) and
configured by video door phones of the system, & flystemis smalsized(singlefamily systems):
for the updatingan Internet connection is requireshdit is not necessary to registey Urmet Cloud
(for further details see thé&pgrading and configuring an IPerCom systgraragraph)

5. allows you to receive calls on a smartphone/tablet via @alMeapp, even without having door
phone or a video door phonein the apartment (for further details see thé’erCloud mode
paragraph);

6. allows you to generate door codes and QR codes (pagiseti)e CallMeappto share with external
visitors to allow them access to one or more entrances of the builgiagses may have a validity
period and/or a limited or unlimited number of useghe functionality must be appropriately
configured by means dPerCom Installer Toagplication

7. it allows thesystemlogs to be displayed on the systewitchboard$dandIPerCom Installer Todis
this case only if there is at least one server in the sy¥témat isthe events relating to system
operatiors (call log, access point activity, user activity, alarms and so on);

8. it allows displaying oswitchboards and IPerCom Installer Todlse system diagnostic, i.e. a set of
information that allow understanding if all the devices connected to the system work properly and
if they have been correctly updated and configured;

9. provides high cyber security in relation to the following points:

0 passwords used by system applications and deyices
0 system firmware update
0 access to the system configuration
o calls to theCallMeapp,
(for further details see théT security of the IPerCom systqraragraph.

10. it does not have single vulnerability points both in case of systems without servers and in case of
systems with several servérs

11. it can work on an existing network with other already installed deyices

1The presence of a server is however recommended for systems with more than 500 devices to better optimize the worklosgbterthand make the use of the IP network by the
system more efficient.

2 Theswitchboardallows the concierge staff of a building to manage the typical functions of a switchboard station: starting from ver§i@f B22rCom the switchboard station is
implemented not only with the Switchboard software application but also with a physeaewith table support 1060/42.

3 In systems with up to 1000 IP devices and/or 1000 users and only one server, there will only-tmnatéSdowntime if it stops operationwith more than 1000 IP devices and/or
1000 users and only one server the disruption would be permangtefore, in these conditions, it is recommended to have more servers (at least 2) in the system, so that any

malfunction of one of the servers is compensated for by the presence of the others, and this does not cause any disiingtisystem.

MT124032R 13



14

12.

13.

14.

15.

|Per
com

it is not necessary for the installer to havedapth knowledge of IP networks: it is sufficient to have
a basic knowledge of network equipment (switches, routers and PoE ports) and their connections;
allows you to manage technical assistance in two different ways:
0 connect remotelyia IPerCom Installer Todls the system if the system is properly
configured;
0 export the configuration file (typically <1MB) frderCom Installer Toads videodoor
phoneand send it to assistance, which always imports itRe&rCom Installer Tools
allows, throughlPerCom Installer Toad®d in systems with at least one server, to have the backup
of the configuration file, even periodically (in automatic mode) on a USB stick (connected to the
server)
allows, in systems with at least one system server, to automatically perform the firmware update of
all devices via the server itself (appropriately configured and updated).
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1.1 Upgradng and configuring an IPerCom system

The IPerCom system allows you to choose betwkpnssible types of system

1 oMultiBlock = T 2chddiinktalAiGhs:

f dMultiple Stairs = T 2 N&izédimstalidtidns with multiple stairs on a single block;
1 dSingle Stagr = mEdiuMkizedinstallations with a single stair;

f dvilla kit (onehousehold§ = F 2-fdinilii ihsyaihfioSs.

The first three types represent a medium or large sized system and the use bfet@om Installer Tools
application for both updatingnd configuing the systemo 3.3.0 version (or highei$ mandatory

The last typ represents a smabized system: in this case the update is performed byifia Kit Updater
application while the configuration is domkrectlyvia a video door phone of the system its&fdG, Basic
or MAX.

The update via IPerUpgrade is no longer supported by versions of IPerCom 3.3.0 or higher.

O Both IPerCom Installer Tools and IPerCom Kit Villa Updater are applications for Windows.

For more information on the various types of systems supported, see the paraggdgating the
system topology (model) and theonfigurator structure.

To configure a system, théerCom Installer Tooégpplication and thevOG, Basicand MAX video door
phonesusethe sameintegratedapplication, theconfigurator. the operating mode is completely similar in
both casegfor further detail see paragraphheconfigurator).

G In general, the singlamily system can also be configured using IPerCom Installer Tools, but all the
features of IPerCom Installer Tools are not necessary for configuring this type of system: therefore, to
simplify the procedure, it is advisable to use the configurator integrated into the video door phones
of the system itself.

O If the singlefamily system does not have video door phones that integrate the configurator, it is
mandatoryto use the IPerCom Installer Tools application for configuration.
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To update a system, the applicatioeed bylPerCom Installer Toa@sd theVilla Kit Updateapplication have
different functioning.

For all the details on how théilla Kit Updateapplication works and more generally on the configuration of
| Vitka kit (onehouseholdd G & LIS aeadSys NBRSENANG nfigukra sindiefemi® NI LIK
system

In reference to thdPerCom Installer Todpplication, please refer to the paragraphs below:

1 IPerCom Installer Toolpplication, for a general introduction to the application;
9 Upgrading a system throughPerCom Installer Toglfor the upgrade of a system;
1 Commissioning a system throudRerCom Installer Togl$or the configuration of a system.

Reqistration to Urmet Cloud is mandatory both for updating and configuring a syatariPerCom Installer
Tools the PC (where théPerCom Installer Toosépplication is installed) must therefore have an Internet
connection.

Without registration to Urmet Cloud, it is not possible to use tthieerCom Installer Toals
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Below is a list of the main features of the application

1 check if a more upo-date version than the one installed is available, then download and install it

1 detect the IPerCom version installed on a system;

9 select which version of IPerCom you want to work with;

9 select the IPerCom version to update the system to and then proceed with the upgrade

9 create aprojectto be associated with a systermsitg), if the system is still to be configured;

1 modify and save a project with its configurationly on Urmet Cloud so as not to lose them (for
example if the data on your PC is no longer available);

9 import a project from PC and export a project to PC;

9 import a project to a higher IPerCom version (import is possible for projects created starting from
IPerCom 2.0.0);

9 connection to the systensite) you want to configure;

9 distribute the configuration associated with a project to the systeite);

9 setthe time of the system or retrieve its time;

1 view the system diagnostics, that is view if all the devices are aligned with the same version of

IPerCom, if they are correctly connected to the system and if the configuration is aligned across the
entire system;

9 view the system logs, for example list of calls, access to main doors and gates, alarms (this function
is only available if there is at least one 1068#rvelin the system);

9 carry out a backup of the system configuration directly on your PC or in automatic mode on a USB

stick connected to the 1060/%ervey

change the configuration of a system even remotely (with a remote system properly configured);

use theCallMe Manageapplication to configure call forwarding;

transfer of ownership of a systerife) to another installer or building manager;

pre-activate the licenses for IPerCloud mode;

view the history of preactivated licenses;

run the test mode for IPerCloud mode.

=A =4 =4 -4 -4 =9

All these features, which will be explained in detail in this manual, riréeCom Installer Toadsuseful and
versatile tool for the installer.

&, 1he system technical manual for the installer is intended as a manual for setting up an IPerCom system,
U so for the use and the detailed installation of the single devices and software applications please refer
to the relevant user and installation manuasailable on the websiteww.urmet.com.

O In this manual, calling station means a generic call module or entry panel of the system, while an
apartment station means a video door phone or door phone in an apartment.
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1.2 IT security of the IPerCom system

To increase the IT security of the IPerCom systsame changes have been introduced regarditig
following points

passwords used by applications and system devices;
access to the configuration of a system;
firmware update of a systemialPerCom Installer Tools

calls to smartphones/tablets on which theallMeapp has been installed and configured
(reattime calls via the Internet).

= =4 —a -8

1.2.1 Passwordecurity andremediesto preventbrute forceattacks

1. The complexity of new passwords must meet the requirements below:

- minimum length: 8 characters,

- maximum length: 19 characters,

- presence of at least one uppercase character,
- presence of at least one lowercase character,
- presence of at least one numeric character,

- presence of at least one special character.

0 If your password does not meet these requirements, a dialog box listing all the above
requirements is displayed.

Therefore, there must be no fixed passwords, which can easily be recovered by attackers to carry out
attacks on the system

The passwords subject to this change are detailed below:

- installer password, both when it is entered when creating the configuration of a new project
and when it is modified (fromonfiguratoror IPerCom Installer Todjs

- password to start theswitchboardapplication (entered from theonfiguratod;

- password to enable RTSP streaming video of one or more calling stations;

- passwordwhen requestedjo change the date and time from the video door phoiw&3G,
Basicand MAX
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0 This manual will explain in detail where the passwords listed above appear and their use

In the case of IPerCom systems created with versions prior to version 3.1.0, the old passwords
U continue to be valid even if they do not satisfy the above requirements. However, it is advisable
to modify them as previously written.

0 The Urmet Cloud registration passwords for the IPerCom Installer Tools, CallMe Manager and
CallMe applications already meet the above requirements in versions prior to 3.1.0.

2. Because of point 1), the fixed passworti937' (where present) has been removed from the
applications and devices of the IPerCom system.

3. Protection againstbrute force attacks aimed at discovering passwords in use.

To protect applications and software from possibteute force attacks, it is necessary to wait 5
seconds to enter a new password (if the previous one was wrong). This delay, combined with the
new password security requirements, makes this type of attack practically impractical for an attacker.
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1.2.2 Access to a system configuration

To ensure a high level of security regarding access to the configuration of an IPerCom system, it is necessary
to follow the instructions below based on the type of system model you wish to configure. The available
system models are listed below:

dvilla kit (onehousehold = T 2-fdilit iksyadhfioSs,

6Single Staé for mediumsized installations with a single stair

GMultiple Stairs = T 2 N&izédinstalidadns with multiple stairs on a single block,
éMulti Block >~ T 2skadihdtalaHoSs.

= =4 =4 =4

For further details on the 4 system models above, see the para@w@phting the system topology
(model) and theconfigurator structure.

¢tKS AyaiaNdzOdAizya (2 F2tt26 I NB RAViRKNSghduseRoBY ISY RA
model or one of the last 3 models listed, as explained below.

GSNGLESTAIE OROMULTIPLESTAIRS OROMULT BLOCKSSYSTEM

For these models, the presence of the installer and building manager is required to guarantee the safety of
the systemBoth play a specific role using specific applications, as shown below:

- IPerCom Installer ToqMgVindows application) for the installeregistration on Urmet Cloud
is required and therefore the PC where thigerCom Installer Toospplication is installed
must have an Internet connectidn

- CallMe ManagerWindows application) for the building manageedistration on Urmet
Cloud is required and therefore the PC where @alMe Managerapplication is installed
must have an Internet connectipn

O Both applications cannot work without registration to Urmet Cloud.

The list of actions to be carried out by the installer &odding manageis shown.
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INSTALLER

The installer, after installing the system, uses ifRerCom Installer Toapplication to:

- create an Urmet Cloud account and authenticaith this accounbn Urmet Cloud by means
of IPerCom Installer Todlsee paragrapk/rmet Cloud authenticatio)y

- update the system if necessary (see paragrafyrading a system throughlPerCom
Installer Tool$;

- create a new project (see paragrafifeating a new project);

- connect to the system (see paragraglonnecting to the system and transferring the
configuration);

- create a configuration with the related password to access the configuration itself (see
paragraphlheconfigurator);

- distribute the configuration to the system (see paragrapbnnecting to the system and
transferring the configuration;

- invite the building manager via email to acquire ownership of the plant site (see paragraph
Transfer of the ownership of the site from installer to a building manayer

The email sent by the installer to the building manager contains the links to download the CallMe
Manager application and related manual and a third link to acquire ownership of the system site.

Authentication on Urmet Cloud ensures that projects can only be opened by the authorized installer,
i.e. the same installer who created the project, and by no one else, unless the authorized installer
transfers his authorization to a second installer. Withthis transfer of authorization, any attempt

to open a project by an unauthorized installer is blocked by the application.

BUILDINGMANAGER

The building manager, after acquiring ownership of the plant site, useGaliMe Manageapplication to:

- suspend the installer once he has finished the configuration phase and the same
configuration has been applied to the systethig is useful to prevent the installer from
making changes to the system without thailding manages knowledgé

- re-enable the installer (if you need to make new configuration changes) and suspend it again;

- change installer (if necessary);

- invite a new building manager to transfer ownership of the site (if necessary).

For further information, consult th€allMe Manager application booklein the download area
relating to IPercom
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0 No installer, other than the one authorized by the building manager, can make changes to the system.

Managding an IPerCom system with thieerCom Installer Tooknd CallMe Managempplications therefore
quarantees a high safety standard for thé&ihgle Stait, "Multiple Stairs' and "Multiple Blocks system

types.

OVILLA KITONEHOUSEHOL® SYSTEM

In this case theafter a possible updateonfiguration does not require the use of specific applications and

the role of abuilding managers not required. In fact, given that the system generally consists of a calling
station and one or more video door phones, the configuration can be done by the installer directly from the
VOG, MAXor Basicvideo door phones (after entering the installer password). Once the configuration has
been completed, the owner of the apartmentust always block the systemwith the VOG, MAXor Basic

video door phones using an appropriate password and no one will be able to access the configuration again.

47 For further information, see the paragrapipgrading and configuringa singlefamily system

The owner can unlock the system to allow access to the installer (when it is necessary to make substantial
changes to the configuration): once the installer has made changes to the system, the owner can lock it again.

Changing the installer password does not require knowing the previous one. This means that if the owner
decides to change installer, the new installer can enter his own password without knowing that of the
previous installer. Similarly, if the installershanore simply forgotten the password, he can enter a new one
without entering the previous one.

Finally, the owner can change the installer password if necessary.

The management of an IPerCom system of thélla kit (onehousehold§ type therefore guarantees a high
safety standard if the system itself is blocked by the owner of the apartment after the installer has finished
the configuration part.
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1.2.3 Updating the firmware of a system

To update an IPerCom system, you must follow the instructions below depending on the type of system you
want to update.

The available system models are listed below:

dvilla kit (onehousehold = T 2-fdilit iksyadhfioSs,

éSingle Stair = T 2 NbiZzZéSidtalidaons with a single stair,

éMultiple Stair§ =  F 2 NGiZzédimdtalldtdns with multiple stairs on a single block,
GMulti Block = T 2siédfinstall@idhs.

=A =4 =4 =4

For further details on the 4 system models above, see the para@w@phting the system topology
(model) and theconfigurator structure.

¢tKS AyailiNHzOlGAz2ya (G2 F2ftt26 | NB RAVilRK&NSghduseRoBHIS Y RA
model or one of the last 3 models listed, as explained below.

GSNGLESTAIE OROMULTIPLESTAIRS OROMULT BLOCKSSYSTEM

The firmware update of a system to version 3.3.0 (or higher) must be performé8er@om Installer Tools
after authenticating to Urmet Cloudhis requires having an Internet connection available on the PC where
IPerCom Installer Todsinstalled.

O Upgrading to version 3.3.0 (or higher) via the IPerUpgrade application is no longer supported.

Depending on whether the system is only installed or installed and already configiueetghts to be able
to update the system are different

If the system is only installed but has not yet been configusas,installer can proceed to update the system
(vialPerCom Installer Toglafter authenticatimgto Urmet Cloud.

If the system is installed and configureahly theauthorized installercan proceed to update the system (via
IPerCom Installer Toglsifter authenticatig to Urmet Cloud In_general, theauthorized installeris the
installer who configured the system.

An installer other than the authorized one does not have permission to perform the firmware update: in fact,
after authentication to Urmet Cloud, tH®erCom Installer Toagplication notifies the installer that he does
not have the rights to update the system.
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- If after configuring a system or in general after making changes to the system configuration, the
U building manager suspends the installer, the latter is not authorized to update the system until he is
re-enabled by the building manager.

If the installer is replaced by thmiilding managewith a new installer, the first installer no longer
has the rights to update the system.

G

If a system has been updated to version 3.3.0 (or higher), any other update (even to versions lower than
3.3.0) must always be performed MRerCom Installer Tocdéd not vialPerUpgradeThe installer who can
perform the update is always the authorized one, as reported above.

In general, starting from IPerCom version 3.3.0,IferCom Installer Todplication can update a system
to a generic version of IPerCom, regardless of the IPerCom version present on the system itself.

0 The IPerUpgrade application allowed to update the system without checking whether the installer
was authorized or not. Updating a system through IPerCom Installer Tools makes the operation
safer as it is not allowed to any installer.

&, ThelPerUpgrade application can update systems to IPerCom versions up to 3.2.0, provided that the
U version already present on the system is not version 3.3.0 or higher.

OVILLA KITONEHOUSEHOL® SYSTEM

The firmware update of a system to version 3.3.0 (or higher) must be performed vidiltheit Updater
application in this case athentication on Urmet Cloud is not required but it is mandatory that the PC where
the Villa Kit Updateapplication is installed has an Internet connection available.

If a system has been updated to version 3.3.0 (or higher), any other update must always be performed via
Villa Kit Updateapplication and not vi#PerUpgrade

Villa Kit Updateapplication can only update a singkmily system: downgrade procedure is not supported.

&, Upgrading to version 3.3.0 (or higher) via the IPerUpgrade application is no longer supportes.
U IPerUpgrade application can update systems to IPerCom versions up to 3.2.0, provided that the
version already present on the system is not version 3.3.0 or higher
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Regardless of whether the system is not configured or has been configured via thé,\Ba&ic or

Max video door phones, any installer can proceed with the system updateceauthentication
on Urmet Cloud is not required

For full details on th&/illa Kit Updateapplication see thdollowing paragrapls:

1 Upgradingand configuringa singlefamily system
1 Upgrading asinglefamily system through app/illa Kit Updater

1.2.4 Calls taCallMeapp (realtime calls over the Internet)

All devicegexceptCall Modulel060/12-13-17-18-23 andEntry Panel060/71-74-75-78)that can make calls

to smartphones/tabletsthat haveCallMeappinstalled,have theSRTRSecure Real Time Protocptotocol
active this option cannot be changéd

Devices generally mean calling stations, door phones and video door phones (for further information on
IPerCom devices séerCondevices anddatures offered by the systen

TheSRTRSecure Real Time Protocptotocol guarantees high security of réshe communication on the
Internet thanks to the following features:

0 audio/video stream encryption (to protect data from interception),
0 data integrity (to detect any changes to packets),
0 protection against replay attacks (using tokens).
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1.3 IPerCloud mode

The IPerCloud mode, integrated into the IPerCom system starting from version 3.0.0, allows to receive calls
on theUrmet CallMdJirg app (for smartphones/tablets) without the need for a door phone or video door
phone in apartmentin this mode, the apartments are defined [&erCloud apartments

ThedUrmet CallMe Uifiapp is available for both Android (minimum version 8) and iOS (minimum version
13)and in this manual it will simply be called tGallMeapp.

e In general, the CallMe app can be used with IPerCom systems with a minimum version of 2.1.0. For
U versions below 2.1.0, it is necessary todige NY' SG / Ft €t aSé¢ LI | OFAflofS
version 5) and iOS (minimum version 12.5)

4‘7 The call forwarding to a smartphone/tablet is also possible with versions of IPerCom prior to version
3.0.0, with the only difference that a door phone or a video door phone is required in the apartment.

The IPerCloud mode requires the usdicdnsedo function. These licenses have a duration of 5 years or 15
years and are distributed in versions from 1 to 200 users. Licenses can be renewed for one year through
CallMein-app purchase.

TheCallMeapp naturally requires an Internet connection on your smartphone/tablet to function correctly.

In cases where Internet coverage is absent or unstable, it is possible to forward the call over the GSM
(smartphonef/tablet) or landline phone network, thus aglisig potential disruptions and making the system
more reliable.

The call to the GSM or landline phone network, if enabled, is forwarded both in the presence and
£ : . : .
U absence of an Internet connection. In the first case, the call arrives approximately 10 seconds after
the call forwarded through the CallMe application. If tser answers the call via the app, the call
forwarded to the GSM or landline phone network is cancelled.

The call forwarding service to the GSM or landline phone network is linked to licenses and has a duration of
30 days for 15ear licenses and a duration of 5 years fepear licenses. In both cases, renewal can be done
through CallMein-app purchase and is valid for one year.

£, [For byear licenses, renewing the license for one year also includes the renewal of the call forwarding
U service to the GSM or landline phone network for one year. FgedSlicenses, after 30 days, it is
possible to renew only the call forwarding service to the GSM or landline phone network for one year.
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The configuration of the IPerCloud mode requires the mandatory use of the following applications to be used
in the following order:

1 IPerCom Installer Tool®indows application) for the installeregistration on Urmet Cloud is
required),

1 CallMe Manage(Windows application) for the installer and building managegiStration on Urmet
Cloud is requireqd

1 CallMe(Android or iOS smartphone/tablet application) for the amgkr ¢egistration on Urmet Cloud

is required.

The first two applications are available on thevw.urmet.com website, the third is available on the
respective app stores.

Below is the list of actions to be carried out by the installer, building manager andisemdor correct
configuration of an IPerCom system in IPerCloud mode.

INSTALLER
The installer uses therCom Installer Toddgplication to:

i create an Urmet Cloud account and authenticatelyrmet Cloudwith this account,

9 create a system configuration with IPerCloud apartments,

1 enable thetest mode(from the configurato) and then verify that the call to a test IPerCloud
apartment from any calling station reaches ti@allMe application without preactivating (and
therefore wasting) any license,

9 disable the test mode (from theonfiguratop),

9 pre-activate license bundles.

The installer uses th&allMe Manageapplication (authenticating with the same accounierCom Installer
Toolg to:

9 activate the licenses and apply them to the IPerCloud apartments,
9 transfer the property of the site to the building manager via invitation sent via email.

All these features will be explained in detail in the relevant paragraphs.

Creating the configuration in IPerCom systems in IPerCloud mode must bexdiunsvelyby
IPerCom Installer Tools. Any changes must also always be made by IPerCom Installer Tools starting
from the relevant projec{see paragraptHow to uselPerCom Installer Tool®r configuring of a

system).
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BUILDING MANAGER

The building manager must first accept the invitation sent by the installer, then us€dhkle Manager
application to:

1 create an Urmet Cloud account and authenticate on Urmet Cloud with this agcount
9 acquire the site created by the installer,

1 generate letters (pdf format) with the Qébde,

9 send letters via email or post to users.

Printing the letters in PDF is an activity that the installer could also do via the CallMe Manager
application, after assigning the licenses. Once printed, the installer can send them via email to the
building manager, who forwards them to the various dapsant residents.

The point of union between the two apps is the transfer of the ownership of the site from the installer to the
building manager, meaning by site the topological structure of the system. The transfer takes place, as
already mentioned, by means of an invitat sent via email from the installer to the building manager via
the CallMe Manageapplication.

0 The topological structure (of the system) is intended as a simplified map of the various elements that
compose it (blocks, stairs, floors, and apartments) and their relative positioning.

For further details on the use of the CallMe Manager app, see paradtapliguring the call
forwarding function in IPerCom systems in IPerCloud moathere the main steps to activate the
license bundles, associate the licences to an apartment and print the relevant QR codes are shown.
For more detailed information, please refer to the app user manual which can be downloaded from
the websitewww.urmet.com.

END-USER
The enduser uses th€allMeapplication to:

M create an Urmet Cloud account and authenticate on Urmet Cloud with this account
1 scan the QR code sent by the building manager to associate the account (created in the previous
point) with the apartment.

Once this is done, you can receive the call to an IPerCloud apartment on your smartphone/tablet.
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For further details on using the CallMe app, see the paragfaphfiguring the call forwarding
function in IPerCom systems in IPerCloud moalhere the fundamental steps to follow to receive a
call from an IPerCloud apartment will be illustratédr more detailed information, please refer to
the app user manual which can be downloaded from the website.urmet.com.

The various points reported above can be summarized as follows:

End User

Building manager
Creation cflr;sfilcec;unt Urmet Creation of angaccoungt Urmet QR-code shari Creation of an account Urmet
Transfer of the site -code sharing loud allM
Cloud to use IPerCom Installer Cloud to use CallMe Manager Cloud to use CallMe
Tools and CallMe Manager

Scan QR code
to associate
the account

to the apartament

Licence activation Acquire the site Creation of letters sending letters
and associations to created with QR code to end users
IPerCloud by the installer

L] e —P| apartments (CtM)

Configuration Test mode Pre-activations
with TPerCloud (umy of licences (ITT)

apartments (IIT)
—! o

Figurel: IPerCloud mode configuration

Since the IperCloud mode is integrated into the IPerCom system, it is important to underline that all the
IPerCom functions are also available for the IPerCloud apartments (for example access control and
activations); therefore, everything written for tHpercom system also remains valid for the Ipercloud mode,

except where explicitly indicated.
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IPerContdevices anddatures offered by the system

IPerConsystem3.5.0 supports the devices indicated beléw

i1 Server:

(0]

IPerCom Serva060/1

1 Switchboards:

(0]
(0]

Switdboard (PCsoftware application1060/42°
Switchboard(physical device with table suppo@P60/42

i Calling stations:

(0]

O OO O O OoOOo0oOo

(0]

Call modulesoft touch1060/1213 andvandalproof 1060/17-18
Vandatproof call modulel060/23

Call modulewith face recognitiorf060/16

Modular entry panel witli060/48

Modular entry panel with 1060/48 Touch

Entry panell060/71-74-75-78

Entry panell060/33

Entry panell060/34

Entry panell060/21

Private Call Modul&060/22

1 Apartment stations:

(0]

O OO0 O OO0OO0OO0OO0OOoOOo

Video door phone Q Q 7 1#61/B31-32-33

+ARS2 R22NTLIBRENWUB3Ur QQ +hD
Video door phon&" VOG*1761/1516-18-19

Video door phon&" VOG*1761/15U16U

Video door phon&" VOG 1761/6

Video door phong MRX1717/31-32-33-34-41

Video door phon&0QNPAX1717/21-22-23

Video door phon&0QMPAX1717/21U23U

Video door phone ®&ksicl741/1-2-3

Video door phonéPerCom Clierit060/43 (softwareapplication
Video door phonen n X7&1/23 (for the Chinese market only)
Door phoneMiro 1160/3

1 Key Readers:

(0]
(0]

Key reade060/45
Key reade060/86

1 Relay Actuators:

(0]
(0]
(0]

RelayActuator 1060/84 v. 2.07
RelayActuator 1060/84 v. 3.04
RelayActuator 1060/84 v. 4.05

4 |PerCom supports a maximum of &fartmentstations per apartment and a maximum of $@itchboards1060/41

=
30

5 Theswitchboards (both the PC application and the physical devi&g)ports event log and diagnostic functions. For further details see the user nsaualww.urmet.com.

30
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1 Integration Devices:
o IPerTalkserver/ IPerTalk Server V1
0 IPassarController
0 2VoiceGatewayl1083/59

9 Other Devices:
o0 IPerConClock Moduld060/85
o Lift Interfacel060/37
0 RTSKamera
0 RTSP Camera (NVR)

It is recommended to have a maximum of 200 devices in an IPerCom system including Key Reader
1060/45, Key Reader 1060/8Relay Actuators 1060/84nd Lift Interface 1060/37

The set of supported devices for each version of IPerCom officially releaspdrted inrAPPENDIX
W: Devices supported by IPerCom versions
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IPerConB.5.0 systemsupports the following services

0 Audio/video communicatioron calls from calling station to an apartment station and on
intercom calls

o0 Opening of the main door and gate from apartment stations during call and conversation
with calling stations,

0 Auto-ononall calling stationgnd RTSECameradrom all video door phone®f the system
(for VOB andVOG*video door phonessee the list of supporteRTSEamerasn APPENDIX
X: RTSP Cameras supported by IPerCom video door phones

0 Access contrdbr residents and not residents via thenfiguratoror Switchboardapplication
or 1060/42Switchboarddevice

o Creation of different types of passes (door codes and QR codes) for external visitors via the
CallMeapp (passes can have a start and end validity time, a maximum number of use and a
time profile),

0 Addition of 2Voice type columns to the IPerCom system through2iieice Gateway
1083/59,

o Display of thesystemlogs (if there is at least oné&erverl060/1 in the system) and the
diagnostic through théPerCom Installer To@gplication(both services are available on the
Switchboardeven without the presence of 8erverl060/1 in the syster

0 Activation ofRelayActuator 1060/84 outputs through:

A system events,
A events onRelay actuatomputs (starting from firmware version 3.04),
A scheduling.

0 Calling station gate contact configurable as 1060R&ay Actuatooutput,

0 System alarm generation through events Belay actuatorl060/84 inputs (starting from
firmware version 3.04),

0 Userdetectionfunction,that isthe passage of a proximity key or thateringof an opened
doorkey code associated with a resident or A@sident, in addition to opening the access
point, also activates one or more outputs oRalay Actuatodepending on the user,

o Remote relay, remote hall button arfdoor left openedyemote sensofunctions(by means
of Relay Actuatorswith firmware version 4.05),

o Control of one or more lifts through thdft Interfacel060/37,

Call divert to another apartment or to switchboard

Hrmware upgrade vidPerCom Installer Toads Villa Kit Updatetapplicatiors for Microsoft

Windows (available atww.urmet.com) or viaServerl060/1,

IPassaradvanced access contrahd IPerTalkystemintegration,

IPerCloud mode integration,

Floor call button on apartment station configurable as an alarm button,

Hall button configurable aswitchboardcall button

o O

O O O O
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0 Services on Android and iOS smartphones/tabletCalMeapp:

A Call forwarding osmartphone/tablet

Auto on on IPerCom calling statigns

Intercomcalls to apartment staions

Display of missed calls with snapshot from calling stations,

Opening of main doors and gates during and outside calls,

Sending commands to activate the outputs of one or niggkay Actuators

Alarm history display with emergency call

Renewal of licenses with in app purchasely inlPerCloud mode)

Callback to a landline or GSM telephone network if Internet coverage is absent (only
in IPerCloud mode

Sharing of the service up to 3 users (in IPerCloud mode sharing is up to 9 users).

> > > > > > > > >

>\

o Switchboard service

A Day mode tanterceptcalls

Night mode

Standby with divet function on other switchboards

Door opening

Display of active calls on the system,

Visual and acoustic signalling of alarms withslofreceived andesetalarms,
Auto-on function on calhg stations andRTSFameras
Systemogsdisplayedin 2 different modes,

Diagnostidunction,

Activation ofRelay actuatod060/84 outputs (even through code),

Lift Interfacel060/37relay activation,

Call forwarding to Android and iOS smartphones/tabletsappCallMe
Alarm,apartmentcallanddoor openerservicesavailable also viemaps(function not
available for the 1060/43witchboardl

DD DD DD DD D

IPerComnsystem 35.0 supportsthe following licence$or the IPerCloud mode

5 years 1 user license (8)65/001,

5 years 10 users license (3955/010,

5 years 50 users license (3955/050,

5 years 100 users license (29%5/100,
5 years 200 users license (29%5/200,
15 years 1 user license (10B5/601,

15 years 10 users license (LU$5/610,
15 years 50 users license (LU$5/650,
15 years 100 users license (L0%5/700,
15 years 200 users license (L3%5/800.

O O 0O OO O0OO0OO0OOo0OOo

0 The 5Y license includes the callback service on the landline/GSM network for a period of 5 years while
for the LT license the same service has a duration of 30 days.
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2.1 Server 1060/1

TheServerl060/1 is a device required to manage large installations (with more than 1000 IP deviéas and
1000 users) and to have tl8ystem Logavailable onPerCom Installer Toolsis possible to corgure up to

4000 IP devices and @00 users with at least oreerverl060/1 in the systemTheServerl060/1, properly
configured, can also update independently the various devices of the system: this means that it is sufficient
to upgrade only theserverl060/1, which will upgrade the rest of the syste

It is mandatory that alkerversconnected to the system are configured (and therefore added to the
configuration) vidPerCom Installer Tools this is not the case (i.serversconnected but not configured)
the system will not work properly

It is strongly recommended to connect a UPS (uninterruptible power supply) device $etherl060/1, to

avoid irreparable damage caused by possible voltage drops and sudden power outages. The UPS models
currently supporéd are BK350EI/BK500EI/BK650B¢rCom Installer Toolee used to obtain information

about the UPS parameters, including the battery charge [&@RPENDDO: How to properly turn 1060/1

Server on and offAPPENDIP: Connection between 1060/1 Server and UPS dewaicd APPENDIX):
Replacing a 1060/1 Server that is no longer workiogntain detailed information on how to properly turn

1060/1 Serveon and off, how to connect it to the UPS device and how to replace it in case of failure

G For the correct system configuration see the paragraphconfigurator.
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2.2 Call Module 1060/1-23-17-18
TheCall Modulel060/1213-17-18 is a cailhg station with 3.5" colour display and alphanumeric keyboard

The graphic display allows access to various functions (such as the residieintss bookdirect call to the
competenceswitchboard, door opening via numeric code) anewinga welcome messagghe display is
switched on automatically by means of a proximity sehsor

The Call Module can independently control two different outputs. The first is used to open a pedestrian door,
the second to control the gate opening control unit of a possible garage gate.

The device allows access to the pedestrian door and to the driveway also by means of an integrated proximity
key reader (with 125KHz technology) or by typing a user code on the alphanumeric keypad; in the latter case
it also allows managing the axtoercon function through which a silent alarm is sent to gwitchboards

at the same time as the door is opened

It is also possible to set access to the pedestrian door and the driveway through both the reading of a key
and the typing of a code (both enabled)
The version 1060/1-23 features a softouch alphanumeric keypad and glass panel, while the version

1060/17-18 features a vandal resistant steel front panel

It can be used in both 50Hz (1060£18) and 60Hz (1060/127) systems

2.3 Call Module 1060/23

TheCall Modulel060/23 is a calhgstation with 3.5" colour display, alphanumeric keybaanad steel vandal
resistant front panel.

The graphic display allows access to various functions (such as the residieintss bookdirect call to the
competenceswitchboard, door opening via numeric code) anelwing a welcome messagte display is
switched on automatically by means of a proximity sehsor

TheCall Modulecanindependently control two different outputs: the first one used to open a pedestrian
door, the second one to control the gate of a driveway

The device allows access to the pedestrian door and to the driveway also by means of an integrated proximity
key reader (with MiFare Plus technology) or user code on the alphanumeric keypad; in the latter case, it also
allows managing the antioercion furection through which a silent alarm is sent to te@itchboardsat the

same time as the door is opened

It is also possible to set access to the pedestrian door and the driveway through both the reading of a key
and the typing of a code (both enabled

It can be used in both 50Hz and 60Hz systems
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2.4 CallModule with face recognition 1060/16

TheCall Modulel060/16 is a calling station with01 touch screercolour displayand face recognition for
access control.

The graphic display allows access to various functions (such as the residents' address book, direct call to the
competenceswitchboard, door opening via numeric code) anelwing a welcome message display is
switched on automatically by means of a proximity sehsor

TheCall Modulecan independently control two different outputs: the first one used to open a pedestrian
door, the second one to control the gate of a driveway.

The device allows access to the pedestrian door and to the driveway also by means of face recognition, QR
codes shown with smartphone, integrated proximity key reader (with MiFare Plus technology) or usex code

on the alphanumeric keypad; in the latter case, it also allows managing theaartiion function through

which a silent alarm is sent to tisvitchboardsat the same time as the door is opened.

Access to the pedestrian door and driveway can also be set by requiring a combinatian foflowing
actions:

1 reading a proximity key and entering an access code (both valid);
9 face recognitiorandentering a valid access cade

Face registration takes place by logging in to a personal area via the call module Higplayssible to store
up to 10000 faces.

It can be used in both 50Hz and 60Hz systems

2.5 Modularcalling statiorwith 1060/48

Modular Calling Sation with 1060/48is a calhg stationwith an IP audio-video external unit1060/48 this
external unit is a singlnodule based on Alpha mechanigih 2 call buttonswhichmay be used to make:

9 calling stationsvith push buttonexpansion modules 1168/4 and 1168/8
9 calling statios with display modulel 168/1 and numeric keypad 168/46.

In the first case, a calling station ligash button panelis created, while in the second case a calling station
like call moduleis created.
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2.5.1 Push button panekith push button expansion modules

The IPaudiovideo external unittl060/48can be extended to push button panel withmaximum 45 buttons
on one row or 90 buttons on two rows by means of proper expansion modules 1{468i4ton expansion
module)and 1168/8(8-button expansion module)

In the push button panethus composedhe external unit 1060/4&8anindependently control two different
outputs: the first one used to open a pedestrian door, the second one to control the gate opening control
unit of a possible driveway.

On thelPaudiovideo external unit.l060/48there are 3 LEDs for signalling the system status (call in progress,
line busy, door open and othei$ystem status can also be signalled via vocal messages.

For full installation and configuration details sestated booklet on 1060/48 However, remember that the
maximum configuration allows 12 modules to be installed, with the rules helow

T
T
1

T
1

1 audiovideo external unitL060/48 is mandatory,

only 1ILA and DDA modul#168/48 is allowed,

only 1 proximity key reader modulel168/45 (with MiFare Plus technology) for access control is
allowed,

maximum 11building number module<1168/50are allowed

maximum 114-button expansion module4168/4 and/or 8-button modules1168/8are allowed.

It can be used in both 50Hz and 60Hz systems
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2.5.2 Call module

The IPaudiovideo external unitt060/48can be extended to a call moduldth the displaymodule 1168/1
and thenumerickeypad1168/46(standard conpositionof acall modulg.

Thedisplay modulel168/1 allows access to various functions (such as the resi@aidsess bookdirect call
to the competenceswitchboard, door opening via numeric code) and the display of a welcome message

In thecall modulehus composed the external unit 1060/48 can independently control two different outputs:
the first one used to open a pedestrian door, the second one to control the gate opening control unit of a
possible driveway.

On the IPaudiovideo external unift060/48 there are 3 LEDs for signalling the system status (call in progress,
line busy, door open and other). System status can also be signalled via vocal messages.

Thecall moduleallows access to the pedestrian door and the driveway also by entering a user code on the
numerickeypad 1168/46In the latter case, it is also possible to manage the-emgircion function through
which a silent alarm is sent to tlewncierge switchboardt the same time as the door is opened

For full installation and configuration details see relatethklet on 1060/48 However, remember that the
maximum configuration allows 12 modules to be installed, with the rules below.

1 audiovideo external unitL060/48 is mandatory,

1 display modulel168/1is mandatory

1 numeric keypadl168/46is mandatory,

only 1 proximity key reader modulel168/45 (with MiFare Plus technology) for access control is
allowed,

only 1|ILA and DDA modul#168/48 is allowed,

only 1Alphabetic keypad modul@168/49 is allowed,

maximum9 building number module4168/50 are allowed,

maximum9 4-button expansion module4168/4 and/or 8-button modules1168/8 are allowed.

=A =4 =4 =4

= =4 =4 =

It can be used in both 50Hz and 60Hz systems

38 MT124032R


https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1060%2f48
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/1
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/46
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/45
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168%2f48
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/50
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/4
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/8

|Per

com

2.6 Modular Calling Station with 1060/48 Touch

Modular Calling Station with 1060/48 Tousla calling station with alffaudio-video external unit060/48T,
this external unit is a singmodule based on Alpha mechanics with 2 call buttons, which may be used to
make:

9 calling stations witlonly pushbutton expansion modules 1168/4 and 1168/8;
9 calling stations witlonly multifunction touch screen display moduld4 68/16;
9 calling stations witldisplay modulel 168/1 andnumeric keypad 168/46.

In the first and second case, a calling stationgilieh button paneiis created, while in the third case a calling
station likecall moduleis created.

2.6.1 Push button panel with push button expansion modules

The IRaudiovideo external unil060/48T can be extended to a push button panel with maximum 45 buttons
on one row or 90 buttons on two rows by means of proper expansion modules 1168i4t(h expansion
module) and 1168/8 (®utton expansion module).

In the push button panethus composed the external unit 1060/48T can independently control two different
outputs: the first one used to open a pedestrian door, the second one to control the gate opening control
unit of a possible driveway.

On the IPaudiovideo external unitl060/48T there are 3 LEDs for signalling the system status (call in
progress, line busy, door open and other). System status can also be signalled via vocal messages.

For full installation and configuration details see related bebkn websitewww.urmet.com. However,
remember that the maximum configuration allows 12 modules to be installed, with the rules below.

1 1laudiovideo external unift060/48T is mandatory,

1 only 1ILA and DDA modul®168/48 is allowed,

1 only 1proximity key reader modulel168/45 (with MiFare Plus technology) for access control is
allowed,

T maximum 1lbuilding number module4168/50 are allowed,

maximum 114-button expansion module4168/4 and/or8-button modules1168/8 are allowed

1 only 1multifunction touch screen display moduld 68/16configured adpuilding number module or
information moduleis allowed.

=

It can be used in both 50Hz and 60Hz systems

MT124032R 39


http://www.urmet.com/
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168%2f48
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/45
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/50
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/4
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/8

|Per

com

2.6.2 Push button panel with multifunction touch screen display modules

The IRaudiovideo external unil060/48T can be extenddd a push button panel with maximum 45 buttons
on one row or 90 buttons on two rowsy means ofnultifunction touch screen display modulé468/16
These modules can be configured as

9 call button modulg1, 2, 4, 8 call buttons),
9 building numbemodule,
9 information module.

In thepush button panethus composed the external unit 1060/48T can independently control two different
outputs: the first one used to open a pedestrian door, the second one to control the gate opening control
unit of a possible driveway.

On the IPaudiovideo external unitl060/48T there are 3 LEDs for signalling the system status (call in
progress, line busy, door open and other). System status can also be signalled via vocal messages.

For more details on configuration see related bleblon websitevww.urmet.com. However, remember that
the maximum configuration allows 12 modules to be installed, with the rules below.

1 1laudiovideo external unift060/48T is mandatory,

1 only 1ILA and DDA modul®168/48 is allowed,

1 only 1proximity key reader modulel168/45 (with MiFare Plus technology) for access control is
allowed,

1  maximum 1Imultifunction touch screen display modul&$68/16 are allowedconfigured according
to your needs)

It can be used in both 50Hz and 60Hz systems
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2.6.3 Call module

The IPaudiovideo external unitt060/48T can be extended to a call module with tiigplay modulel 168/1
and thenumeric keypad.168/46 6tandard composition of aeall module)

Thedisplay modulel168/1 allows access to various functions (such as the resi@aidsess book, direct call
to the relevant switchboard, door opening via numeric code) and the display of a welcome message

In the call modulethus composed the external unit 1060/48T can independently control two different
outputs: the first one used to open a pedestrian door, the second one to control the gate opening control
unit of a possible driveway.

On the IPaudiovideo external unitl060/48T there are 3 LEDs for signalling the system status (call in
progress, line busy, door open and other). System status can also be signalled via vocal messages.

Thecall moduleallows access to the pedestrian door and the driveway also by entering a user code on the
numeric keypad 1168/46. In the latter case, it is also possible to manage theoantion function through
which a silent alarm is sent to the concierge switchblagirthe same time as the door is opened.

For full installation and configuration details see related bebkn websitewww.urmet.com. However,
remember that the maximum configuration allows 12 modules to be installed, with the rules below.

1 audiovideo external unitLl060/48T is mandatory,

1 display modulel168/1is mandatory

1 numeric keypadl168/46is mandatory,

only 1 proximity key reader modulel168/45 (with MiFare Plus technology) for access control is
allowed,

only 1|ILA and DDA modul#168/48 is allowed,

only 1Alphabetic keypad modul@168/49 is allowed,

maximum Souilding number moduled4168/50 are allowed,

maximum H4-button expansion module4168/4 and/or8-button modules1168/8 are allowed
only 1multifunction touch screen display moduld 68/16configured aduilding number module or
information moduleis allowed.

=A =4 =4 =4

= =4 =4 4 =4

It can be used in both 50Hz and 60Hz systems
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2.7 Entry Panel 1060/714-75-78

TheEntry Panel060/71-74-75-78is a calling station with 2 push buttons (only 1 for 1060/71).
By means of special adoh modules it is possible to extend the buttons up to a maximum number.of 32

The Entry Panel can independently control two different outputs. The first is used to open a pedestrian door,
the second to control the gate opening control unit of a possible garage gate.

It can be used in both 50Hz (1060/74) and 60Hz (1060/75) systems
The onebutton version 1060/71 is to be used in 50Hz systems
TheEntry Panel060/78 It can be used in both 50Hz and 60Hz systems

2.8 Entry Panel 1060/21

TheEntry Panel060/21 is a vandabroof calling station with a single push button with weatipeoof zama
front.

It can independently control two different outputs. The first is used to open a pedestrian door, the second
to control the gate opening control unit of a possible driveway.

TheEntry Paneintegrates a proximity key readgwith MiFare technologyfor access control only for the
pedestrian door.

It can be used in both 50Hz and 60Hz systems

2.8.1 Villa Kit withEntry Panel060/21 in IPerCloud mode

The villa kit with Mikra entry panel 1060/21 in IPerCloud mode is aimed at a-&mgily unit and does not
require the use of thelPerCom Installer Tooland/or CallMe Managerapplications for the initial
configuration. All configuration operations can be performed by simply scanning a speedod®Rith the
CallMeapp. The license automatically provided on thellMeapplication (via the previously scanned-QR
code) is of the LT type (15 years) with 1 month of fallback service on landline/GSM ind¢todddrther
information, consult theelevant booklet
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2.9 Entry paneMikra Plus 1060/33
TheEntrypaneMncnkoo Aa | OFftft adrdAzy gAGK | odpé RAA&LX
The graphic display allows accessing a directory with 4 names (the display switches on automatically thanks

to a proximity sensor).

It canindependently control an output to open a pedestrian door and a second output to control the gate of
a possible driveway.

Visual and acoustic (vocal messages) signalling of system status (call in progress, line busy, door open, etc.).

It can be used in both 50Hz and 60Hz systems

2.10 Entry paneMikra Digital 1060/34

TheEntrypaneMncnkon Aa | OFftf adrdAzy gAGK | odpé RAALX

The graphic display allows accessing the resident directory (the display switches on automatically thanks to
a proximity sensor).

It canindependently control an output for pedestrian door and a second output to control the gate of a
possible driveway.

Visual and acoustic (vocal messages) signalling of system status (call in progress, line busy, door open, etc.).

It can be used in both 50Hz and 60Hz systems.

2.11 Private Call Module 1060/22

ThePrivate Call Modul&060/22 is a ongush button call station to be installed directly outside the main
door of the apartment.

It can only call thapartment stationof the apartment to which the call station is associated.

Apartment stationcan make auteon on thePrivate Call Module
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2.12 Video door phone 7VOG 1761/31-32-33

The video door phon®¥OQG 1761/31-:32-33 is a handéree video door phon@partment stationwith a 7"
touch-screen

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture or voice commands)

Through the video door phone, the IPerCom system can be configured ivilie Kit (onehousehold
system topology only.

Versions 1761/38B3 also integrate light and shutter automatiqmia integrated Yokis remote contrpl)
intrusion detection and video surveillance functions

Version 1761/32 integratesnly intrusion detection and video surveillance functions

2.13 Video door phone 7VOG 1761/31U33U

The video door phon&¥OG 1761/31U33U is a handfree video door phone apartment station with a 7"
touch-screen

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture or voice commands).

¢ KNRdzZAK GKS @ARS2 R22NJ LK2ySs {KSVilaKitdidhausehoide a i SY
system topology only.

Versions 1761/31t33U also integrate light and shutter automation (via integrated Yokis UP remote control),
intrusion detection and video surveillance functions.

For further details on Yokis UP, see the Urmet web page relating t8rtteat Home

The 7"vOG 1761/31U33U video door phones, apart from the light and shutter automation functions,
are like the 1761/3133 videodoor phonesand therefore in this manual we will always refer to the
versions without U.

214+ ARS2 R2 2N LIR62/¢536-1819Q =+ h D

The video door phon¥OG* 1761/1516-18-19 is a handéree video door phone indoor station with a 5"
display and softouch keys.

The video door phone allows call forwarding to smartphones/tablets viecCéVieapp (for Android and
i0S), as well as enabling normal video door phone functions (also via gestaieecommands).

Versions 1761/18. 6 also integrate light and shutter automation (via integrated Yokis remote control).

0 The video door phon¢OG*1761/1516-18-19 does not allow you to configure the IPerCom system
or export the configuration file to an Siard
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215+ ARS2 R2 2 NJLIRGR/Y5816Pp QQ =+ h D

The video door phon®OG*1761/15U16U is a handfree video door phone indoor station with a 5" display
and softtouch keys.

The video door phone allows call forwarding to smartphones/tablets viecCtéVieapp (for Android and
i0S), as well as enabling normal video door phone functions (also via gessturieecommands).
Versions 1761/15k16U also integrate light and shutter automation (via integrated Yokis UP remote control).

For further details on Yokis UP, see the Urmet web page relating trtleet Home

The video door phone VO&®&761/15U16U does not allow you to configure the IPerCom system or
export the configuration file to an Sard

The 5" VOG* 1761/15U16U video door phones, apart from the light and shutter automation
functions, are like the 1761/156 video door phones and therefore in this manual we will always refer
to the versions without U.

2.16 Video door phone 5" VO®&761/6

The video door phon®¥OG 1761/6 is a handfree video door phonapartment stationwith a 5" display
and softtouch buttons

The video door phone allows call forwarding to smartphones / tablets througiCgiiMeapp (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture commands)

The video door phone 1761/6 does not allow you to configure the IPerCom systxport the
configuration file to an SPard
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217+ ARS2 R 2 2WAXLIK/ZBY¥33-331344U0

The video door phon®AX1717/31-32-33-34-41 is a hand$ree video door phon@partment statiorwith a
T QQ -sceatrdigplay

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture or voice commands for
1717/3x versions)

¢ KNRdzZAK GKS @ARS2 R22NJ LK2ySs {KSVilaKitdidhausehoide a it SY
system topology only.

Versions 1717/3B3 also integrate light and shutter automatidmia integrated Yokis remote control)
intrusion detection and video surveillance functions

Versions 1717/3:84 integrates intrusion detection and video surveillance functions

Version 1717/41 integrates only the video door phone functions

2.18 Video door phonen n AX1717/21-22-23

The video door phon®AX1717/21-22-23 is a handsree video door phon@partment stationg A G K I M ¢
touch-screen display

The video door phone allows call forwarding to smartphones / tablets througiC&i®eapp (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture or voice commands)

¢ KNRdZAK (GKS @ARS2 R22N) LK2yS3> {KSVildKitgdghcuseholde a4 G SY
system topology only.

The video door phon®AX ™M n &s@ integrate light and shutter automatidwia integrated Yokis remote
control), intrusion detection and video surveillance functions

The video door phon®AXm 1 Q Q w28 avertacbe used for the Chinese market anly
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2.19 Video door phoner n MMAX1717/21U22U-23U

The video door phon®AX1717/21U22U-23Uis a handdree video door phone apartment station with a
M N Q Q -sdreennBplay

The video door phone allows call forwarding to smartphones / tablets througiCgi®eapp (for Android
and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands).

¢ KNRdZAK (KS @ARS2 R22N) LK2yS> {KSvVildKitgaghauseholde 3 G SY
system topology only.

The video door phon®IAXM 1 QQ | f a2 Ay dSaANI GS fA3IKAG | yBPrenktezi G S NJ
control), intrusion detection and video surveillance functions.

The video door phon®AXm 1 Q Q W23V are te be used for the Chinese market anly
For further details on Yokis UP, see the Urmet web page relating trtleet Home

The MAXv n XY r/21U22U-23U video door phones, apart from the light and shutter automation
functions, are like the 1717/222-23 video door phones and therefore in this manual we will always
refer to the versions without U.
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2.20 Video door phone 1761/23

The video door phon&761/23isahandsF NES @A RS2 R22NJ LIK2Yy S | LibcNEnY Sy i
display

The video door phone allows call forwarding to smartphones / tablets througiCgi®eapp (for Android
and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands).

¢ KNRdZAK (KS @ARS2 R22N) LK2yS> {KSvVildKitgaghauseholde 3 G SY
system topology only.

tKS MnQQ @ARS2 R22NJ LK2yS fa2 AydSaNraGsS tA3KG Iy
intrusion detection and video surveillance functions.

CtKS MnQQ @ARS2 R22NJ LK2yS mMTtcmMkHO FNB G2 6S dzaSR

2.21 Video door phone 7" Basic 1741213

The video door phonBasicl741/1-2-3 is a handdree video door phonapartment statiorwith a 7" touch
screen display

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions (also via voice commands)

Version 1741/2 is to be used for the Chinese market.only

2.22 IPerCom Client video door phone 1060/43

The video door phon#éPerCom Cliert060/43 is a software application for Windows PCs which integrates
with the IPerCom system and implements all the functions of a video door Emarément statiorwithout
the need for a dedicated hardware device

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions

Once installed, the application is enabled for operation via a special hardware key

/j The IPerCom Client application and the Switchboard application must be used on 2 different PCs
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2.23 Miro door phone 1160/3
TheMiro door phone 1160/3 is a handsee audioapartment station

It is provided with a door opening button and four buttons for optional functions, two of which are
configurable for use in the IPerCom system.

In addition to the normal door phone functions, it also allows call forwarding to a smartphone/tablet via the
CallMeapp (for Android and iOS)

2.24 Relay actuator 1060/84 v. 2.07

TheRelay Actuatod060/84 is an IP device, which can be used to activate two electrical loads via double
exchange relay capable of working in bistable or monostable timed mode. The activation of the relays in
monostable or bistable mode occurs through events generate@ddy Module Entry PanelModular Entry

Panel with 1060/48Private Call ModulKey Readeapartment stationor locally through the inputs of the
Relay Actuatoitself.

2.25 Relay actuator 1060/84 v. 3.04

The activation of the relays in monostable or bistable mode occurs through events generated by call stations,
key readersand apartment statiors or locally through the inputs of thRelay ActuatarThe same inputs
(properly programmed) can activate one or more outputs of seveeddy Actuatorand generate an alarm
towards theSwitchboardapplication

2.26 Relay actuator 1060/84 v. 4.05

TheRelay Actuatod060/84 is an IP device, which can be used to activate two electrical loads via double
exchange relay capable of working in bistable or monostable timed nibiue.activation of the relays in
monostable or bistable mode occurs through events generated by call stations, key readbapartment
stations or locally through the inputs of thRelay ActuatarThe same inputs (properly programmed) can
activate one or more outputs of sever@elay Actuatorand generate an alarm towards ttf&wichboard
application. Thé&rkelay Actuatol060/84 with firmware version 4.05 is the only one that supports the remote
relay function, remote entrance hall button and door open remote sensor
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2.27 Key Reader 1060/86

TheKey Readet060/86 is al-modulelP devicewith Sinthesi Steel mechaniosed to read proximity keys.
The device is equipped with a relay output to control an electric locknatidan input available for a door
operer button.

The electric lock is activated by passingalid proximity key(with MiFare Plus technologyy pressing the
door opener button

When a key is passed, the reader, in addition to opening the relevant door, can activate one or more remote
relay outputs (user activation function) depending on the user who passed the key.

2.28 Key Reader 1060/45

TheKey Readet060/45 is a dmodule IP device with Alpha mechanics used to read proximity keys. The
device is equipped with a relay output to control an electric lock and with an input available for a door opener
button.

The electric lock is activated by passing a valid proximity key (with MiFare Plus technology) or pressing the
door opener button.

When a key is passed, the reader, in addition to opening the relevant door, can activate one or more remote
relay outputs (user activation function) depending on the user who passed the key.

2.29 Switchboard 1060/41

The 1060/41 Switchboardimplements the concierge switchboard functions via a &Cwhich the
SwitchBoardgoftware application must be installedownloadable from the websiteww.urmet.com. The
1060/41 door phone can be connected to the PC via the USB port angackraudio connectors.

0 Switchboard and IPerCom Client applications must be used on 2 different PCs

G For details on the operation of the Switchboard app, please refer to the relevakitt.
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2.30 Switchboard 1060/42

The 1060/42 desktowitchboardmplements the concierge switchboard functions via an industrial/i#C

a preinstalled software applicatianThe industrial PC is equipped with a Windows 10 operating system, a

M n Q Q -séreenizibflay, a handset, a call speaker, a camera and a 230Vac local power supply. Connection
to the IPerCom network via a LAN cable.

For operating details of the Switchboard 1060/42 device, please refer to the relevant booklet which
can be downloaded from the websitevw.urmet.com.

2.31 IPerCom Clock Module 1060/85

ThelPerCom Clock Module 1060/@% device that provides date and time tol®@erConsystem if the latter
does not include devices with an internal clock (RTC)

The minimum duration of the battery is 3 years.

2.32 Lift Interface 1060/37

TheLift Interfacel060/37 is used to control the lift control units in order to enable the movement to the
defined floors according to the apartment called.

The interfacing to the lift control units is typically made by changing the status of one or more inputs of these
control units through the 24 control relays of the interface. The device is controlled directly from the system's
IperCom system; the relayside the lift control unit in response to user actions. The lift interface allows
enabling the lift to reach the desired floors according to certain system events (e.g. door opening following
a call to an apartment, or entering a door opening code, oripgss key, etc.).

Operation can be in floor mode or apartment mode.

In the first mode it is possible to associate the control devices of the interface according to the apartment
floor: in this case the apartments on the same floor share the same relay activation layout.

In the second mode, instead, it is possible to associate a different configuration for every single apartment
(useful if several apartments are on the same floor with their own dedicated lift).

The events that activate the relays can be of 2 types:

1 request for access from the outside to a certain floor or apartment (opening of an access point);
9 request for access from the inside to a floor other than the one where you live.

For details on configuring the device, refer to paragraph

Adding a Lift Interface 1060/37 on a stair node

Configuration parameters of IPerCom devices
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2.33 Gateway IPerCoiaVoice 1083/59

The Gateway IPerCof2Voicel1083/59 allows integrating the 2Voice system with the IPerCom system: in
detail, it allows the addition of a riser column (stair) of 2Voice audio / video apartment stations to an IPerCom
system.

In this way, it is possible to create systems with an IPerCom common backbone on street side and 2Voice
riser columns with only 2 nepolarized wires. Each riser column (associated with a gateway) can manage a
maximum of 128 apartment stations, 127 use2ssecondary door units on 2 backbones. It is therefore
possible to have several main door uni@a({l Modulesnd Entry Panelsand switchboards (IPerCom) higher

than the known limits of the 2Voice system (for further details, follow instructions in tlmec2\technical
manual).

For device configuration details, follow instructions in fuding a Gateway IPerCoi2\Voice on a stair node
and inConfiguration parameters of IPerCom devices

2.34 IPassamontroller

The IPassanControllerallows integrating the IPerCom system with tHeassanaccess control system.
Integration concerns the following aspects:

1 sending to thelPassarsystem a door opening request (pedestrian or driveway) coming from the
IPerCom system with consequent access point opening;
1 allowing thelPassarsystem to control any lifts in the system.

The integration is done by exporting frofderCom Installer Toads xml file which shows the topology of
the system and its devicgand manually importing this file on thBassarsystem

For further details seéPPENDIXI: I[Passan integration with IPerCom

2.35 IPerTAlk Server

ThelPerTAlk Servatlows integratig the iPerTAlk systemvith the IPerCom systenT his integration iaseful
to perform all the main video door phone functiorthdt is audiovideo calls, gate opening and atbo
function) between the two systems

For the details for the integration of the iPerTAlk system with the IPerCom systenmmiseetion with the
iPerTAIK system
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2.36 RTSEameras

RTSP Camerase cameras that use the network protocBleal Time Streaming Protodolr the video
streaming. The auton function onRTSP Cameras available from all video door phones of the IPerCom
system and from th&witchboardandIPerCom Cliemtpplications for video surveillance functions (in addition
to auto-on on calling stations).

The auteon function on RTSP camefasvideo door phone¥OG 1761/6 and VO&1761/1516-
18-19is available on a limited numbef RTSP camerasee the list of supported RTSP cameras in
APPENDIX: RTSP Cameras supported by IPerCom video door phones

RTSP CamerasNB nyitRed @&t SNI 2Y RSGPAOS& odzi OFy aidAatt o06S Ay
particular attention to the assignment of the IP addreSer further details, seePPENDIX E: How to use
customized network settings in IperCom system

2.36.1 RTSP Cameras (NVR)

TheRTSP Cameraan also be integrated into the IPerCom system through Urt088/324R326R328P
NVR devices if, for example, the network infrastructure requires havindRfeP Cameram a different
subnet from that of the IPerCom devices due to neddts. further details on integration seePPENDIX
RTSP Cameras with NVR Urmet device
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IPerComs based on the following basic concepitgpology, topological group and topological path

3.1 Topology

Thetopology of a building (orsite) is a simplified map thatonsiderghe various elements that make it up

and their relative positioning.

Typicallythe types of elements that make up a building are: blocks, stairs, floors, apartments.

An example of a topology is provided in the following figure:

Stair "01"

Floor "05"

Floor "04"

Floor "03"
Floor "02"

Floor "01"

Apt"01” Apt "02" Apt"03" Apt 04"

Block "01"

Stair "02"
Floor "05"
Floor "04"
Floor "03"
Floor "02"

Floor "01"

Apt"01” Apt "02" Apt "03" Apt"04"

Figure2: Example of a building topology

where there is dlockcontaining two stairs; in sta@01¢ and 602¢ there are fivefloorswith four apartments
each: each of these elements isopological nodewithin the topology.

In IPerComeach topological node is assigned a #Rd 3 A

automatically assigned by the system when defining the system topology.

In the example given iRiqure2¢ S g A £ f

YR 2yS ®XTK AQZRRNRSa SI OK

Ff LK y dz916 NXZ# @ KRS OKNEP

K @S 010t Bl AGRARSOZ2R0%EAG |
adF AN 018 D% BIMIDEE ODFRE©G22 N

GKSNBIFa AyaiRS SIOK Tf22N ASOB®OBEG 9D | LI NI YSyda
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Since each node can be associated with two digitsdlentify in the entire topology an apartment that is

below a floor, a stair, a block and a site, a humeric code of 10 digits is needed. In the exarplead, by
FaaAayAy3d G2 GKS 000easS Ga2A G0SK § oG 22RB|  Siljkdg t M2ERES  ao2n MEKSS
GKANR Tf2D8 2FRI KR &KSA NSO 2 y REIZLINKISY 2y OSMNYESARO K LA
identified by the 16RA A Gy dz0OMR0OG2 @2 RS 4

If we decide to use always 10 digits to identify the position of all the topological nodes of the system, to
identify the floor of the example above it will not be necessary to enter the numeric code of the apartment;

AlG Ol y 0S#88 LU KSARIFmad®Befollowing RA A (1010A@6388 & { A YA | NI
stair, the block and the site of the example will be identified respectively by the following codes:
0010102#####HE D10dHH#HHHH#HE I-é@dﬁ####### )

The 10digit code that identifies the generic topological node in the system topology is ¢alkeibgical
code

EachlPerCondevice must be placed (installed) in a specific topological node (site, block, stair,ofloor
apartment).

Apartment station (e.gVOG video door phones) are normally installed in an apartment, call stations or
calling statios (e.g.Call ModulesandSwitchboardsire generally installed on a unit or block
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3.2 Topological path and topological group

Thetopological pathis the set of (topological) nodes which start from a certain node and arrive to the site
node.

Thetopological groupof a node is given by the set of nodes contained in the group itself (the node in question
and all the nodes below it).

Considering the topological structure shown in the following figure, we can say that:

SITE

BLOCK
1

Figure3: Example of topological path and group

1 the path highlighted in red from théStair Z node to thedSitee node is the topological path of the
OStair Z node: visually speaking the topological path goes from the node considered upwards (
OStair Z ->dBlock E -> 6Siteg);

1 the set of nodes included in the red rectangle is thpological groupof nodes &Stair E: visually
speaking the topological group goes from the node considered towards the bottom.

By topological group of a device is meant the node where the device is installed and all the underlying nodes.

By topological path of a device is meant the path from the node where the device is installed to the site node.
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3.3 Applications of the concepts of topological path and topological group

The above concepts can be applied to quickly and unambiguously define the operation of the main services
offered by the IPerCom system.

The following services are linked to the topological group concept:

9 display of residents in the directory oéllingstations with displayCall Modulel060/12-13-16-17-
1823, Modular Calling Station with 1060/48/odular Calling Station with 1060/48 Touydbntry
Panel1060/34)

1 propagation of contactsmvideo door phoneanddoor phones(with or without address book)

9 propagation of the activation rules on tlmartment statiors,

9 default view of the apartments on th€allMeapp linked to theSwitchboardapplication

The following services are linked to the topological path concept:

1 access of residents to the doors of the system to enter their own apartment,
1 competenceSwitchboardslefinition,
1 realisation of the cameraddress bookor the apartment statiors.

3.3.1 Automatic display of residents in the address boatatling statios with display

Thecalling statiows with displayshow automatically in the address book all the residdstt as visibledf

their own topological group. For exampleCall Modulel060/18 placed on a stair node will automatically
show in the address book all the residents (set as visible) of all apartments in its topological group, that is the
topological group of stair node.

3.3.2 Propagation of contacts in address bookértment station

A (public) contact created on a node is propagated omdirtment stationcontained in the topological
group of the node in question. For example, a contact created on a stair node will be automatically
propagated in the address books of glartment stationplaced within the topological group of that stair.

For all the details on how to create a contact see the dedicated para@aptacts

3.3.3 Propagation of activation rules

An activation rule created on a node is propagated orapdlrtment statiors contained in the topological
group of the node in question. For example, an activation rule created on a stair node will be automatically
propagated on alhpartment stationplaced within the topological group in question.

For all the details on how to create an activation rule see the dedicated paragi@plations

MT124032R 57



|Per

com

3.3.4 Default view of apartments on tl@allMeapp linked to theSwitchboardapplication

The CallMe app linked to theSwitchboardapplication automatically shows is address book all the
apartments of the topological group of thewitchboardapplication itself §ompetence apartmends For
example, if theSwitchboardapplication is placed on a stair node, the relat@allMeapp will automatically
show inits address book all the apartments of the topological group of that stair (that is, the topological
group of theSwitchboardapplication).

3.3.5 Practical example of application of the topological group concept

The figure below shows an example of application of the 3 concepts above:

SITE

BLOCK
1

H STAIR 1 STAIR 2 n

Figure4: Example of application of topological group concept

The call module placed on nodedBlock £ has in its address book all the residents of the underlying
apartments, that is the 12 apartments of its topological group. d@emoduleplaced on the nodeéStair £
anddéStair Z have in their address book only the apartments of their corresponding topological groups, that
is six apartments each.

The contacts and the activation rules created ondBéck £ node will be propagated on all the underlying
apartments, that is those of the topological group of the node in question.

TheCallMeapp linked to theSwitchboard: LILI A OF (A 2 y SthifH OBRR R yKIIEK SA v Al a

GKS FLINIYSyGa 27 GKS (i Staidt 2yARB A INR dzLJ NBE F Ay 3
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3.3.6 Resident access (with key code and door code) to doors/gates of the system

Residents have automatic access by means of door codes and proximity key codes to all those entrances
(pedestrian doors or driveways of Call Modules, Entry Panel and Key readers) that are placed on their
topological path, that is on the topological pathtb&ir respective apartment nodes.

In this conditionapartment stationcan open these entrances even if you are not in conversation, that is if
the entrances are not under secret.

3.3.7 Competenceé&Switchboards

The competence switchboards for a device are those found on its topological path.

The competencé&witchboarddor apartment stationin day status intercept the calls coming fraralling
station.

Specific buttons are present ddall ModulesModular Entry Panel with 1060/48hd video door phoneto
be able to call all the relevant switchboards at the same time

3.3.8 Creation of the camera directory for the video door phones for-aanttunction

Camera address book wideo door phone shows the cameras of alhlling statios and RTSRamerasthat
are on their topological path, that is on the topological path of the respective apartment nodes.
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3.3.9 Practical example of application of the topological path concept

The figure below shows an example of application of the three concepts above:

FLOOR 1

Figure5: Example of topological path concept application

As for resident access, everyone has access to the entrand@alldfioduleA and B (placed on the node
oSiteg and éBlock ). Access to th&ey Readeb is automatically only allowed to the residents of the left
while only those on the right automatically have access tokbg ReadeG. The same concept applies for
what concerns the address book of the cameras for arioall residents can see the images of the cameras
A and BThe displays of the camera E alowed to the residents of the left whilenty those on the right
can see the images coming from the camera F.

SwitchboardC is of competence for all apartment stations in apartments an@&rModuleB while it is not
for Call ModuleA, as its topological path does not intercept the o8lyitchboardpresent in the system.
According to what is reported in paragrafglvmpetenceswitchboards this means that:

91 the Call ModuleB has a specific button to call the competerwitchboardC;

9 the video door phones in apartments have a specific button to call the competnitehboardC;
SwitchboardC (in day status) intercepts calls to video door phones made by ®@alihModuleA andCall
ModuleB.

3.3.10 Summary table

Below is a summary table of what has been written above regarding the main services offered by the IPerCom
system and which concepts they are connected to (whether topological group or topological path):

Topological Group Topological Path

Contacts in address boal calling statiois with display | Access to resident entrances

Contact propagation in address bookagfartment Calling stations and RTSP cameras that can be displ
stations from the video door phones (auton)

Activation rule propagatioon theapartment statiors CompetenceSwitchboards

Tablel: properties related to the topological group and topological path

60 MT124032R



|Per

com

3.4 Main and secondary calling stations

Thecalling statios, according to the topological node where they are positioned, are divided into

1 main, if placed on the site or block topological node;
1 secondary if placed on the unit or floor topological node

This difference is reflected in the audio settings of éipartment station which allow assigning two different
ring tones for calls coming from the two different typescafling statiors.

Thecalling statios that can be divided into main and secondary aail Modulel060/12-13-16-17-18-23,
Entry panell060/21-33-34-71-74-75-78, Modular Calling Statiorwith 1060/48and Modular Calling Station
with 1060/48 Touch
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4 System installation

The installation of an IPerCom system can be done independently of its configuration.

IPerCom devices are uniquely identified by their MAC address (physical address of the network interface
connected to the IPerCom system, for example 00:1E:E0:01:02:03): all video door phones, not yet configured,
show this MAC address on the display.

TheVOG, BasigIPerCom Cliend MAXvideo door phones also display a QR code which, if scasheds
the MAC addresses of the 3 available network interfaces:

Figure6: QR code example of an IPerCom Y®@&sic, IPerCom Client and MAX video door phone

Among these 3 addresses there is also the address of the network interface connected to the IPerCom system
(the first in the list).

0 When the system is installed but not configured, all the devices with display show that the device is
not configured

47 It is recommended to take note of the association between the position of the installed device and its
physical MAC address.

When installing an IPerCom system, keep in mind the 3 points below.
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4.1 Minimum requirements for the installation of #rerConsystem

An [PerCom system can be installeciy IP_network where the IGMPv2 or IGMPv3 Multicast service is
enabled

The network must offer an available bandwidth compatible with the number of simultaneous conversations
expected on the system (the maximum bandwidth during a single video call session s Mb

The prerequisite for IPerCom system correct operation is #ideast one device with internal clock is
installed in the system

The Entry Paneld060/21-33-34, the Call Modulel060/16,the Modular Calling Statiorwith 1060/48 the
Modular Calling Station with 1060/48 Toudhe Gateway2Voicel083/59, the Serverl060/1 andVOG,
VOG, VOG*, BasicMAXand 1761/23video door phonesre devices equipped with an internal clock

TheCall Moduled4060/12-13-17-18-23, theEntry Panel&060/71-74-75-78, thePrivate Call Modul#060/22,
the Switchboardsl060/41-42, the IPerCom Clierdpplication 1060/43, theDoor phonell60/3, the Key
Readerd060/45-86, theRelay Actuatord060/84, thelLift Interfacel060/37, thelPerTalk ServemdIPassan
Controllerintegration devicesre devices not equipped with an internal clock

Therefore, if an IPerCom system is made up only of devices without an internal clock, it is necessary to
insert a device that behaves as such, i.e. the IPerCom 1060/85 Clock Module.

The initial setting of the date and time of the internal clock is done thrdBehCom Installer Toadsthrough
VOG, Basic MAXor 1761/23video door phones (see paragraphste/Time or Setting the date and time

respectively)

The life of the IPerCom Clock Module and the Server 1060/1 batteries is 3 years in the event of a long
power failure. In contrast, the batteries of other devices last a few.days
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4.2 |P network structure

Although no knowledge of IP networks and their configuration is required for the installation of the system,
it is recommended to refer to the wiring diagram shown in the following figure:

Level 1 » T @ DIEIOCF:'thrﬁauII]Er

Level 2 4

Level3 —»

= [ii

switzh I! devices

Figure7: recommended network topology

The shown network structure is of thiree typeg, in which the switches are arranged on different levels of
the network: if you use switches with 24 POE pqutst, 3 levels are sufficieno reach the maximum number
of 1000 devices.

O In large systems it is important to pay attention to the fact that the number of switches can greatly
reduce the passband of the network. In this case, ask an experienced network administrator

O All IPerCom devices (except the Server 1060/1, the IPassan Controller, the IPerTalk Server, the
1060/41-42 Switchboards and the IPerCom Client video door phone) must be connected to a PoE port
on the system switches. The RTSP cameras are not native IPerCom devices and may or may not
support a PoE power supply

For a correct operation of the system, it is necessary that the network ports shown below are not
blocked:

1 UDPports: 506Q 5061,6060 6061(SIP protoco))68 (BOOTP and DHCP protocals) 69 (TFTP
protocol) 1024+65535 (RTP protogol)

1 TCPports: 5060, 5061, 6060, 606{SIP protoco))13451+13500, 1875X7015 and 51234
(proprietary protocols)

1 group UDP Multicast38.0.0.200port range from55000 to 55100;

1 group UDP Multicas239.255.0.200port range fromb5000to 55100.
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0 For the system to function correctly, the following servers and their ports must be reachable

1 Server StBip.urmet.com |ports 5060, 6060, 5061, 6061
Server StRBip.urmet.o | ports5060 6060 5061, 6061;
URMET Application Servaapk.urmet.com | port 443HTTPS)
URMET CLOUBvw.cloud.urmet.com| port 443(HTTPS)
URMET CLOUBww.cloud.urmet.cn| port 443(HTTPS)
ipercomremote.srvgt.corphport 13459

= =4 -4 —a -8

Only one IPerCom system can be installed on the same network infrastructure.

G

The correct operation and IT security of the TERetworks on which Urmet products are installed
0 are the full responsibility of those who manage the network infrastructure (consisting of switches,
routers, firewalls, etc.) and cannot be charged eitheéh®products or to Urmet. It is recommended

to use certified personnel specialized in IT network security to properly configure the network
infrastructure.
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4.3 Maximum distances and sections cables

Toensure correct operation dPerComnsystem, the following installation prescriptions must be respected,;
GKSe gAff 0S RSAONAROSR Ay G(GKA&A OKIFLIISN®D | 25SPSNE
installation must be followed, for ensuring a sufficient protection againse and a good system reliability.

All devices must be correctly installed and wired, according to national installation standards. Pay special
attention to wiring operations and particularly to crimp operations of connectors on CAT5 cable, in order to
ensure a correct and reliable electric connection, that is fundamental for correct operation of the system
detail, the following must be respected:

Type of connection Max distance Max distance

LAN 100m (*) CAT5e (#)

Table2: Maximum distance and cable cross section by type of LAN connection

(*) The max. allowed distance is that defined by IEEE 802.3 standards for Fast Ethernet networks (100 Mb/s),
connected with UTP CATS5 cable: according to these standards, the distance between two Ethernet
devices must not be longer than 100 m.

(#) To ensure longestange door phone operation, the cable must be a class 5e device and the twisted
LI ANBQ ONR&aa aSOGA2Y YdzaAaG oS !'2Duno

The maximum resistance of the individual wires must not exceed 10ohm /. T®@nconnection
between the door phone and POE switch must be ensured by a single cable without any extra patch
cords. The cable must be up to the following standards: EIA/TIABSB80 EIA/TIA 568.2,
EN50288 3., IEC 61156.

In presence of &ateway 2Voicd083/59 for the maximum distances and cable section of the 2Voice side,
follow the instructions in the 2Voice technical manual, sectiaieway Ipercor2Voice
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5 IPerCom Installer To@pplication

Upgrading a system to version 3.3.0 (or higher) and putting it into operation requires the uselBétmm
Installer Toolapplication if the installed system is among those listed below:

1 oMultiBlock = T 2chddiinktalAiGhs:
f  dMultiple Stairs = T 2 N&izédinstalidtidns with multiple stairs on a single block;
 ¢Single Stair = T 2 N&izéSidtalldtidns with a single stair.

0 The update via IPerUpgrade is no longer supported by versions of IPerCom 3.3.0 or higher.

ThelPerCom Installer Todpplication can be downloaded from the Urmet website in the secHofiware
and Firmware(registration on the site is required).

For each officially released version of IPerCstar{ing from version 1.1)ahere is the corresponding version
of IPerCom Installer Toglas the versions of a system alferCom Installer Toatsust always be aligned.

5.1 Hardware and software reqgements

Hardware and software minimum requirements for installation are the following:

1 PC with Windows 10 / 11 operating system, quad core CPU and frequency greater than 2GHz;
9 SSD disk with 512GB or higher capacity (no hard disk);

1 8GB or higher RAM memory;

1 10/100/1000 Mbit/s network card.
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5.2 IPerCom Installer Toofsnctions

To use thdPerCom Installer Todgplication in all its functions, registration to Urmet Cloud is required and
therefore the PC (where thdPerCom Installer Toolspplication is installed) must have an Internet
connection

Without registration to Urmet Cloud, it is not possible to use thieerCom Installer Toals

The application allows thgpdatingand commissioning of the system and at the same time presents a series
of functions that make it an indispensable tool for the installer. All this will be explained in detail later in this
manual.

Once the application is launched, it allows you to:

T

= = =4 =4 -4 =4

=

= =4 =4 4

= =4 =4 -4 -8 -9

check if a more ujpo-date version than the one installed is available, then download and install it
detect the IPerCom version installed on a system;

select which version of IPerCom you want to work with;

select the IPerCom version to update the system to and then proceed with the upgrade

create aproject to be associated with a systersitg), if the system is still to be configured;

modify and save a projeawith its configurationonly on Urmet Cloud so as not to lose them (for
example if the data on your PC is no longer available)

import a project from PC and export a project to PC;

import a project to a higher IPerCom version (import is possible for projects created starting from
IPerCom 2.0.0);

connection to the systensite) you want to configure;

distribute the configuration associated with a project to the systsite];

set the time of the system or retrieve its time;

view the system diagnostics, that is view if all the devices are aligned with the same version of
IPerCom, if they are correctly connected to the system and if the configuration is aligned across the
entire system;

view the system logs, for example list of calls, access to main doors and gates, alarms (this function
is only available if there is at least one 106@#rvelin the system);

carry out a backup of the system configuration directly on your PC or in automatic mode on a USB
stick connected to the 1060/%ervey

change the configuration of a system even remotely (with a remote system properly configured);
use theCallMe Manageapplication to configure call forwarding;

transfer of ownership of a systergife) to another installer obuilding manager

pre-activate the licenses for IPerCloud mode;

view the history of preactivated licenses;

run the test mode for IPerCloud mode.

All these features will be described in detail in the following paragraphs.
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5.3 Automatic update to the latest available version

At the first start, the application checks if there is a moretajolate version than the one installed, as shown
below:

Checking for updates

Figure8: check for updates

If the PC is connected to the Internet and the application is not updated to the latest available version
message like the one below is displayed

A new IPerCom Installer Tools version 3.3.0.17 is available, You
are using version 3,3.0,10, This is a mandatory update. Press
Ok to begin updating the application.

OK
Figure9: mandatory update available
Press thaiYesg button to start downloading the new version
Software Update “
Downloading at 1.4 MB/s 11 MB / 49.8 MB

Figurel0: upgrade download in progress

As soon as the upgrade is finished, the installation starts

Updates can be mandatory (like the one showfimure9) or optional: in the latter case, you can
decide whether or not to perform the update.
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If there is no Internet connection, the application displays the following screen

| IPerCam Installer Tools is unable to check whether a new
version is available, Continue?
5 Ma

Figurell: no Internet connection

t NB¥e&d @2 adk NI GKS | LILX AOF (A 2y Néloilése thelapptizhfidrNI RA y 3

If you are not able to check the availability of upgrades for a period longer than 6 months, the application
will not start (if not with an available Internet connectipnin this case a window like the one below is
displayed:

IPerCom Installer Tools was unable to check for new versions
for more than & months. Please connect to Internet and
restart this program.

OK

Figurel2: failure to check for updates for more than 6 months

5.4 Starting the Launcher

Once the search for a more #p-date version and the possible upgrade steps have been completed, the
F2ff Adatriched && RA&LI I @ SRY

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

[PerCom version check on the system

Figurel3: IPerCom Installer Tools launcher
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Through the3 buttonsin Figurel13 (in the red box) it is possible to:

1 selecta version of IPerCom (among those officially released) with which you want towitbrk
OManage Sité o0dziG2y 0T

91 selecta version of IPerCom (among those officially released) to which you want to update the system
OFirmware Upgradé o0 dzi G2y 0T

9 detect which version of IPerCom is installed on a system, if the PC, on whildPeti@om Installer
Toolsl LILIX AOIF GA2y A& Ayadl ff BP&Com NeisiorOchetk/od hd §@emi 2
button).

The operation of the 3 buttons listed above will be explained in detail in the following paragraphs

§ IPerCom versiodetection¥ 2 IR&r@om version check on the systemo dzii G 2 Y

f  Upagrading a system throughPerCom Installer Toofs 2 Rdniare Upgrade 6 dzii (0 2 v

f  Commissioning a system throudRerCom Installer Toof 2 Mdnage Sité 6 dz(i G 2 v

5.5 IPerCom versiodetection

N - A

¢ K $Per@om version checkonthe systemo dzi G2y A& dzaS¥dzZ F2NJ RSGSOGAyYy3
which your PC withPerCom Installer Todks connected

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

[PerCom version check on the system

Figurel4: IPerCom Installer Tools launcher
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Choose network interface

192.168.88.112 [74:78:27:70:16:161 v &

Connect Cancel

Figurel5: selecting the network interface

The® button allows updating the list of available network interfaces.

To find out the IP and MAC addresses of the network interface through which you are connected to
GKS Lt SNI2Y &aeadsSyzr e2dz ySSR (2 LINBaa 2y GKS
appears by pressing with the right mouse button the at the bottom right on your PC monitor.

I aONBSy 2LSya ¢gA0K GKS tAad 2F [ @FAflrofS ySicg
item, you can view the IP address and MAC address

P FGSNI aSt SOGAYy3T GKS OGohbidbhition détécts the IRGrCo deiriGsdrinezed G K
to it with their firmware version (after checking if the system is with or with®etverl060/1).

After pressing the "Connect" button, the Windows operating systaynotify the user of the need

to unlock the communication ports on the IP network used for communication between the IPerCom
system and the IPerCom Installer Tools application. This operation is required for proper application
operation. If this operation is carried out by Windows Firewall, a warning like the one below is shown
to the user

4

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of IPERCOM_InstallerToolz on all public
and private networks.

@ Mame: IPERCOM_InstallerTools
Publisher: Unknaown

Path: C:\urmetljpercominstallertools\2, 2.0Ypercom installer
tools. exe

Allowe IPERCOM_InstallerTools to communicate on these networks:
[] Private networks, such as my home or wark network

|:| Public networks, such as those in airports and cafés (not recommended
because these networks often have litte or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

You must select both kind of networks and press the "Allow access" button.
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Depending on the firmware version detected on the various devices, 2 different cases can occur:

1 the systemis updatedto one of the officially released versions;

1 the systemis not updatedto one of the officially released versians

5.5.1 System updated to a version among those released

If the version detected on the system is one of the officially released versions, you will see a screen of this
type, where in bold (red box) the IPerCom version detected is shoB1 (8. this case)

IPerCom Version Detection Result

IPerCom System v.3.3.0
well done. A proper official IPerCom version has been detected on your system.

Model MAC Address IP Address Firmware Version
3 1160.3-1139.3 | 00E:EC:01.03:B5 |192168.88.183 | ipercom-3.3.0-10 330
1060.13 0OJEED.02.00.30 |192168.88187 | 3.3.0-9_09.81 330
774A64 | OOJEEO.03.0ECD |192168.88181 | 330 VERO_A_8 RIROOT |3.30
17613 00IEE0.05.261E |192168.88.186 | 3.3.0_VER_O_O_8RIROOT |3.30
1060 48 A01EEA-05B303 |192168 88179 |330-6 330
19601 C400-AD-3F72-83 |192 16888188 |330.5 330

Copy to Clipboard OK

Figurel6: system aligned with one of the officially released versions

The following information about the devices on the system is shown in this order:
the model (whether apartment station, calling station or other)

the MAC address;

the IP address;

the internal firmware version;

the IPerCom version corresponding to the internal firmware version.

= =4 =4 -4 =

The 'Copy to Clipboatdoutton allows copying the table displayed above to a text or Excel file.
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If the firmware versions of the various devices are the same as one of the IPerCom versions released, the
system is correctly updated. When tl®K button is pressed, the following screen is displaggdin

IPerCom Installer Tools Version 3.3.0.46

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

[PerCom version check on the system

Figurel7: IPerCom Installer Tools launcher

@ LINE & Manafa Sité K 8 dza (i 2-go®n nenuRalld®sLylou to choose the corresponding version
of IPerCom Installer Toolgith which to create or modify the projedfor further details see paragraph
Commissioning a system througRerCom Installer Toals

5.5.2 System not updated to a version among those released

If the version detected on the system does not coincide with one of the officially released versions (for
example version 3.0), a screen like this appears:

IPerCom Version Detection Result

S IPerCom System v. 3.3.0 (outdated)

Devices in your system have the same IPerCom version (3.3.0], but not the latest release. |t is advisable to upgrade
all devices to the latest IPerCom version, else the system may not work properly.

Model MAC Address IP Address Firmware Version
» 1160.3-1139.3 | 0O.JE:EQ:01.D3:85 |192.168.88.183 | ipercom-3.3.0-10 3307
1060.13 00JEE0:02.00:30 |192168.868187 | 3.3.0-9.09.81 3307

1
1
171741_A64 | D0JEEC:03:0E:CO |192168.86.181 | 3.3.0_VERD_D_8 RIROOT |3.3.07
176131 00IEED:05:26:1E | 192168.86.186 | 3.3.0_VER_0_0_8_RI_ROOT | 33.07
1060.48 00:1EE0:05:B3:03 |192168.86.179 | 3.3.0-6 3307
10601 C4:00:AD:3F:72:83 |192168.86.188 | 3.3.0.5 3307

Copy to Clipboard Upgrade System to IPerCom 3.3.0 0K

Figurel8: system not aligned to the latest versior3.8.

The red box shows that an IPerCor8.@.version has been detected on the system, but it is not the latest
released one.
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The information shown is the same as for a system upgraded to the latest version. However, it should be
noted (blue box) that the data in theversion O2 f dzYy R2 y2i O2 B3I0D MRast, itdsA G K
AK2Bg0% T2NJ 0KS RSOAOSa oK2aS FANNGEINB Aa y24 |fA

In this casét is recommended to updatéhe systenthrough thedUpgradeSystem to IPerCo8i3.06é 0 dzii (i 2 v
(for further details see paragrapbpgrading a system throughPerCom Installer Tod)s

After updating the system, it is possible to repeat the procedure described in parafifapfiom version
detectionand check that the latest version33 of IPerCom is detectedfter that, it is possible launahg
the corresponding version 30 ofIPerCom Installer Tools

In Figure18the &Copy to Clipboagbutton allows copying the displayed table to a text or Excel file whereas
the "OK' button simply returns to the initial screen:

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

[PerCom version check on the system

Figurel9: IPerCom Installer Tools launcher

For_each version of IPerCom releasédhe detected version is obsolete, it is always possible to
download the most updated one. For example, if a system has an obsolete version 1.2.0, it is possible
to download (by means of IPerCom Installer Tools) the latest versionifitRe0detected version is the

latest version 1.2.0, you are not prompted to upgrade to versi®g.3.
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5.5.3 Mixed system

If in the system devices are upgraded to different versions among those released (more recent or not), a
screen of this type is displayed:

Mixed IPerCom System
|
‘Your system has devices with multiple Ipercom versions: [21.0,3.0.01
= It is advisable to upgrade all devices to the same firmware version

Model MAC Address IP Address Firmware Version

» 1160.3-1139.3 | 00IE:EC:01.D3:B5 |192168.88.183 | ipercom-2.1.0-47 210
1060.13 00JE:E0:02:00:30 |192168.868187 | 3.0.0-55_uB.31 300
74 A64 | DOJEEO.D3.DECD |192168.88181 |3.0.0_37_VER8_4.7 R8ROOT |3.00
17613 00.1EED.05:261E |192.168.88.186 | 3.0.0_37_ VER_8_4.7 RBROOT (300
1060 48 00JEEQ.05B3.03 |192168.88179 | 3.0.0-58 300
19601 C400-AD-3F7283 |192168 88188 |300.37 300

Copy to Clipboard Upgrade System to IPerCom 3.3.0 OK

Figure20: system with devices upgraded to different IPerCom versions

The information shown is always the same as in the previous screen: you can immediately see that the
Gversio O2f dzYy AYRAOI (1Sa (KS diffékBtiaest\@SionB T RSOAO0SA dzLJF

In this caseit is necessary to upgradé KS & @& & G S'Y UpgikatieRSeiziefi to iPErEomd3é3.0 6 dzii G 2 v
(for further details see paragraghpgrading a system throughPerCom Installer Toals

After updating the system, it is possible to repeat the procedure described in parafffapfiom version
detectionand check that the latest version 3.3.0 of IPerCom is detected. After that, it is possible launching
the corresponding version 3.3.0 ifferCom Installer Toats making the firmware upgrade as already shown

in Figurel?.

The 'Copy to Clipboafdand "OK' buttons have the same functions as described in the previous paragraph.

Whatever the different versions detected, you are always asked to update to the latest version

O released: for example, if a system had some devices updated to version 1.2.0 and some updated to
version 1.4.0 (more updated versions or not), you are prompegptate to the latest version
released (in this case versior3.B).
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6 Upgradng a system throughPerCom Installer Tools

After the installation of the systemit may be necessario upgrade the firmwareof all devices and the
software of any applications.

Upgrading an IPerCom system to versions 3.80 highern must be done usindPerCom Installer Tools
applicationversion 3.3.0 (or higher)

In general, usingPerCom Installer Toaégplication, it is possible to upgrade or downgrade a system to a
generic version of IPerCom, regardless of the version of IPerCom present on the systekeip@iy in
mind that a generic downgrade always reguires deleting the system configuraficst.

Upgrading an IPerCom system to version 3.80higher) via IPerUpdgrade application is no longer
supported

IPerUpgrade application can only be used to upgrade systems to IPerCom versions 3.2.0 or lower, if
the system has not been upgraded to version 3.3.0 or higher.

G To delete the systeronfiguration,see paragrapltvaintenance

The above can be schematized in thiigures below, where the starting condition is shown on the left and
the arrival condition on the right (in reference to the firmware version of an IPerCom system):

Firmware version: any

Firmware version: any

IPerCom Installer
Tools

Figure21: IPerCom Installer Toa&vays allowedo upgradea system

Firmware version: <= 3.2.0

Firmware version: <= 3.2.0

IPerUpgrade

Figure22: use of IPerUpgrade still allowed
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The above refers to system updates made exclusively with the IPerCom Installer Tools application.
For updates via Server 1060/1, refer to paragrafterCom deviceupgrade mode

We will now explain in detail how to update the system to version J@&higher)with IPerCom Installer
Tools distinguishing between 2 cases: system not yet configured by the installer and system already
configured by the installer.

For locked systems, before updating to version 3.3.0 (or later), you must unlock the system (for
further details on how to unlock a system, see the technical manuals of previous IPerCom versions).

6.1 Upgrading to version 3.3.0: system not yet configured

The main steps to updaterat configured IPerCom system to version 3.3.0 (or higher) will be listed below.

1. LaunchlIPerCom Installer Toglence the search for a more tip-date version and the possible
upgrade steps have been completed, the following startup screen is displayed:

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

[PerCom version check on the system

Figure23: IPerCom Installer Todé&uncher

2. t NFaa (KBrmvwadziUpgage buiton in the red box; the following startup screen is
displayed:

IPerCom version to install

330 &

0K

Figure24: dropdown menu to select the IPerCom version to which to update the system
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3. Select item 3.3.0 from the dreggown menu in the red boxliat is, the version to which you want to
update the systemr Y R G KSy LINBaad dahYé¢ odzid2yT GKS F2ff 24

Site Firmware Upgrade

To update the firmware of the devices on site, you must be the authorized installer. You will be
prompted to authenticate on Urmet Cloud, then a check of the firmware versions of the devices
on the system will be performed. Only then will it be possible to proceed with the actual update.

Next

Figure25: conditions for updating theystem (site)

The screen above highlights the fact that to update the system, you must be the authorized installer
and therefore authentication on Urmet Cloud is requested in the next step, sdReaCom Installer
Toolscan verify whether you have this requiremdint most cases the authorized installer is the one
who configured the system)

In the case of an unconfigured system, any installer is authorized to proceed with the update of
the system itself (as no installer has previously configured the system).

If the system has already been configured by an installer, not all installers can update the
system, as will be explained in more detail in the next paragtgmirading to version 3.3.0
or higher: system already configured

MT124032R 79



80

=
30

4. Presshe 6 dzii (N2xg; thé followingscreenis displayed:

INSTALLER LOGIN
To use this application, you need to login. If you don't have an
Urmet Cloud account, you can create one in a few clicks,
User
[ ]

r Y

a Password
O Remember me Forgol vour credentials?

LOGIN

CREATEACCOUNT

urmel
Figure26: login window

The first thing the installer is asked to do is to authenticate on Urmet Cloud, by entering a username
YR LI a362NR | YROGIKS ¢y dziJNB Y ®A Y HGIGSKBI aA St ez AT
/| £f2dzR | O02dzy (i @& 2dz YCREATE AOIOUNTS dfBef Payadrapyidt (G K S
Cloud authenticatiorfor further details)

The icorm indicates that authentication will take place on the European Urmet cloud,; if

you press the mouse once on the icon in guestion, it turnn, indicating that the
authentication will take place on the Chinese Urmet cloud.

At the first start IPerCom Installer Tools automatically shows one or the other icon based on
the first response received following a ping to the European and Chinese Urmet cloud. The
setting in question is however memorized and maintained at subsequagraon starts.

Without registration to Urmet Cloud it is not possible to perform the firmware upgrade.

Reqistration to Urmet Cloud requires an Internet connection available on the PC where the
IPerCom Installer Toolpplication is installed.
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5. t NSAalOGIK S odzi 12y | FGSNI SYyGSNAyYy 3 &2 dzNJ dzDENY | YS
button, once the login phase has been completed correctly; the following screen is displayed:

Connecting to site

Connect all devices so they are powered, then select a network interface to connect.

Choose network interface 192.168.88.177 [7478:27:70-16:161 v

Q

Next

Figure27: request to connect to the site

The < button allows you to refresh the list of available network interfaces and choose the correct
one.

A 2 4 A x

O2yySOGSR (2 GKS LtSNY2Y &aeadaSys e2dz ySSR

aStiAay3ae AGSYZ GKAOK FLIIJISIFENE o8 uu%éé)\ya
bottom right on your PC monitor. A screen opens with the list of available networks. After
LINSdaAy3d 2y GKS O2NNBaLRYRAY3I at NRBLISNI A Sac¢
address

0 To find out the IP and MAC addresses of the network interface through which you are
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Checking firmware versions and permissions

‘we will now check the firmware versions of the connected devices and whether your account
has the necessary permissions to modify the system.

Devices found: 6

Figure28: detection of IPerCom devices and control of permissions to update the system

In this screenPerCom Installer Toadetects the devices connected to the system (via the network
interface selected in the previous point), detects whether the system is with or witSewer
1060/1, whether it is possible to update the system and whether the installer is authorized to do
this (in case of not configured system this is always allowed)

7. The following screen appears if all the checks listed in the previous point are successful:

Site Firmware Upgrade

Update authorized. The system will be updated with IPerCom 3.3.0_9. This may take several

minutes.

The update package will be automatically downloaded from URMET servers or from the local
file system in case of a custom version of 3.3.0.

Start update

Figure29: system update is allowed
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In this screen, the installer is notified that he is authorized to perform the system update and is also
told which version the system will be updated ©.K S 0 dtan @ogfatédc a i NI a GKS
procedure For more details on how the update occurs, see the paragfaphiing the upgrace.

Before this, it is explained how to create an Urmet Cloud account.

If the system is already updated to the previously selected IPerCom version, the following
message appears:

I The system is already updated to the latest available firmware
version, Do you want to update anyway?

Yes MNa

Figure30: system already updated to the selected version

The request to update the system anyway is useful if you want to use a custom update file
(for further details se@PPENDIAL: Custom video door phongs

6.1.1 Urmet Cloud authentication

When upgrading an IPerCom system to versions §d8.Bighe)), authentication to Urmet Cloud is required
and mandatory, as shown in the window below:

INSTALLER LOGIN

To use this application, you need to login. If you don't have an
Urmet Cloud account, you can create one in a few clicks

Uzer

a Password
Remember me Forgot your credentials?

LOGIN

CREATEACCOUNT

Figure31: Urmet Cloud login

I NBFGAYy3 +y | 002 dzy (CRBAIE ATEQEBT ot thieefBioi A y3 G KS d
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The following window opens where it is necessary to fill in the fields marked with an asterisk:

P FAOSNI FAECEAYI Ay NEXE a&S0iFYSARa

appears:

84

@ IMLauncher Version 33.0.19 - X

REGISTER INSTALLER

Email*:

Password™:

L O J
Repeat password™: Lod

Business Name™:
VAT Code™:

Name*:

Surname™;

Phone number*:

Mobile phone number*:
Street address*:

City™:

Province™:

Post code™:

Country™ United States ~
Language™: English (United States) v
Contact method*: [ sMs [ Email [ Letter

CANCEL NEXT

urme
Figure32: registration window for a new account

w

PRONERUE R (KB

TERMS OF SERVICE AND PRIVACY

| declare that | have read and understood the following conditions

* Privacy Policy

| declare that | have read and fully accepted the following privacy provisions

Read more

O Accept O Decline

*Termsof Use

laccept and declare that | have read and understood the following contractual
conditions

Read more

O Accept O Decline

urmel

Figure33: terms of service and privacy

MT124032R
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ld GKAA LRAYGSES FFGSNI I OOSLIiAy3a GKS ISy SNIRegis®é2 Yy RA G
button to complete the registration, as confirmed by the following dialog box:

Registration

e Userinstaller_urmet@urmet.com registered correctly. A
| | confirmation email has been sent. You must click the linkin

the email to activate your account

0K

Figure34: registration successful

The last step to do is to go to your email inbox and click on the account activation link. You are then
transferred to a web page which confirms that activation was successful:

proe
Urmel TN

AR

User activated successfully!

You can now access the Urmet Cloud using your credentials.

Enjoy the servicel

Copyright © 2014 URMET S.p.A. P.IVA 06838290019 - All rights reserved

Figure35: account activated successfully
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Once the account has been activated, access to Urmet Cloud occurs by entering the username and password
in the authentication window (red box):

INSTALLER LOGIN

To use this application, you need to login. If you don't have an
Urmet Cloud account, you can create one in a few clicks

User

AR nstaller_urmet@urmet.com

Password
ek kdkedkkokdkokodkod

Remember me Forgot your credentials?

LOGIN

CREATE ACCOUNT

ormel

Figure36: login window

The 'Uset' field must be filled in with the nail address entered during registration, just as the password is
the one entered during registration.

Pd GKAA LRAYGOGHEA OIdIGE 200NERE | WK Sy GAOFGS 2y | N¥S

Correct access is indicated by the following fogpwindow:

o Urmet Cloud login completed,

oK

Figure37: correct access to Urmet Cloud
InFigure36A ¥ & 2dz 4SSt SOG GKS awSYSYOSNI YS¢ FASERI (K

no longer be asked to enter your username and password as they are automaticdtpged by
IPerCom Installer Tools.
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LT &2dz KI @3S FT2NH2GGSYy @2dzNJ LI aag2NRX @2dz OFy &
Figure36). The window that appears is the following:

CREDENTIALS RECOVERY

Please enter the email used for registration

SET ANEW PASSWORD

CANCEL

ormel

Figure38: credentials recovery

P
pufi
Z
&
QX

I FGSNI SYGSNAY3I @2dzNJ NBIAAGNI GA2Y SYFAL |
email is sent to the address entered through which you can set a new password.
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6.2 Upgrading to version 3.3.0 or higher: system already configured

The procedure for updating a system already configured to version 3.3.0 (or higlikeg)tigt reported in
paragraphUpgrading to version 3.3.0: system not yet configutelihe only restriction compared to what
was seen previously is thably the authorized installercan proceed with updating the system and not just
any installer.

Theauthorized installeris usually the installer who configured the system, provided that after configuration:

1 he has not transferred thauthorizedinstaller role to another installer (who then becomes the
authorized one);

9 if the system has been transferred to a building manager, he has not suspended or replaced the
authorized installer.

Even for the system configuration, the installer is required to register on Urmet Cloud: therefore, after
the configuration, an association is created between the installer and the system, so that only the
latter can apply changes to the configuration amalother installers (except in the 2 cases reported
above).

To transfer the authorzed installer role to another installer, see the paragrépte authorization
management

@ To suspend or replace an installer see the paragi@phfiguring the call forwarding function in
IPerCom systems in IPerCloud mode

If an installer attempts to update a system for which he is not an authorized installer, this is prevented when
IPerCom Installer Toatbecks the permissions you have on the system k$gere28).

The message that is displayed in this-uase is the following:

You are not the authorized site installer

QK

Figure39: attempt by an unauthorized installer to connect to the system
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AN A = s

0 K I ( indtalled urmet_2  authorized installer Before you can perform the update, authentication to
Urmet Cloud is required:

INSTALLER LOGIN

To use this application, you need to login. If you don't have an
Urmet Cloud account, you can create ane in a few clicks

User

A installer_urmet I@urmet.com

Password
ek ek

Remember me forgot your credentials?

LOGIN

CREATEACCOUNT

rmel
Figure40: authentication to Urmet Cloud

Once authentication has been performed on Urmet CldReérCom Installer Toalketects that the installer
who has just authenticated on Cloud is not the authorized one and therefore does not allow him to update
the system with the message shownHimure39.

The message iRigure39is also displayed if the installer who configured the system transfers his role to
another installeror if the building manager has replaced the installer.

If the building manager has suspended the installer, the message displayed is the one below:

You are the authorized site installer, but changes to the site are locked
by the Building Manager

QK

Figure4l: Authorized installer but suspended by building manager
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If the installer has the rights to updasa already configuredystemat the end of the update wizan&erCom
Installer Toolshows thesamewindow already seen for a not configured system:

Site Firmware Upgrade

Update authorized. The system will be updated with IPerCom 3.3.0_9. This may take several
minutes.

The update package will be automatically downloaded from URMET servers or from the local
file system in case of a custom version of 3.3.0.

Start update

Figure42: system update is allowed

z

¢ K StartiUpdaté o6dzi G2y adl Nlda GKS dzlRFGS
explained in the next paragraph.
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6.3 Downgrading an already configured system

Generally, the most common operation is to update a system (configured or not) to a higher version than the
one already present. If, however, there is a need to perform a downgrade, i.e. update to a lower version than
the one already presentt is necessary to first delete any configuration present on the systdfryou do

not proceed in this waylPerCom Installer Tootisplays the following error message when checking the
firmware version and permissions:

Downgrade from IPerCom 3.3.0 to a previous version requested. This
operation can only be performed if the system is not configured [the
configuration would be lost anyway]. Use IPerCom Installer Tools 3.3.0
to clear the system configuration and try again.

QK

Figure43: downgrade not possible because the system is configured

The screenshot above refers to a downgrade of a system with [PerCom version 3.3.0.

To delete the device configuration, see the paragrdfsiintenance
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6.4 Starting the upgrael

For both configured and neconfigured systems, once the permissions to update the system have been
checked, the screen that appears after the update wizard is the following:

Site Firmware Upgrade

Update authorized. The system will be updated with IPerCom 3.3.0_9. This may take several
minutes.

The update package will be automatically downloaded from URMET servers or from the local
file system in case of a custom version of 3.3.0.

Start update

Figure44: system update is allowed

This screen shows thefficial 3.3.0 version released to which the system will be updated and it is also
specified that this version will be downloaded via the Internet from the Urmet sefttegssersion shown in

the figure above is just an example)

t NS&aAy3 Siak Godadédrieifoloyingiscreen is shown:

© URMET - Ipercom Updater 1.0

Current network | 192.168.88.110 [74:78:27:7D:16:16] | ‘r Total devices: 6

FULL MODE | [ OpenUpdate File _L

Targetversion | 3209 | [ |

[~) Commands
IDLE

[06/06/2025 12:49:24] FTP server listening on port 21
[06/06/2025 12:49:24] TFTP server listening on port 69 e Open Update File
[06/06/2025 12:49:24] Current runtime level: gac
[06/06/2025 12:49:37] GuiMode = FULL Available updates

3.3.0_9.smup
Load Selected Version

Browse Local Disk

Cancel

o) owim )

[ Verbose Log

() Devices

Figure45: graphic user interface for updating the system
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Starting from version 3.3.0 of IPerCom the update files have a smup extension (blueTdmxxmup
and mup extensions are allowed for minor update files of version 3.3.0.

Through this screen the installer can update the system to the required version.
The following information is shown in the upper pafttigure45 (red box):

1 IP and MAC addresses of the network interface through which the PC (\#ef@om Installer Tools
is running) connects to the IPerCom system;

9 number of devices detected;

update mode(FULL MODRACTIVE MODPASSIVE MORE

1 update file versiono which the system is about to be updated.

=

TheFULL MODHpdate mode refers to a system without a Server 1060/1 or a systenownéttor

O moreServer 1060/1, oneof which has been properly configured. The other two médEE VE MODE
andPASSIVE MOD&er, instead, to systems where at least one Server 1060/1 is properly configured.
For further details see paragragbystem with at least oné&erver1060/1 configured to upgrade
devices

The commands for updating the system are displaydddnre45in the blueboxand are explained in detalil
below:

1 dLoad Selected Versirillows you to download the selected update file (following a confirmation
dialog box) and choose where to save it on your PC;

1 dBrowse Local Diskadlows you to select austom update filefrom your PC;

1 d&Cancel allows you to close the window shown in the blue Ilfthis window can be opened again
0 & LIND &@peny/Updaie Ri8 @dzi 12y Ay GKS NBR 62E®0

The steps to follow to update the system to the IPerCom 3.3.0 version are now reported below. For all other
methods of updating a system and for all the functions relating to the screen shadvigLire45, please refer
to the following paragraphs.

Regardless of the IPerCom version selected in the lauriébere45 always automatically displays
the officially released update file.

If you select an update file other than the officlglreleasedupdatefile,dz&8 A y 3 G KS &. NR &
5A&1¢é odzitizys GKS daRESE. MRsaSYyRHOKS 54%48P&SRKRdx
to update the system with custom update files of the same IPerCom version previously selected in
Figure45 (for further detail seeAPPENDIX1: Custom video door phongs
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For version 3.1.0 of IPerCom there will be two update files: the installer will be able to choose
whether to download the update file with the YnO application for the MAX and V®{@eo door
phones or the one with the YnO UP application for the same video door phones. The YnO
application is compatible with Yokis V5 devices while the YnO UP application is compatible with

Yokis V6 devices.

6.4.1 Basic steps to update your system

Once the update wizard to version 3.3.0 is completed, the following screen is displayed (as already reported
in the previous paragraph):

Current network | 192.168.88.110 [74:78:27:7D:16:16] | [ Total devices: 6 ) FULL MODE )
Targetversion | 33009 | [ ] u r m e L
(~) Commands
IDLE
([06/06/2025 12:49:24] FTP server listening on port 21
[06/06/2025 12:49:24] TFTP server listening on port 69 [+]
[06/06/2025 12:49:24] Current runtime level: Gac
[06/06/2025 12:49:37] GuiMode = FULL et i upeiis
3.3.0_9.smup
Load Selected Version
Browse Local Disk
[] Verbose Log ( Clear Log ) ( Exportlog ]
(+) Devices

Figure46: graphic user interface for updating the system
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To update your system to version 3.3.0, follow the steps békieps are referred t&ULL MODE

1. t NB a aLoaill Bedected Versbn 6 dzi i2y G2 LINRPOSSR 6AGK (KS R2

choosing where to savieon your PC:

L+

Available updates

3.3.0.9.smup
:} Load Selected Version ’

‘ Browse Local Disk ’

Cancel ’

Figure47: button for starting the download of the update file

2. Wait for the download to finish (the download progress is highlighted in the figure below):

(-]

Current network [ 182.168.88.177 [7478:27:7D:16:161 | [ Total devices: 6 ) ( FULL MODE )

3309 ) Dovnloading file <33.0_9.smup> ) u r m e L

IDLE

Target version

[(~) Commands

Figure48: download progress bar

3. Once the download phase is finished, wait for the file to be processed correctly (as highlighted in the
figure below):

[+
Current network [ 192.168,88.110 [7478:27:7D:16:16] | [ Total devices: 6 ) FULL MODE )
Targetversion | 3309 | Processing file <3.3.0_0.smup> ) Urmel;
e e )
(%) Commands

IDLE

Figure49: the update file is being analyzed
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4. Once the processing phase of the downloaded update file is finished, the screen shown below

I LIS+ NA =

g KSNB

& ¥aiz WSIAIR 2(y2 GLBNREAE NIIK i KB

© URMET-Ip ~ o
Current network [ 192.168.88.110 [7478:27:7D:16:161 | [ Total devices: 6 ) FULL MODE 1 ( Open Update File
Targetversion | 32009 Loaded file <23.0 9.smup> ) (upshowFilebetits u r me L
(~) Commands
Full Plant Update o
(0670672025 14:25:331 20 Modal <1717.22: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_9_R9_ROOT> decoded as <0095
[06/06/2025 14:29:33] 21) Model 22U : Nominal TargetVersion <3.30_MIRROR_VER_9_0_0_9_R9_ROOT> decoded as <9.0095
[06/06/2025 14:29:33] 22) Model 23>: Nominal Targetversion <33.0_MIRROR_VER_9.0_0_9_R9_ROOT> decoded as <0.0.0.9>
[06/06/2025 14:29:33] 23) Model 230> Nominal Targetlersion <330 MRRORN gy 1o
[06/06/2025 14:29:33] 24) Model AB43: Nominal TargetVersion <330 VERG( ©
[06/06/2025 14:29:34] 25) Model AB43: Nominal TargetVersion <3.3.0_VER_9_¢
[06/06/2025 14:29:34] 26) Model <1717.41_A64>: Nominal TargetVersion <3.3.0_VER 9.¢ , You're going to update the entire system.
[06/06/2025 14:29:34] 27) Model <1741.1>: Nominal TargetVersion <33.0_1741.1 VER 8
[06/06/2025 14:20:34] 28) Model <1761.16>: Nominal TargetVersion <33.0-8> decoded ™ o i
[06/06/2025 14:29:34] 29) Mode! <1761.16U>: Nominal TargetVersion <3.3.0-8> decode This might take a while, but we recommend not to close the
[06/06/:2025 14:29:24] 30) Model <1761.23>: Nominal TargetVersion <3.3.0_1761.21_VER application or turn off your computer during this phase.
[06/06/2025 14:29:34] 31) Model <1761.31>: Nominal TargetVersion <3.
[06/06/2025 14:29:34] 32) Model <17 ]
[05/06/2025 14:29:34] 33) Model <1761.325 Nominal TergetVersion <3.3.0_VER_9_0_1_ Confirm?
|[06/06/2025 14:29:34] 34) Mode! <1761.6>: Nominal 33023 decoded
[] Verbose Log lear Log ) Export Log )
Yes No
(~) Devices -
~ . ) 5 Devices status
[] Select all [ Selected: 0/ 6 J | Updated: 0/ 6 ] Unknown 6 Working 0
- ( \ Alve o Fal
[ Selectvisible [ ALLMODELS __ |i9) ( Polling: None | [pesd 0
Selected  Id Mac address Ip address Status  Type Mode ngresl [Upu\ug\c code | Version match | Command
m} 1 00:EE0:O1D3E5 ?  ar 001EEOD1D3ES Rebaot
O 2 O0:IEE00231:A6 ?  wr 001EEQ Reboot
O 3 O0:1EE0:02:003D ? w 001EE Reboot
O 4 00EE0O526IE ? wr 00TEEQ05261E Reboot
m} 5 OG:IEE00583:03 ? Mo 001EECO Reboot

Figure50: The update file has been downloaded and processed successfully

¢ K $ergion Match

If new devices are added to the system at this stage, they will never be added to theitistref

w

ae

aisy

O2f dzyy a E(ﬁ?é box), knBaning@tythe devices are not aligned
to the imported update file.

50. To make them appear, you must repeat the firmware upgrade procedure from the beginning
(as reported in the paragrapbpgrading to version 3.3.0: system not yet configu)ed
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5. Once the update phase has started, the correct end of the update is indicated by torthe
O2f dxtesgiondMatch = & aKz2gy Ay (GKS F2f{t26Ay3 GgAYR26Y

Current network ~ ((192.168.88.110 [74:78:27:7D:16:16] | [ Total devices: 6 ) § FULL MODE ) Open Update File : i
Targetversion | 3309 | Loaded file <3.3.0 9.smup> ) Show File Details u r m e
(%) Commands

IDLE

[06/06/2025 14:35:07) Device C4:00:AD:3F:72:83 SMART_UPDATE - UPDATE_SETTING
[06/06/2025 14:35:08] Device C4:00:AD:3F:72:83 SMART_UPDATE - UPDATING
[06/06/2025 14:37: :00:AD:3F:72:83 SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
E:E0:05:83:03 SMART_UPDATE - UPDATE_COMPLETED (SUCCESS) =
e 00:1E:£0:05:26: 1 SMART_UPDATE - DOWNLOAD_COMPLETED (READY TO UPDATE)
26:1E SMART_UPDATE - UPDATE_SETTING
26:1E SMART_UPDATE - UPDATING

e D0:3D SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
[06/06/2025 14:56:54] Device 00:1E:E0:05:26: 1E SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
[06/06/2025 14:36:55] Update Manager State = IDLE
[06/06/2025 14:56: 1EE0:02:00:3D IDLE - IDLE
[06/06/2025 14:56:55] 1EE0:05:26:1E IDLE - IDLE
[06/06/2025 14:56:56] 7E£0:05:83:03 IDLE - IDLE
[06/06/2025 14:56:
[06/06/2025 14:56:
106/06/2025 14:56:57] Device:

:72:83 IDLE - IDLE
03:85 IDLE - IDLE
31:A6 IDLE - IDLE

[] Verbose Lag ( ceartog ) eworttog ]
(%) Devices p
Devices status
Select al [ Selected:6/6 | [ Updaredi6/6 | Unkoown 0 Wedking 0
Awe 6 o
Select visible alLmopels =) ( Polling: 1/ 6 | . N
Sclected I Mac address lpoddress | Status  Type | Model Version Mode  Progress  Topologiccode | Version match d
1 0AEEGOTID3BS 19216888108 4+ ADP  11603-11393 ipercom-330-17 IPerCom 001EEO01D385 v
2 QDIEE00231:A6 1921688848 4~ ADP  1160.3-11393 ipercom-330-17 IPerCom 001EE00231A6 v
3 O0IEE02003D 19216888103 4 CM 106013 33.0-14 1985 001EE002003D v
4 00AEEOOSOGAE 19216882100 4 VDR 176131 330VER .01 3ROROOT  IPerCom 001EE00S261E v
5 (01EE0058303 19216888179 4 MCS 106048 330-11 IPerCom 001EE005B303 v
6 CAO0ADIRT2E3 19216888107 4 SERVER 10601 3309 C400AD3F7283 v

Figure51: successful end of update

6. hyOS UGKS dzLJRI'GS Aa O2YLX SGSE advlie¢g DOy2a8SI&KSBL
arrow inFigure51).

6.5 IPerCom devisupgrade mode

The steps described in the previous paragraph can be performed in 2 different ways, both leading to the
same result, that is, updating the system (as reporte#iiure51): the only thing that changes is the way
the devices are updated, or more precisely, who updates them.

Theupdate method can change if in the systémere is at least Appropriately configure&erverl060/1. In
detail this means that th&ervemust be:

1 present in the system configuratiqfor further details see paragraphdding device}k

1 configured to upgrade other system devic@er further details see paragrapMaintenance
Setting9.

The 2 update methods will be described in more detail below, underlining the differences.
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6.5.1 IPerCom system without Server 1060/1 configured to upgrade devices

If the IPerCom system has 8erverl060/1 or noServerl060/1 present in the system is configured to update
devicesthe upgrade of all devices is carried out exclusivellPleyCom Installer Toagplication as already
shown in the previous paragraph

This also applies to any new devices added to the system.

In this case the operating mode is calledLL MODE

6.5.2 System with at least one Server 1060/1 configured to upgrade devices

If the IPerCom system has at leasServerl060/1 configured for device updatinthe firmware update
task is partly delegated tPerCom Installer Toddéd partly to theServerl060/1.

The devices that are updated lerCom Installer Toakse shown in the following table:

System Device Ref.

IPerCom Server 1060/1

+ARS2 R22WIGLK 2 y| 1761/31-31U-32-33-33U
+ARS2 R22NJ LK?Z2Yy|1717/21-21U-22-22U-23-23U
+ARS2 R22NJ LK?2Yy|1741/1-2-3

+ARS2 R22NJ LK?Z2Y|1717/3x4x

+ARS2 R22NJ LK?2Yy|1761/23
Table3: devices that are upgraded by IB&m Installer Toola a system with Server 1060/1 properly configured

This update phase is call&CTIVE MODE

Once these devices have been updated, SeeverL060/1 takes care of updating the rest of the systéinis
update phase is callddASSIVE MODH this operating mode it is possible only to view the update phases
of the other devices.

The most important advantage of using this update mode is that, once the system has been updated and
IPerCom Installer Todigs been closed, ampot configurednew devices added afterwards can be directly
updated by theServerL060/1.
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Updating the devices vigerverl060/1 can be used also in the case of a first update of an IPerCom system

that has just been installed but is not yet in operation. The points listed below must be followed:

1.

2.

ok

using thelPerCom Installer Tooépplication, upgrade th&erverl060/1 (disconnected from the
system) to the required IPerCom version;

create a basic IPerCom configuration that includes onhSineerl060/1 by means of the IPerCom
configurator,

configure theServerl060/1 so that it can upgrade the other system devices (by means of the
IPerContonfiguratol);

distribute the configuration thus created ®erverl060/1;

connect theServerl060/1 to the system.

In this way, théServerl060/1 can upgrade the other devices in the system:rastyconfigureddevices added
later will be still upgraded by th&erverl060/1.

For furtherdetails seeAPPENDIR: First upgrade of a system via Server 1060/1

&

G

v

&

G

&

If the Server 1060/1 has a firmware version 3.2.0 or lower and the devices connected to the system
have a version 3.3.0 or higher, they will never be updated by the Server. In this use case, it is
mandatory to use IPerCom Installer Tools to perform the smnrade of all devices (FULL MODE)

If there are several Servers 1060/1, it is necessary to upgrade them via IPerCom Installer Tools in step
1 and configure one of them so that it upgrades the other deviueg.other Server 1060/1 added
later to the system need to be upgraded via IPerCom Installer Tools.

If youtry to upgrade the system or part ofwthile Server 1060/1 is updating some devioggrating
mode isPASSIVE MODE PASSIVE MODEis possible onlynonitoring the update phases of the
various devices (for further details see chaptgdate of the entire system (ACTIVE MODE and
PASSIVE MODE)

If after connecting a device to be updatdéerCom Installer Toasopened before the 1060/1 Server
has started updating the device itséPerCom Installer Todsarts inACTIVE MODHn this situation
the device can only be updated IRerCom Installer Tools

The upgrade mode via Server 1060/1 is available from IPerCom version 2.1.

It is important to underline that iIACTIVE MODIPerCom Installer Toatan also update any custom
video door phones among those listed &ble3, something that the 1060/1 Server cannot do except
in a single case. This topic will be seen in detail in paraghddhENDI)AL: Custom video door

phones
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These 2 operating mode$WLLMODE and ACTIVE/PASSIMEODE will be described in detail in the
following paragraphs. It is important to note that in both cases, the main purpose is to update the IPerCom
system.

Regardless of whether the update is performed entirelylBgrCom Installer Toots partly bylPerCom
Installer Tooland then by theServerl060/1, the following applies:

1 to perform the upgrade correctly, the PC where tiRerCom Installer Toodgpplication is running
must be connected to the IPerCom system by means of a LAN cabhetwid WiFi Furthermore,
the LAN cable must be connected to one of the system switches and not to the router;

9 the IP address of the network card, through which the PC (WieeCom Installer Todsrunning)
connects to the IPerCom system, must belong to the same IPerCom subnet.

1 Switchboardand IPerCom Clierdpplications are updated provided they are running on dedicated
PCdqfrom version 3.1 the update of tH®erCom Clierdpplication is performed correctly even if you
do not have administrator rights on the PC

1 firmware of the following devices does not requireyarpgrade:Relay ActuatorsKey Readerd.ift
Interface iPassan ControlledPerTalk Serveand RTSP Cameraé table listing the upgradable
devices is provided in thePPENDIXL IPerCom devices that can be updated by Bem Installer
Tools
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6.6 Main steps in the upgrade process of an IPerCom system

Regardless of thapgradingoperating mode EULL MODEr ACTIVE/PASSIVE MQDiEe upgrade process
follows thesesteps:

launchiPerCom Installer Toddgplication;

select from the dropdown menu the version to which you want to update the system;

press thedFirmware Upgradebutton;

follow all the various steps of the update wizard;

LINS & aLoadl Bedectéd Versibn 6 dzi G2y G2 LINRPOSSR 4A0GK GKS
choosing where to save the update file on your PC;

1 wait for the update file to download and process to finish.

= =4 =4 4 4

6.6.1 Device upgrade: FULL MODE

At the end of the steps reported below, a dialogue box appears asking the user whether he wants to update

the entire system or not:

Current network [ 182.168.88.112 [74:78:27:70:16:16] | [ Total devices: 6 ) ( FULL MODE 1 Open Update File _t

Target version | 3309 | Loadled file <33.0 9smup> | Show File Details
(~) Commands

Full Plant Update oI

([11/06/2025 10:53:04] 19) Model <1717.21U>: Nominal TargetVersion <3.3.0_MIRROR_VER_8_0_0_3 R9_ROOT> decoded as <2.0.09>
[11/06/2025 10:53:04] 20) Modiel <1717.22>; Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_9_R9_ROOT> decoded as <0.0.0.9>

[11/06/2025 10:53:04] 21) Model <1717,

>4 Norminsl Targetiersion <330 MIRROR I ¢
[11/06/2025 10:53:04] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VE
[11/06/2025 10:52:04] 23) Model <1717.23U>: Nominal TargetVersion <3.3.0_MIRROR_}
[11/06/2025 10:53:04] 24) Modiel <1717.31_A84>: Nominal TargetVersion <3.3.0_VER_9] , You're going to update the entire system.
[11/06/2025 10:53:04] 25) Model <1717.32_A64>: Nominal TargetVersion <3.3.0_VER 8]

[11/06/2025 10:53:04] 26) Model <1717.41_A643: Nominal TargetVersion <3.3.0_VER 9|
[11/06/2025 10:52:04] 27) Model <1741.13: Nominal TargetVersion <3.3.0_1741.1_VER | This might take a while, but we recommend not to close the
[11/06/2025 10:52:04] 28) Model <1761.16>: Nominal TargetVersion <33.0-8> decodet application or turn off your computer during this phase.
[11/06/2025 10:53:04] 28) Model <1761.16U>: Nominal TargetVersion <3.30-8> decod|

[11/06/2025 10:53:04] 30) Model <1761.23>: Nominal TargetVersion <3.3.0_1761.21_VE

[11/06/2025 10:53:04] 31) Model <1761.31>: Nominal TargetVersion <3.3.0_VER_8_0_1_| Confirm?

[11/06/2025 10:53:04] 32) Model <1761.31U>: Nominal TargetVarsion <3.3.0_VER_9_0_1

[11/06/2025 10:53:05] 33) Model <1761,32>: Nominal TargetVersion <3.3.0_VER_8.0_1_|

[11/06/2025 10:52:05] 34) Model <1761.65: Nominal TargetVersion <3.3.0-23> decodet

[] Verbose Log Clear Log ) Export Log )
(~) Devices -
Devices status
[ Selectall [ Selected:0/6 | [ Updated:0/6 | Unknown 6 Werkng 0
. r Alive o Fail o
[] Select visible alLMopeLs [+ ( Poliing: None J Desdl o
Selected  Id Mac address Ip address Status  Type Model Version Mode Progress  Topologic code | Version match | Command
1 OOIEECOLD3ES 19216888108 P ADP 1160311393 ipercom-320-14 001EE001D3E5 Reboot
00:1EE.0231:46 ? 1160.3-11303 ipe Reboot
3 00MEEG02D03D ? ) 1 -19.u9 Reboot
4 O0EEDO526:1E ? D 176131 8.10_1_R8_ROOT Reboot
? Ics Reboot
?  SERVER 10601 32014 Reboot

Figure52: end of processinghase

If it is necessary to update the entire sys®m LING¥e& ®KA @Y > AF AyadSIR Al
o At

LI NI 2F UGKS 38aNBYWaziREYHOIXKS WNRARIGS Y2RSa
paragraphs and refer to the operating moB&LL MODEhat is the upgrade of all devices will be made by
the applicationlPerCom Installer Tools
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Regardless of the type of update performed (selective or full), the following information is shown at the top
of the screen (blue box):

1 d&Current network WP and MACaddresgs of the networkinterface through which the PC, where
IPerCom Installer Todksrunning connects to théPerConsystem

1 dTotal devices iYumber of devices detected to updat

dUpgrade modé FULL MODEACTIVE MODEPASSIVE MODE

1 dTarget versioa Ypdate file version to which the system is about to be updated

=

¢ K Show File Detals 0 dzii (1 2 y & Kwathstle lidt of thehvilridud device models and the relevant
version of the upgrade file included in the smup file:

3309

PRODUCT_MODEL=1060.1

DATE=2025-06-05

1PS_FRAMEWORK_VERSION=0.85
MD35=572cf131011abBbed24 1cb2aeb3asect *1060.A-
system_3.3.0-10.i386.deb
MDS=bal4ca3045865¢021c8234007 1a18d0 *1060.A-
ext_deps_3.3.0-10386.deb
MDS=ac3edff312703c7e9756519ca1 774506 *1060.A-
urmet_bstk_3.3.0-10_i386.deb
MDS=720100bac49e246cf7e81a93a587d5b5 *1060.A-
application_3.3.0-10_i386.deb

Figure53: update file imported successfully

In the image above you can also see that the synDI- LJLIS I NEVersigh MatédS O® f dzyyz Y S|
that the firmware version of all the devices in the system does not match that of the updaleafiled (red
box).

If an update file is loaded into IPerCom Installer Tools and if the system has already been updated to
the same imported update file, the following message is shown:

L+
The plant is already updated to this version.

Please, load another Update File.

Figure54: system already updated

In this case thesymbol F LIS NB Ay GKS &+ SHdurk= yandaHeré 8d O2 f
possibility to update the system.
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6.6.1.1 Update of the entire system (FULL MODE)

z

To update the entire system IBULL MODE | FGSNJ AYLRZ NIAY3I (s dzx a2 RSOR
arrow) in the figure below:

Current network [ 19216888112 [7478:27:7D:16:16] | [ Total devices: 6 ) FULL MODE [ open Update File
3309 ) Loaded file <33.0_ 9.smup> ) [ ShowFile Details | u r me E

© URMET - Ipercom Updater 1.0.2 - O X

Target version

(~) Commands

-

[11/06/2025 10:53:04] 20) Madel <1717.22>: Nominal TargetVersion <3.3.0_MIRROR_VER_9. R9_ROOT> decoded as <90.0.9>
[1/06/2025 10:5204] 21) Model <1717.22U>; Nominal Targetversion <330 MIRROR | o N %
[11/06/2025 10:52:04] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VE

[11/06/2025 10:53:04] 23) Model <1717.23U>: Nominal TargetVersion <3.3.0_ MIRROR_}
[11/06/2025 10:52:04] 24) Model <1717.31_A4>: Nominal TargetVersion <32.0_VER 0, , You're going to update the entire system.
[11/06/2025 10:52:04] 25) Model <1717.32_A64>: Nominal TargetVersion <3.3.0_VER 0|

[11/06/2025 10:53:04] 26) Model <1717.41_A64>: Nominal TergetVersion <330 VER 9] ™

[11/06/2025 10:53:04] 27) Model <1741.1>: Nominal TargetVersion <3.3.0_1741.1_VER_| This might take a while, but we recommend not to close the
[11/06/2025 10:53:04] 28) Model <1761.16>: Nominal TargetVersion <33.0-8> decodat application or turn off your computer this phase.
[11/06/2025 10:52:04] 28) Model <1761.16U>: Nominal TargetVrsion <3.3.0-8> decod)

[11/06/2025 10:53:04] 30) Madel <1761.23>: Nominal TargetVersion <3.3.0_1761.21_VE

[11/06/2025 10:52:04] 31) Model <1761.31>: Nominal TargetVersion <33.0_VER_9_0_1_| Confirm?

[11/06/2025 10:52:04] 32) Model <1761.31U>: Nominal TargetVersion <3.3.0_VER_9.0_1

[11/06/2025 10:53:05] 33) Model <1761.32>: Nominal TargetVersion <3.3.0_VER 9_0, T’.

[11/06/2025 10:53:05] 34) Model <1761.6>: Nominal TargetVersion <3.3.0-23> decodat v
[] Verbose Lag Clear Log ) ( Export Log )
(~) Devices p
Devices status

[] Select all |: Selected: 0/ 6 ] \ Updated: 0/ 6 ] I mrm O
[]Selectvisible [ ALLMODELS |19 \ Polling: None ] AD\E-: g Fal o
Selected  Id Mac adldress Ip address Status  Type Model Version Mode Progress  Topologic code  Versionmatch  Command

O 1 O0:IEEOO1D3ES ?  aoe 3-11393 ipercom-3.2.0-14 Reboot

O 2 00:1E:E002:31:A6 ? ADP Reboot

O 3 00:1EE002DO3D 19216888103 ? o 1060.13 3.2.0-19_u2.62 Reboot

O 4 00:EE0O5:26:1E ? P Reboot

O 5 O0:1EE00583:03 ? M Reboot

O 6 ? SERVER C400AD3F Reboot

Figure55: upgrade of the whole system

¢KS arFryYS NBadzZ G OFry 06S 200GFAYySR o0& LINBaaay3a
PLIRFGS¢ o0dzii2yd® ¢KA& g & 2F LINR OS S defegfeddevicksy 0 S
and their firmware version before proceeding with the update (for further detailBseees section

In both cases even if devices are not selected (all or in part), they are automatically selected when
the update phase starts.

The upgrade process starts as shown in the figure below:

Selected  Id Mac address Ip address Status | Type Model Version Mode Progress | Topologic code  Version match  Command
¥ 1 O0IEECOIDIBS 19216888108 | €5 [ADP  1160.3-11383 ipercom-3.20-14 IPerCom | O01EE001D2B5
& 2 O0EECO231:A6 19216888148 | &5 |ADP  1160.3-11383 ipercom-320-14 IPerCom | O01EED02314A6
& 3 O0EEC02DO3D 19216882103 | € [cM 1060.13 2.2.0-19_u9.62 ] 001EE002D03D
v 4 OBIEEDOS261E 19216888109 | & |vor  17eLm 3.2.0_13_VER 8_10_1_R8_ROCT IPerCom | I O01EE005261E
] 5 O0EE0O583:03 19216882179 | &5 |Mcs  1060.48 22023 IPerCom | ME—_ || 001EE0058303
& 6  CHO0AD3F72:83 19216888107 | €5  [SERVER 1060.7 32014 — C400AD3F7283

Figure56: upload and upgrade phases
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Two different phases are requested for updating the devices:

1 upload phase, that is the single firmware upgrade file is uploaded to all the selected devices that
YySSR (G2 068 dzLJANI RSR BrapgneEZSO2INBYINTaa o6F N Ay GKS

1 upgrade phase, that is the devices are upgraded to the new version (red progress bar in the
GProgress 02 f dzYy 0o @

In both cases status of devices show i)\ yStatig O2f dzYy s GKIFG A& FANXNSI NB

(@]
N
M
(V)]
Q)¢

éStatug  l6prdyress O2 f dzyy a | NXrigweb6. 6 f dzS AY

@ When the progress bar is red, the devices are out of service.
Duringthe whole upgrade phasdo not turn off your PC or close IBem Installer Toolspplication,

as this may affect the correct upgrade of the devices. As a result, we recommend using a PC powered
by the 230Vac mains.

During the phase of upload and upgrade tbemmandssection appears as shown below:

(~) Commands
( Working J (._.) UPDATING
([11/06/2025 11:40:36] Device 00:1E:£0:02:31:A6 SMART_UPDATE - DOWNLOADING Stop Automation

[11/06/2025 11:41:39] Device 00:1E:E0:0

[11/06/2025 11:43:46] Device C4:00:AD:
[11/06/2025 11:43:47] Device C4:00:AD:

:83 SMART_UPDATE
2:83 SMART_UPDATE

[] Verbose Log

[11/06/2025 11:40:37] Device 00:1E:E0:05:26:1E SMART_UPDATE -
[11/06/2025 11:41:34] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:41:36] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:41:36] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:41:36] Device 00:1E:£0:02:31:A6 SMART_UPDATE -
[11/06/2025 11:41:38] Device 00:1E:£0:02:31:A6 SMART_UPDATE -
A6 SMART_UPDATE -
[11/06/2025 11:43:20] Device 00:1E:E0:05:83:03 SMART_UPDATE -
[11/06/2025 11:43:21] Device 00:1E:£0:05:83:03 SMART_UPDATE -
[11/06/2025 11:43:22] Device 00:1E:£0:05:83:03 SMART_UPDATE -
[11/06/2025 11:43:38] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:43:40] Device 00:1E:E0:02:31:A6 SMART_UPDATE -
[11/06/2025 11:43:46] Device C4:00:AD:3F:72:83 SMART_UPDATE -

DOWNLOADING

DOWNLOAD_COMPLETED (READY TO UPDATE)
UPDATE_SETTING

UPDATING

DOWNLOAD_COMPLETED (READY TO UPDATE)
UPDATE_SETTING

UPDATING

DOWNLOAD_COMPLETED (READY TO UPDATE)

UPDATE_SETTING

UPDATING

UPDATE_COMPLETED (SUCCESS)
UPDATE_COMPLETED (SUCCESS)
DOWNLOAD_COMPLETED (READY TO UPDATE)

- UPDATE_SETTING

- UPDATING

( Clear Log 't Export Log |

Figure57: commands section during the upload and upgrade phase

Theupload andupdate phassare highlighted by @lue progress bar and an appropriate icon (see beo

in the figure above).
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During ths phase, there is a default automatic mechanism for restoring any errors and repeating the update
OedtsS 6F2NJ YFEAYdZY p GAYS&0 A StopAyi@nathiN ¥ &b 2 RSO OB
G2 0201 (GKAA YSOXEy PN (@ LNBAXSY NBiS&Iyid RAFf 23
L+
, The update process will stop at the end of the current cycle.

=
Confirm?

(_Yes_](_l\lo_]

Figure58: request to stop the update process at the current cycle

In this case any failed update messages on one or more devices must be manually deleted and a following
update cycle must be started manually. If the automatic mechanism is not removed, the above is performed
automatically a maximum of 5 times. For furthdetails seeAPPENDIX 1 Failure to upgradeall devices

¢

¢KS adz00Saa 2F GKS dzZLIRFGS LINRPOSRIz2NE A& AyeRoOl SR

Matché O2f dz¥Yy o63INBSYy 062EULY

d  1d Mac adelress Ip address Status  Type Maodel Version Mode Progress  Topologiccode  Version match | Comman d

1 00:1E:E0:01:D2:B5  192.168.82.108 ADP 1160.3-1139.3 | ipercom-3.3.0-17 IPerCom 001EE001D3BS

2 O00EE002:31:A6  192.168.88.148 ADP  1160.3-11393 | ipercom-3.3.0-17 IPerCom 001EED0231A6

g |8 &
i

4
£

VDP 176131 33.0.VER 9.0 1.3 RIROOT | IPerCom 0D1EED0S261E

®
:

00:1E:E0:05:83:03  192.168.88.179 MCS 106048 330-11 IPerCom 001EE005B303

m
¢
B EEREE -

4
§

3t
00:1E:E0:02:D(:3D  192.168.88.103 f ™ 1060.13 3.2.0-14.0085 001EEQ02D03D

SN ENENENENES

3
4 O0:IEE005:26:1E 19216888109
5
6

CAO0:AD3F72:83  192.168.88.107 SERVER 1060.1 3309 CADDAD3F7283

Figure59: devices upgraded

Ly ésod @ O2f dzvy F2NJ SIFOK RSGAOS (KS O2NNBALRYRAY:
imported inlPerCom Installer Todks shown.

At the end of the upgrade procedure, it is possible to check on the system video door phones that the
FANNGI NS NBtSIFaS O2NNBalLlRyRa G2 GKS 2yS Ayadlft
single video door phones on websitew.urmet.com.

6.6.1.2 Selective update (FULL MODE)

¢ K Selegtive Update o dzi 2y |fft26a @2dz (2 dzLRI Dedcesdeftbre G KS
therefore it is useful when it is not necessary to update the entire system but for some need you want to
update only one or more devices.
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In FULL MODIhis function is useful for example if somet configureddevices with different firmware
versions are added to an already updated and functioning system. In this case, after importing the update
file, the following window appears:

(-]

Current network [ 192.166.88.112 174:7827:70:1&161] [ Total devices: 7 } [ FULL MODE ] [ Qpen Update File ] _t a

Target version [ 3309 ] [ Loaded file <3.3.0_9.smup> ] [ Show File Details
(~) Commands

il Plant Update 1ot

(1170672025 15:28:72] 20) Model <T717.225: Nominal TargetVersion <3.3.0_MIRROR_VER 9 0_0_9 RO ROCT> decoded as <0.0.09> ~

[11/06/2025 15:26:12] 21) Model <1717.22U> Nominal TargetVersion <330 MRROR) gy %
[1/06/2025 15:29:12] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VI

[11/06/2025 15:20:12] 23) Model <1717.23U3; Nominal Targetversion <3.3.0_MIRRCR_|

[11/06/2025 15:29:12] 24) Model <171731 A643: Nominal TargetVersion <32.0 VER 8, , You're going to update the entire system.

[1/06/2025 15:29:12] 25) Model <171732_A64>: Nominal Targetversion <33.0_VER_3,

[11/06/2025 15:29:12] 26) Model <1717.41_A64>: Nominal TargetVersion <3.3.0_VER_9| . .

[11/06/2025 15:20:12] 27) Model <1741.13: Nominal TargetVersion <2.3.0_1741.1_VER | This might take a while, but we recommend not to glesg the

[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
([11/06/2025 13

2] 28) Model <1761.16>: Nominal TargetVersion «3.3.0-8> decodet application or turn off your computer during this p
:12] 29) Model <1761.16U>: Nominal TargetVersion <3.3.0-8> decod|

:12] 30) Model <1761.23>: Nominal TargetVersion <3.3.0_1761.21_VE :

2] 31) Madel <1761.313: Nominal TargetVersion <3.3.0_VER_9_0_1_ Confirm?
2] 22) Model <176131U>: Nominal TargetVersion <3.3.0_VER 9.0 7

31 33) Model <1761.32>: Nominal TargetVersion <3.3.0_VER_9_0_1_

:13] 34) Model <1761.6>: Nominal TargetVersion <3.3.0-23» decodet

[] Verbose Log Clear Log ) ( Export Log |
(~) Devices ]
Devices status
[ Select al [ Selectedio/7 | [ Updatedi6/7 | Unknown 7 Werdng 0
. M - bl Alive o Fail
[ selectvisible [ aLmopes =) ( Polling: None J Desd o
Selected  Id Mac address Ip address Status  Type  Model Version Mode Progress  Topologic code  Version match  Command ~

D 1 00:1E:E0:01:A5:F2 192.168.88.113 ? ADP 001EE0DT Reboot
O 2 O0AEEDOLD3BS 19216888108 @ ADP 001EE001D385 y Reboot
O 3 00MEE0023T:A 19216888148 P ADP 001EE00231A6 v Reboot
D 4 00:1£:£0:02:D0:30  192.168.88.103 ? ™ 001EEQ02D03D v Reboot
O 5 O0AEEDOS2GIE 19216888109 @ VDP R9_ROOT 001EE00S y Reboot

Figure60: procedure to upgrade one or more devices and not the entire system

A

. @ LINBaRoA yadzi K8y GoNBR FNNRBguv: @&2dz Oy ARSydGATFe

percom Updater 1.0 - b
Current network ( 192,168.88.112 m?sz?:mnma]] f Total devices: 7 ] [ FULL MODE ] [ Open Update File _t .

Target version ( 3300 ] [ Loaded file <330 9:smup> ] Show File Details
(#) Commands

([T1/06/2025 15:29:12] 20] Model <1717.22>: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_U_9_R9_ROOT> decoded as <0.0.09> ~
[11/06/2025 1

[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1

[11/06/2025 15:29:12] 27) Model <1741.1»: Nominal TargetVersion <2.2.0_17411_VER_9_0_0_8_R9_ROOT> decoded as <0.0.0.8>
[11/06/2025 1 2] 28) Model <1761.16>: Nominal TargetVersion <3.3.0-8> decoded as <3.3.0.8>

[11/06/2025 15:29:12] 23) Model <1761.16U>; Nominal TargetVersion <3.3.0-8> decoded as <33.0.8>

[11/06/2025 1
[11/06/2025 1
[11/06/2025 15:29:12] 32) Model <176131U>: Nominal Tergetiarsion <3.3.0_VER_9_0_1_3_R9_ROOT> decaded a5 <0.0.1.3>
[11/06/2025 1
|[11/06/2025 15:

:13] 34) Model <1761.6>: Nominal TargetVersion <3.3.0-23 > decoded as <3.3.0.23>

[] Verbose Log ( Clear Log ) Export Log J
(~) Devices —
) & ) ‘ Devices status
[ Select all [ selectedi0/7 ] [ Updated:6/7 | Unknown 7 Working 0
[ selectvisible [ ALLMODELS | [ Palling:Nene | ey "
Selected _Id Mac address Ip address Status  Type  Model Version Mode Progress _Topologic code Version match _Command ~
O 1 00EE00TASFZ 19216888113 @ ADP 001EE0D1 Reboot
m| 2 00E£DO1D3BS 19216888108 @ ADP DOTEE001D385 y Reboot
m| 3 O0AEEDO231AG 19216888148 @ ADP 001EE00231A6 y Reboot
O 4 00EECO2D03D 19216888103 P M 001EE002D03D y Reboot
m| 5 O00EF00S2G1E 19216888100 @ VDP 176131 330_VER_9.0.1.3 R9 ROOT DOTEE005261E v Reboot

Figure61: device added to be updated
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A v A z A

' TG4SN) aSt SOlAy3a (KS RSOA G8ectiveUpdaiadR | 1S 2yfex LINBaa

— o bl

Current network. | 192.168.88.112 [74:78:27:7D:16:16] | ‘r Total devices: 7

| FULL MODE | Open Update File _t
Targetversion | 3300 | [ Loaded file <330 9.smup> ) Show File Details u r m e

(%) Commands
Full Plant Update ] [ Selective Update 1ot
l odel <T717.22>: Nominal Tar§etversion <3.3.0_MIRROR_VER_9_0_0_9_RI_ROCT> decoded as <3.0.09>
[11/06/2025 2U>; Nominal Targetversion <3.3.0_MIRROR_VER 9 0_0 9 R9 ROOT> decoded as <9.0.09>
[11/06/2025 '3>: Nominal TargetVersion <3.3.0_MIRROR_VER_9_( )_R9_ROCT > decoded as <9.0.0.9>
[11/06/2025 3U>; Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_8_R9_ROOT> decoded as <9.0.09>
[11/06/2025 1_A64+: Nominal TargetVersion <3.3.0.VER_9_0_1_3_R9_ROOT> decoded as <2.0.1.3>
[11/06/2025 2_A64>: Nominal TargetVersion <3. 3_R9_ROQT> decoded as <0.l
[11/06/2025 7.41_464>: Nominal TargetVersion <3.3.0_) 3.R9_ROOT> decoded as <€.0.1.
[11/06/2025 ]27) Model <1741.1>: Nominal Target¥ersion <3.3.0_1741.1_VER 9. 0_0_8 RO ROOT» decoded as <9.0.0.8>
[11/06/2025 15:26:12] 28) Model <1761.16>: Nominal TargetVersion <3.3.0-8> decoded as <3.3.08>
[11/06/2025 15:29:12] 29) Model <1761.16U>; Nominal Targetversion <3.3.0-8 decoded as <33.08>
[11/06/2025
[11/06/2025
[11/06/2025
[11/06/2025
|[11/06/2025 15:20:13] 34) Model <1761.6>: Nominal TargetVersion <3.3.0-23> decoded as <3.30.23>
[] Verbose Log ( Clear Log ) ([ Exportlog |
(%) Devices ;
Devices status
[ Select all | Selected: 1/7 ‘ | Updated: 6/ 7 ‘ Unknown 6 Working o
. ( - h) Alive 1 Fail 0
[Jselectvisible ([ ALLMODESS | ( Polling: 1/7 ) I
Selected  Id Mac address Ip address Status  Type Model Version Mode Progress  Topologic code  Version match  Command
1 OOIEEDOTASF2 19216888113 4 ADP 11603-11393 ipercom-320-14 IPerCom Q01EEC01ASF2
D 2 00:1:E0:01:D3:B5 192 ? ADP 001EEO01D3BS v Reboot
O 3 00MEE00231AS 19216888148 P ADP 11603-11393 iperc 001EED023146 v Reboot
m} 4 00:AEECO2D03D 192 ? o 106013 001E Reboot
m} 5 001EE00526:1E ? vor 176131 001E Reboat

Figure62: device to be updated selected

Pressing this button starts the update of only the selected devices, after confirming the operation in the
relevant dialogue box:

, You're going to update the following devices:
-1x1160.3-1139.3

This might take a while, but we recommend not to close the
application or turn off your computer during this phase.

Confirm?

Figure63: dialogue box of selective update

The update mode is like that seen for updating the entire system (for further detaildsé®e of the
entire system (FULL MODE)

To quickly identify the devices to be updated (in the case of large systems)sailapiall deviceis
Figure62¢ A (i K eledafé aOKSO102E FyR SEOf dzRS (GK2a$S |t NBI
item). For full details on this way of proceedisgeparagraphDevice selection and filtering
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Updating devices with different firmware versions added to an already updated system can also be

R2Yy S

arAyYLX e oe

LINBaaAy3

(KS acCdzZ €t ttlyd ! LIRE

version is not aligned with the update file imported Ww#él updated. Similarly, updating the entire

18408y Oy

¢KS a{SftSO0ALDS

0S R2YyS OAl

' LRI 0S¢ odzit2y Aa | OGAGI

not aligned with the update file imported.

idKS

6.6.2 Device upgradeACTIVE MODE and PASSIVE MODE

During the update phas@&CTIVE MODE detected if the following two conditions are met:

1 inthe system to be upgraded there is at least &wsverl060/1configured to upgrade other system

devices

1 none of theServerd 060/1 are upgrading other devices.

What was reportechbovefor the FEULL MODEemains almost similafior ACTIVE MODEhe main
differences are listed below.

1) The upper part of the application shows the 1aB&TIVE MODiBstead ofFULL MODE

[+]

Current network [ 192.16888.112 [74:78:27:1D:16:16] | [ Total devices: 7 ) (

Target version |' 3309

| [ Loaded file <3.3.0_8.sm

Figure64: ACTIVE

ACTIVE MODE | [ Open Update File
| —Shnw File Details

DE displayed in the upper part of application

urimet

2) In ACTIVE MODE you want to update the entire systentPerCom Installer Tootakes care of
updating only the devices listed below:

System Device Ref.

IPerCom Server 1060/1
+ARS2 R22WICGLK 2y § 1761/31-:31U-32-33-33U
+ARS2 R22NJ LK2YyS§ 1717/21-:21U-22-22U23-23U
+ARS2 R22NJ LK2Yy S 1741/1-2-3
+ARS2 R22NJ LK2Y S 1717/3%4x
+ARS2 R22NJ LK2Yy§ 1761/23

MT124032R

Table4: devices that can be upgrad@d ACTIVE MODE
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Once the devices shownirable4 have been updated, th8erverl060/1 will take care of updating

the rest of the system; during this phaBASSIVE MODdarts In this operating mode it is only
possible to view the update phases of the other devices. The transition bethv€&ivVE MO Ddihd
PASSIVE MOZEOOdzNR | dzi2Y Il GAOFtfeyY GKAA A& FitFaktR AT
Updatg odzii2y 2NJ Yeg bBINBa2yyaAyiK&SaRALFIf23dzS o62E
the update file intolPerCom Installer Tools

The 2 update methods (already seen FLL MODJEwill now be described, that is updating the entire
system or making a selective update.

6.6.2.1 Update of the entire system (ACTIVE MODE and PASSIVE MODE)

To update the entire system MCTIVE MODE | FGSNJ AYLR2 NI Ay 3 (vesS adezidiNg yR So N
arrow) in the figure below:

Current network [ 192.168.88.112 [7478:27:70:16:161 | [ Total devices: 6 ) { ACTIVE MODE | [ Open Update File _l;

Torgetversion | 3300 ) Loaded file <3.3.0 9smup> | ([ Show File Details
(=) Commands

Full Plant Update IDLE

[[12/06/2025 10:31:55] 19) Madel <1717.21U>: Nominal TargetVersion <3.3.0_MIRR{ o
[12/06/2025 10:31:55] 20) Model <1717.223: Nominal TargetVersion <3.3.0_MIRRO|
[12/06/2025 10:31:56] 21) Model <1 2U>: Nominal TargetVersion <3.3.0 MIRR(

[12/06/2025 10:31:56] 22) Mode 3> Nominal TargetVersion <3.3.0_MIRRO! 9 You're going to update the entire system.
[12/06/2025 10:31:56] 23) Model 3U>: Nominal TargetVersion <3.3.0 MIRR(

[12/06/2025 10:31:56] 24) Model <1717.31_A64>: Nominal TargetVersion <320VE ™ .
[12/06/2025 10:31:56] 25) Mode 2 A64>; Nominal TergetVersion <3.3.0.VE This might take a while, but we recomihend not to close the
[12/06/2025 10:31:56] 26) Mode 1_AB4>: Nominal Targetversion <3.3.0_VE application or turn off your computer durin this phase

[12/06/2025 10:31:56] 27) Model <1741.1>: Nominal TargetVersion <33.0_1741.1_{
6>: Nominal TargetVersion <3.3.0-8> dect
6U>: Nominal Targetversion <3.3.0-8> de Confirm?
3¢ Nominal TargetVersion <33.0_1761.21
[12/06/2025 1031:56] 31) Madel <1761.31>: Nominal TargetVersion <3.3.0VER 2.
[12/06/2025 10:31:56] 32) Model «1761.31U>: Nominal TargetVersion <3.3.0_VER 9
[12/06/2025 10:31:56] 33) Model <1761.32: Nominal TargetVersion <3.3.0_VER 9 {

[12/06/2025 10:31:56] 34) Model <1761.6>: Nominal TargetVersion <33.0-23» decq

[12/06/2025 10:31:56] 28) Model <1
[12/06/2025 10:31:56] 29) Model <1
[12/06/2025 10:31:56] 30) Model <1

[] Verbose Log [* Clear Log ) ( Export Log )

((~) Devices

Devices status
[] Select all [ Selected:0/6 | [ Updated:0/6 | Uniknown 6 Wordng O

[ Selectvisiole [ ALLMODELS |5 ( Polling: None ] ;:e: S Fail 0
Selected  Id Mac address Ip address Stas | Type Model Version Mode Progress  Topologiccode  Version match  Command
1 ? BS Reboot
: ? Reboot
3 ? Reboot
: ? wr  wen  320mVERsioIREROOT () oveeoszsre () ((Reboo :
E ? Reboot
? Reboot

Figure65: upgrade of the system in ACTIVE MODE
¢KS &FYS NBadd G Oy 65 200FAySR o0& LOMBPREAY T |

0 Updatg odzili2y® ¢KA& ¢l & 2F LINROSSRAYy3 OFy 08 dz&as
IPerCom Installer Tools and their firmware version before proceeding with the update.
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In both cases even if devices are not selected (all or in part), they are automatically selected when
@ the update phase starts.

If an update file is imported inti®erCom Installer Tocdéd if the system has already been updated
to the same imported update file, the same message reportédiime54 is shown.

The upgrade process starts wiierverl060/1 and video door phones as shown in the figure below and as
was reported in poin® of the previous paragraph:

Selected  Id Mac address Ip address Sttus  Type Model Version Mode Progress  Topologic code  Version match | Command
& 1 4+ aop n-320-14 O01EE001D3B5
v 1+ aop ipercom-3.2.0-14
v 3 O0EECO2D03D 1+ o 320-19 4962
] 4 ODAEE0O526:1E 7 & vDP 176131 ER_8.10_1.R8.ROOT IPerCom NN
v 1T ACS 106048
| € SERV 14 -

Figure66: upload phase and upgrade phase

The update phase of the single device involves an upload phase of the firmware update file (green progress
0l NJ ABfogrés€k S O@ f dzYy v | YR |y dzLJANJ RSProgikst 8 2 6 NS K 0 ZINE A N
seen before.

In both cases status of devices shows i7\ yStatig O2f dzvYy s GKFG A& FANXGI NB

¢ K Show File Detals 0 dzii i 2 y & Kvathptie lidt of thelvidridus device models and the relevant
version of the upgrade file included in the smup file:

( Imported
Model Check Version
1060.1 v 3309
1060.13 320140985

33.0-15

3302

PRODUCT_MODEL=1060.1

DATE=2025-06-05

1PS_FRAMEWORK_VERSION=9.85
MD5=572cF131011ab8bed241cb2acb3aacct *1060.A-
system_3.3.0-10_386 deb
MD5=fba04ca3945865c021c8834907 11840 *1060.A-
ext_deps_3.3.0-10_386.deb
MD5=ac3edff312703c72075650ca 1 774506 *1060.A-
urmet_bstk_3.3.0-10_i386.deb
MD5=730100bac49e246cfTe812933587d5b5 ~1060.A-
application_3.3.0-10_386.deb

Figure67: update file imported successfully
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Once the update of th8erverl060/1 and video door phones has been compleRRASSIVE MOperation
is detectedand theServerl060/1 begins to update the rest of the system:

o

Current network | 192.168.88.112 [74:78:2T:70:16:16] | \'

Target version 3309

Total devices: 6

Loaded file <3.3.0 9.smup>

PASSIVE MODE

)
| Show File Details

|Per
com

Urmet

((~) Commands

Working

[[12/06/2025 11:06:20] Device 00:1EE0:0200:3D IDLE - IDLE
[12/06/2025 11:06:20] Device 00:1E:£0:05:26:1E IDLE - IDLE
[12/06/2025 11:06:20] Device 00:1E:E0:05:83:03 IDLE - IDLE
[12/06/2025 11:06:20] Device C4:00:AD:3F:72:83 IDLE - IDLE
[12/06/2025 11:06:32] GuiMode = PASSIVE

[12/06/2025 11:06:33] Device 00:1EE( 03:85 IDLE - R_IDLE
[12/06/2025 11:06:33] Device 00:1E:E0:02:31:A6 IDLE - R_IDLE
[12/06/2025 11:06:33] Device 00:1E:£0:02:00:30 IDLE - R_IDLE
[12/06/2025 11:06:33] Device 00:1E:E0:05:26:1E IDLE - R_IDLE
[12/06/2025 11:06:33] Device 00:1E:E0:05:83:03 IDLE - R_IDLE
[12/06/2025 11:06:33]

Device C4:00:AD:3F:72:83 IDLE - R_IDLE

[] Verbose Log

[12/06/2025 11:06:33] Update Manager State = SRV_MONITOR
[12/06/2025 11:06:34] Device 00:1E:E0:01:03:85 IDLE - R_DOWNLOADING
[12/06/2025 11:06:34] Device 00:1E:£0:02:31:46 IDLE - R_DOWNLOADING
[12/06/2025 11:06:34] Device 00:1E:E0:02:00:3D IDLE - R_UPDATING
[12/06/2025 11:06:34] Device 00:1E:£0:05:83:03 IDLE - R_DOWNLOADING

" ClearLog

Export Log )

) (:)

UPDATING

| Selectall | Selected: 6/ 6 | \

/| Select visible ALLMODELS | = (

Updated: 2/ 6

Polling: None

Devices status
Unknown 0
Alive 2
Dezd 0

Werking 4

Selected Id Mac address

Ip address

00:1E:E0:01:D3:85

v 2 00:EE0023TAl

00:1E:E0:02:D0:3D

00:1E:E0:05:26:1

V| 5 00:1E:E0:05:83:03

Status

ol

= &= 8

Type
ADP

ADP
cM

voe
MCS

SERVER

Model

160.3-1139.3

Version

160.3-11393 ipercom-3.2.0-14

ipercom-3.20-14

Mode Progress  Topologiccode  Version match

Command

Figure68: update of the rest of the system

In PASSIVE MODEerCom Installer Toadan only monitor the update phases of the various devices.

The new operating mode is displayed on the top bar of the application section (red arréwsire68).

When the progress bar is red, the devices are out of service (bAtTiVEnd PASSIVEBperation
modes).

Duringthe whole upgrade phaséo not turn off your PC or close applicatignoth in ACTIVEand
PASSIVBperation modes)as this may affect the correct upgrade of the devices. As a result, we
recommend using a PC powered by the 230Vac mains
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During the phase of upload and upgradeAiBTIVEnode theCommandssection appears as shown below:

(%) Commands

Working

J (:) UPDATING

[11/06/2025 11:40:36] Device 00:1E:£0:02:31:A6 SMART_UPDATE

[11/06/2025 11:41:36] Device 00:1E:
[11/06/2025 11:41:38] Device 00:1E:

[11/06/2025 11:43:46] Device C4:00:
[11/06/2025 11:43:46] Device C4:00:AD:3F:72:83 SMART_UPDATE

- DOWNLOADING
[11/06/2025 11:40:37] Device 00:1E:E0:05:26:1E SMART_UPDATE -
[11/06/2025 11:41:24] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:41:36] Device 00:1E:£0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:41:36] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
12:31:A6 SMART_UPDATE -
12:31:A6 SMART_UPDATE -
[11/06/2025 11:41:39] Device 00:1E:E0:02:31:A6 SMART_UPDATE -
[11/06/2025 11:43:20] Device 00:1E:E0:05:83:03 SMART_UPDATE -
[11/06/2025 11:43:21] Device 00:1E:£0:05:83:03 SMART_UPDATE -
[11/06/2025 11:43:22] Device 00:1E:E0:05:83:03 SMART_UPDATE -
[11/06/2025 11:43:38] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:43:40] Device 00:1E:E0:02:31:A6 SMART_UPDATE -
:83 SMART_UPDATE -

DOWNLOADING

DOWNLOAD_COMPLETED (READY TO UPDATE)
UPDATE_SETTING

UPDATING

DOWNLOAD_COMPLETED (READY TO UPDATE)
UPDATE SETTING

UPDATING

DOWNLOAD_COMPLETED (READY TO UPDATE)
UPDATE_SETTING
UPDATING

UPDATE_COMPLETED (SUCCESS)
UPDATE_COMPLETED (SUCCESS)
DOWNLOAD_COMPLETED (READY TO UPDATE)
- UPDATE_SETTING

Stop Automation

[11/06/2025 11:43:47] Device C4:00:AD:3F:72:83 SMART_UPDATE - UPDATING

[] Verbose Log ( Clear Log ) ( Export Log )

Figure69: Commands section during the upload and upgrade phase

The update phase is highlighted bylaie progress bar and an appropriate icon (see bexin the figure
above).

During the upgrade phase AICTIVE MODHhere is an automatism for the points listed below:

9 transition fromACTIVE MODie PASSIVE MODE
1 restoring any errors found during the upgrade procesSTIVE MOD&and PASSIVE MODE

1 repeating the update cycle (for maximum 5 times) if one or more devices fail to upfl@ElVE
MODEandPASSIVE MODE

¢ K StopiAutomatios
relevant dialogue box:

[ +]
9 The update process will stop at the end of the current cycle.

=
Confirm?

(eterm) (ctio)

Figure70: request to stop the update process at the current cycle

In this case the automatic transition frodCTIVE MODE PASSIVE MODEFill no longer occur and
furthermore any failed update messages must be deleted manually and a following update cycle must be
started manually (only for thACTIVE MODEIf the automatism is not removed, the 3 points listed above
are performed automatically for a maximum of 5 times. For further detailsAg@@ENDICT Failure to
upgradeall devices
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The success of the update procedure is indicated by a green tick for each device Vretb®ri Match
column (green box):

Selected  Id Mac address Ip address Status  Type Madel Version Mode Progress  Topologic code  Version match  Command
1 O0IEECOTD3BS 19216888116 4 ADP  11603-11393 | ipercom-3.3.0-17 IPerCom Q0IEE00TD3BS v
2 O0IEECO231A6 19216888119 ADP  11603-11393 | ipercom-33.0-17 IPerCom Q0TEE00231A6 v
3 O0AEECO2D03D 19216888115 4 M 106013 33.0-14.u9.85 Q01EE002D03D v
4 O0JIEECOS261E 19216888117  f VDP 176131 33.0_VER 9.0_1.3 R9_ROCT| IPerCom O01EE00S261E v
5 O0EECOSB303 19216888116 MCS 106048 33.0-11 IPerCom O01EE005B303 v
6  C400AD3FT283 19216888114 4 SERVER 10601 3309 CADOAD3F7283 v

Figure71: devices upgraded

In the "Versiori column for each device the corresponding firmware version present in the mup or xmup
file imported inIPeCom Installer Tools shown.

At the end of the upgrade procedure, it is possible to check on the system video door phones that the
FANNGF NS NBfSIFaS O2NNBalLl2yRa G2 GKS 2yS Ayadlft
single video door phones on websitew.urmet.com.
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6.6.2.2 Selective update (ACTIVE MODE)

¢ K Selegtive Update odzili2zy |ff2ga @&2dz (2 dzLIRI DeWcesBeftbe (1 KS
therefore it is useful when it is not necessary to update the entire system but for some need you want to
update only one or more devices. To do this, after importing the update file, the following window appears:

@ URMET - Ipercom Updater 1.0.8 - O X
Current network | 192.168.88.112 [7478:27:7D:16:16] | [ Total devices: 6 ‘J [ ACTIVE MODE J Open Update File _t

Targetversion | 3309 ) [ Loaded file <3.3.0_9.smup> J Show File Details.
(%) Commands

i

[12/06/2025 14:06:49] 20) Model <1717.225: Nominal TargetVersion <3.3.0 MIRROR_VER 9.0
[12/06/2025 14:06:49] 21) Model <1717.22U5: Nominal TargetVersion <3.30_MIRROR_VER 9.
[12/06/2025 14:06:48] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VER_9.0.
[12/06/2025 14106:49] 23) Model <1717.230>: Nominal TargetVersion <330 MIRROR.VE[ ¢y
[12/06/2025 14:06:49] 24) Model <1717.31_A645: Nominal TargetVersion <3.3.0_VER_9_0_
[12/06/2025 14:06:49] 25) Model <1717.32_A645: Nominal TargetVersion <3.3.0_VER 9.0,
[12/06/2025 14:06:49] 26) Model <171741_A64>: Nominal TargetVersion <3.3.0_VER_9_0_ ,
[12/06/2025 14:06:49] 27) Model <1741.1>: Nominal TargetVersion <3.3.0_1741.1_VER_9.(
[12/06/2025 14:06:49] 28) Model <1761.16>: Nominal TargetVersion <3.30-8> decoded a ™
[12/06/2025 14:06:49] 29) Madel <1761.16U>: Nominal TargetVersion <3.3.0-8> decaded This might take a while, but we recommend not to the
[12/06/2025 14:06:50] 30) Model <1761.23>: Nominal TargetVersion <3.3.0_176121_VER | application or turn off your computer during this phasd
[12/06/2025 14:06:50] 31) Model <176131>: Nominal TargetVersion <3.3.0_VER_8.0_1_3_|

[12/06/2025 14:06:50] 32) Model <176131U>: Nominal TargetVersion <
[12/06/2025 14:06:50] 23) Model 1761325 Nominal TargetVersion <3

RO_ROOT> decoded as <0.0.0.9>
A9 ROQT> decoded a5 <0.00.9>
R9_ROOT> decoded as <2.009>

You're going to update the entire system.

Confirm?

[12/06/2025 14:06:50] 34) Model <1761.6>: Nominal TargetVersion <33.0-23> decoded ~

[] Verbose Log earlog | [ EBgortleg |
Yes. No
(~) Devices -
Devices status

[] Selact sl [ Selected:0/6 ) [ Updsed:o/6 | Unknewn & wering 0

[] Select visile alLmonels =)

Alve ) Fail 0
Dead 0

Polling: None )

Selected  Id Mac address Ip address Status  Type Model Version Mode Progress  Topologiccode  Version match  Command
] 1 0D:1EE0:01:D3BS

ADP 1160.3-1139.3 ipercom-3.2.0-14 Reboot

393 ipercom-3.2.0-14 Reboot

N N =)

3 00:1E:£0:02:00:2D Reboot

00:1E:E0:05:26:1E

-~

R8_ROOT

Reboot

5 00:1E:E0:05:

-~
g
&

Reboot

Oo0ooao

3
&
W

-

32014 o101

Reboot

Figure72: how to partially update the system
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. @ LINPaNA yadzi Sy a6NBR NNRgO> &2dz Oy ARSYydGATe (K
6Devices ONBR 02EUV | ySJelediBpate 0B RO dziNINRys 06Y

o

Curent network (19216668112 [T476:27:70:16:161 | [ Total devices: 6 ) ACTIVE MODE ) u_[rme

Target version | 3300 ) § Loaded file <3.3.0_9.smup> 1| ShowFile Details
() Commands

Full Plant Update ][ Selective Update 4 IDLE

[12/06/2025 1406:49] 19) Model <1717.21U: Nominal TargetVersion <3.3.0_MIRROR_VER_9.0_0_0

)
[12/06/2025 :49] 20) Model <1717.22>: Nominal TargetVersion <3.3.0_MIRROR_VER 9. )_ R9_ROQT> decoded as <0.0.09>
[12/06/2025 14:06:49] 21) Model <1717.22U>: Nominal TargetVersion «3,3.0_MIRROR_VER_9_0_0_9_R9_ROOT> decoded as <9.0.0.9>
[12/06/2025 14:06:49] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VER_9, _R9_ROOT> decaded as 9.0.09>
[12/06/2025 14:06:49] 23) Model <1717.23U>: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_9_R9_ROOT> decoded as <9.0.08>

[12/06/2025 14:06:49] 24)
[12/06/2025 14:06:49] 25;
[12/06/2025 14:06:49] 26]
[12/06/2025 14:06:49] 27,
[12/06/2025 14:06:49] 28;
[12/06/2025 14:06:49] 29,
[12/06/2025 14:06:50] 30;
[12/06/2025 14:06:50] 31
[12/06/2025 14:06:50] 32;
[12/06/2025 14:06:50] 33;

_ROOT> decoded as <9.0.1.3>

Model <1761.16>: Nominal Targetversion <3.3.0-8> decoded as <3.3.0.8»

Model <1761.16U>: Nominal TargetVersion <3.3.0-8> decoded as <33.0.8>

Model <1761.23>: Nominal TargetVersion <3.3.0_1761.21_VER_9.0_2_8 R ROCT> decoded as <9.0.2.8>
Model <1761.31>: Nominal TergetVersion <3.3.0 T> decoded as <8.0.13>

Model <1761.31U>: Nominal TargetVersion <3.3. ROOT> decoded as <9.0.1.3>
Model <1761.32>: Nominal TargetVersion <3.3.0_VER_ 9, _R9_ROOT> decoded as <9.0.1.3>

|[12/06/2025 14.06:50] 34) Model <1761.6>: Nominal €33.0-23> decoded as <3.3023>
[ Verbose Log ( Clear Log J ( Export Log )
() Devices -
) . ) . Devices status
[ selectall [ sekasdi/s | [ Updaedioss ) Grmmm § TmAm O
[ selectvisible [ ___ALLMODELS __|IF) ( Polling: None ‘“DZ: . °
Selected 1 Mac address Ip address Status  Type Model Version Mode  Progress  Topologiccode Versionmatch  Command
1 O0IEE001D3BS e P Aok percom-3.2.0-14 Reboot
2 ODIEE00231:A6 ?  or percom-3.2.0-14 Reboot
3 ODIEED02D03D ? o Reboot
4 0DIEEDOS261E 7P e Reboot
5 ODEE005:8303 5 P mMcs 108048 Reboot
6  CAO0DAD3F7283 19216888114 4 SERVER 10601 32014 010101822200 Reboot

Figure73: selective update

Pressing this button starts the update of only the selected devices, after confirming the operation in the
relevant dialogue box:

9 You're going to update the following devices:
-1x1060.1

This might take a while, but we recommend not to close the
application or tumn off your computer during this phase.

Confirm?

Figure74: confirmation of selective update

The update mode is like that seen for updating the entire system in FULL MODE, that is the device update
is alwaysperformed bylPerCom Installer Tooknd not byServerl060/1, whatever device is selected

LF +fft (GKS RSGAOSa IINB &a4StSOGSR FyR GKS SyidAN
button, the update mode is likeULL MODRhat is, there is no transition frolACTIVE MOD#®
PASSIVE MODQE
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If you select and update only the 1060/1 Server configured to update the dévisasecessary to
close thdPerCom Installer Toadgplication so that the Server can update the rest of the system

If the system has a Server configured to update devices and you connect to the system while the Server
is performing an update, the operating mode is PASSIVE (both in the update file download phase and
in the actual upgrade phase).

The 1060/1 Server configured to update the other devices does not update any other Servers present
in the system.

Any device added to the system will be updated by the 1060/1 Server; the only exception may occur if
custom video door phones are addddr (further detailssee APPENDDAL: Custom video door

phones.

G o L 0

6.7 Devices section

¢ KPevites aSOGA2Yy Aa I O00S&aaArofsS FTFOASNI ft2FRAYy3I (KS dz
more detail, after loading the update file the following dialog box appears:
[+
, You're geing to update the entire system.
" This might take a while, but we recommend not to close the

application or turn off your computer during this phase.

Confirm?

Figure75: dialogue box for full plant update
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LT @&2dz YL DAziliiRrRY >4 €2dz Ydzaald é6FAG F2NJ 6KS SyR 2F
Devicesi SOGA 2y T A MNoe 20ddziLiNSya deyicesiSStiaRiE imiieli&ely availabsnd the
following window is shown:

() Devices P —
Devices status
[] Selectall [ Selectedio/7 ) [ Updated:0/7 | Uknown 7 Worng O
- ( ~ Aive o A o
[selectvisile [ Almodels | =) ( Polling: Nene | [p=a o
Selected|  ID Mac address Ip address. Staws  Type Model Version Mode Progress  Topologic code  Version maich  Command
1 COAEEOTASF2 19216888113 @ ADP 16 Reboot
00:1EE0:01:D3E5 z11s P ADP Reboot
00:1EE0:0231:4 ? e Reboot
4 00EE00ZDOSD ? Reboot
00:1E£0:05:26:1E ? D ) Reboot
? ics Reboot
? e Reboot

Figure76: devices section

If you access thBevicessection after updating, the screen liigure76is slightly different but the features
described below remain valid.

TheDevicessection displays the devices in the IPerCom system to which you are connected and which can
be upated. For each device, a series of information is reported such as IP address, MAC address, model of
device found (blue box). The detailed list is reported in paraghafalmmation on the devices

Furthermore, you can alsselect and filter the devices found in different ways

All these operations will be illustrated in detail in the paragr@@vice selection and filtering

6.7.1 Device selection and filtering

Below is the operation of the checkboxes and ddmpvn menus present in the red box in tBevicessection:

[~) Devices —_—
i § i ) Devices status

[] Selectall [ Selected: 0/ 7 ) ( Updated: 0/ 7 ) Unknown 7 Working 0

[ selectvisible [ All models ] \ Polling: None \ »;lev: g Fail [
Selected D Mac address Ip address Status  Type Maodel Version Mode Progress  Topologic code  Version match  Command
1 OBIEEDOTASF2 113 ? A 3.0-17 Reboot
00:1E£001:D3: 8118 ? v Reboot
3 OBIEEO023T:A ? v Reboot
4 ? Reboot
5 ? e T Reboot
? ics Reboot
?  SERVER 1 Reboot

Figure77:flagsanddrojR2 6y YSydza Ay a5S0A0Saé¢ aSOGAzy

CheckboxSelect af: if selected, this checkbox allows selectalithe devicegeven those not displayed in
GKS tAad I FAGSNI I FAL GOSN VMAGDEERAGP-twriinmeaw. If ndSSAIFERANAGER & A
of the devices found are selected.
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Drop-down menudALL MODEESthis dropdown menu allows filtering the list of devices found based on a
aAy 3t S RS JANMSek voluRbwith rédiaBdv). A@nly device modgieesent in the systenare
available in the droglown menu, but not all the available models.

CheckboxdSelect visible if selected, this checkbox allows selectimgly the devices displayed in the
éDevicessectioT ¥ 2 NJ S E I ALL¥GDEESfof-dovinfrénu dilter is set to 1060.48, selecting the
0Select visibkecheckbox selects only devices of model 1060.48 and not the other dgwiessnt in the
system If this box is not checked, no device displayed in the list will be selected.

This function is useful if, in the presence of many devices, you need to select only those corresponding to the
model chosen before.

C A SSelRcted x/§ this field displays the number of devices selectéd A& GKS G2dal f  ydzy

T2dzyRIx 6 KAt 8 K& ydzyoSNJ 2F RSPAO0Sa aSt SOGSRe LT E |
aSt SOGSRY S@PSy AT (K2aS RAAaLX I & AR MOYEESrdo8owh headi I NB
to a specific device model).

CA SHolgYt G KA & FASE RoreKR glaa (yKS RS @MSS aKI & &8S4G 0SSy
all the devices or even one, the polling service starts.

C A SUpdated: this field shows the number of updated devices, after starting the upgrade process.

Further sorting and filtering operations can be done by Agiitking the mouse in the white box where the
devices are listed. The following drdpwn menu appears (red arrow):

Figure78: drop-down menu of device sorting and filtering
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a S v datoatic polling: if selected (default choicedplling will occur cyclically on each selected device; if
deselected, the mendSingle pollingcycdle A & Syl 6f SRY LipBliagsdssich of alyselattsdh &4 Y
devices will start from the first and end on the last devi€er a further polling cycle press té®ingle polling
cycle€ menu again (for the result of the polling see paragr@gvice status informatioh

a S v davert selectio& this menu allows inverting the current selection of the various devices (from
selected to unselected and vice versa).

a S v #xcldde dead onésthis menu allows deselecting devices that are no longer connected to the system
or, more generally, devices that cannot be reached via polling. These devices (if selected) are marked in the
OStatug column by a red arrow (for further details, see paragrapbrmation on the devicek

a S v Bxcldde updated onésthis menu allows deselecting the devices whose firmware release corresponds
to the one that wagreviouslyuploaded, i.e. the devices thatere already updated.

6.7.1.1 Device status information

hy (KS N 3 Rdvices deddich therd is diskn@marny table on the operating status of the devices,
as shown below:

y dzY 6 SNJ 2 F Uik stafisy that ig deviices not selected in the list,

y dzY 0 SNJ 2 F AlReSstatutfal is deyicesiwhich are normally working (devices that respond
to polling),

 ydzYo SNJ 2 T Déad gatud $hat is Heyices which are not normally working (devices that do
not respond to polling),

y dzY 6 SNJ 2 F FakStaius Qifatis davifes whose upgrade process is not completed,

y dzY 0 SNJ 2 T WerEngsteus Athathisytlevites whose upgrade process is still running.

=a =

=a =
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6.7.1.2 Information on the devices

For each device, a series of information is reported which may vary depending on the operation being
performed.This information is grouped in a series of columns whose name, meaning, value and possible icon
is shown in the following table:

Column Name Meaning/Possible values Icon
Selected Flag to select/deselect a device /
ID Unique identifier of the device | -
Mac address Device MAC address | -
IP address Device IP address | e
Alive able to poll the device, if the device is selected 1‘
Dead unable to poll the device, if the device is selected (e.g. ‘
the device is not connected to the system or is faulty)
Status Unknown the device is not §elected or the application is waiti o
for a response from the device =
Upload/Upgrade device firmware upgrade or firmware upload «
is in progress =
Fait the upgrade process has failed !
Type Devicetype | e
Model Device model | e
Version Firmware version on the device | -
Mode Type of system detected (field valued only for some devices)] -
Progress Progress of the upload and upgrade phase. Progress bar green
for upload phase /
red for upgrade
phase
Topologic code Device position in the system topological structure (**) | -
Matches the imported firmware version matches the one v
already present on the device
Version match Does not matchthe imported firmware version does not matc
the one already present on the device
Unknown No firmware updates have been imported yet o
L)
Command Button to reboot the device Reboot

Table5: icon meaning

It is possible to sort the list of devices found in ascending or descending mode according to the values
that appear in each individual column simply by clicking with the mouse on the column header.

O C2NJ GKS YSI yAy3a 2 ¥colirinSeedRPENDSE DévigeRypaaadkniv s ¢
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6.8 System not updated to an official version of IPerCom

It is essential that all devices and/or applicatioli®e{Com Installer TogBwitchboardand IPerCom Cliept
are aligned to the same IPerCom version, otherwise the proper system operation is not guaranteed.

The possible presence of a misalignment between the IPerCom versions of the devices and/or applications
is signalled by the IPerCom system via:

9 IPerCom Installer Toddgplication,

9 video door phone,

1 IPerCom Cliertpplication,

1 Switchboardapplication and table switchboard 1060/42.

The check is not actually done on the IPerCom version but on the software development platform version
(UPTK) incorporated into the same IPerCom version: in general, the presence of different UPTK versions
implies the presence of devices/applications wdifferent IPerCom versions in the same system.

In all the three cases mentioned above a list of software devices/applications whose UPTK version is not
aligned with the local UPTK version of the device/application that reported the misalignment is shown.

The mode in which this is reported is explained in detail in the dedicated paragrghst€nance and
Devices/applications not aligned to the same IPerCom ver}iimthe sections relating respectively to
IPerCom Installer Toddsd to the video door phones of the IPerCom system. As regard®én€om Client
application andSwitchboard1060/41-42, please refer to the relevant manual available on the website
www.urmet.com.

If there are no video door phones in the system, the IPerCom Installer Tools or Switchliten@am
Client application must be used to detect the presence of devices and/or applications with misaligned
IPerCom versions.
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7 Commissioning a system throulgterCom Installer Tools

To put an IPerCom system into operation, the installer must uséReeCom Installer Tocdgplication for
Windows, if the system is largaedium sized A largemedium sized system means choosing one of the
following proposed models from theonfigurator

M oMultiBlock T
1 dMultiple Stairg T
1 dSingle Stagr ©

For further details on the proposed models bgnfiguratorsee paragraptselecting the system topology
(model) and theconfigurator structure.

Thecommissioning of a systemialPerCom Installer Toadssentially concerns the 4 points listed below:

9 setting the date and timge

9 creatingthe project, which also includesonfiguration;
9 applying (distributingthe configurationto the system;
1 securing the system

Setting the date and time on the system WRerCom Installer Todlks of fundamental importance to avoid
malfunctions related to the distribution of the configuration. The distribution of date and time to the system
is done by devices equipped with an internal clock (for further details see the paradtapmum
requirements for the installation of ahPerConsystemn).

The creation (or the change) of the configurationl®erCom Installer Todk done by calling thtPerCom
Configuratorapplication or more simplgonfigurator(see paragrapfheconfigurator).

The creation (or the change) of the configuration can only be done by one user at a time and the system
prevents two open configuration sessions on the same systeitPei€Com Installer Tools

Theconfiguratorallows also saving the configuration associating it poaject

By means ofPerCom Installer Todlsis then possible to transfer the configuration to the various devices in
the system and make the system itself safe (see paraggighauthorization management

For each officially released version of IPerCstar{ing from version 1.1)xhere is the corresponding version
of IPerCom Installer Toglas the versions of a system alferCom Installer Toatsust always be aligned.

The application allows the commissioning of an IPerCom system and at the same time features a set of
additional functions which make it an indispensable tool for system configuration and maintenance. All these
functions will be explained in detail latertims manual.
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In the sectiorUpgrading and configuring an IPerCom systeath the features of the IPerCom Installer
tools are listed.

In this introductory chapter it is sufficient to underline thatlirerCom Installer Toalse system you want
to configure (by system meaning the entire network, devices and IPerCom software applications) is called a
site.

It is possible toassign a name to the sitg¢via the configurator ofilPerCom Installer TodlsThis is a
fundamental data because it allows the site to be uniquely recognized in all the possible applications in which
it is involved:

- the configurator, where when creating a new project, you must enter the name ofttes

- IPerCom Installer Toglhere the name of theite given in theconfiguratoris visible in the Sitée'
tab on the right side of the screen,

- CallMe Managerwhere the name of theite appears in the list of sites managed by the building
manager.

0 The 3 points above are illustrated in detailNRPENDIXIY & { A 0 S Vrmat Sléud Bygt&m ¢
L5¢ FTASER RSTAYAGAZY

On IPerCom Installer Tools the éSite tab, it is possible to check the alignment status between the
configuration relating to the project (associated with the site) and the configuration present on the site
(plant), highlighting the following possible situations:

9 site configuration aligned with that present in the project (same date and time);
9 site configuration older than that present in the project;
9 site configuration newer than the one present in the project.
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7.1 First run of IPerCom Installer Tools

At the first start ofiPerCom Installer Todsplication, aftethe search for a more utp-date version and
0KS LI2aaArofsS dzLJANI RS a0SLA lakncheS BB SKA DRAYILE SRBRX

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

[PerCom version check on the system

Figure79: IPerCom Installer Tools launcher

M
_|
[N
A
(0p))

t NBaa (Kanagedsbéed 20y & KS NBR 02 F2fft26Ay 3 &

Select the IPerCom version to use

330 v

0K

Figure80: drop-down menu to select the IPerCom version want touse

From the dropdown menuin the red boxselect the IPerCom version you want to work with

Eachofficially releasedrersion of IPerCom corresponds to a specific UPTK software development
platform: the IPerCom Installer Tools application (which you waansémust be aligned with this
version of UPTK (otherwise IPerCom Installer Tools application reports an error). For further details
seeDevices/applications not aligned to the same [PerCom version

Ly GKAA ¢l & AG Aa LkRaaArofsS G2 OKz22aS FTNRY | &j
work with (thus avoiding having different versions of the same application installed on the same PC).
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LT @2dz OK22aS | OSNEA2Y 2F Lt SNI2Y 20KSNJ GKIy
be downloaded from the Internet, as shown in the figure below:

Installation of IPerCom Installer Tools 3.2.0

The IPerCom Installer Tools 320 compenent must be installed
The needed files will automatically be downloaded from Urmet internet servers.

Figure81: request to install version 3.2.0 of IPerCom Installer Tools

. @& LINBaaiay3d (GKS a/2ylGAydzsSé odzitizys GKS
application startsWhen the download ends, the following windows appears

¢
N
Q\
<

Upgrade in progress, please wait..

Installation complete!

Figure82: version 3.2.0 of IPerCom Installer Tools installed

@ LINBiaiy3d (GKS ahvyée odzid2ys GKS oodnon SGSNBRAZY

After downloading and installing a specific version of IPerCom Installer Tools, if this is updated online,
the next time you start up you are prompted to update the version in question.
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Site

New

Open

Import

Save

Save backup

Close site

Export

Delete projects

Exit

Per

com

Configuration : |

Local status

-

tkup | Maintenance

GKS FT2fft26Ay3 aONBSy

Urmet Cloud

INSTALLER LOGIN

To use this application, you need ko login. If you don't have an
Urmet Cloud account, you can create one in a few clicks

. User
k
A
a Password
Remember me forgot your credentials?
LOGIN
CREATEACCOUNT

D.3.33.15 [74:78:27:ECAS:EC]

ormet

Q

Remote connection Connect to site

Figure83: start screen page of IPerCom Installer Tools

The first thing the installer is asked to do is to authenticate to Urmet Cloud, creating the relevant account (if
it has never been created previously).

The |corm indicates that authentication will take place on the European Urmet cloud; if you press

O the mouse once on the icon in question, it turns- indicating that the authentication will take
place on the Chinese Urmet cloud.

At the first start IPerCom Installer Tools automatically shows one or the other icon based on the first
O response received following a ping to the European and Chinese Urmet cloud. The setting in question
is however memorized and maintained at subsequeog@m starts.

Reqistration to Urmet Cloud is mandatory for configuring the system: the PC (whelhedteom Installer

Toolsapplication is installed) must therefore have an Internet connection.

Without reqistration to Urmet Cloud, it is not possible to use thieerCom Installer Toals

Below is a description of what to do to authenticate to Urmet Cloud.

MT124032R
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7.1.1 Urmet Cloud authentication
Creating an account is done by pressingd@@EATBCCOUNbutton.

The following window opens where it is necessary to fill in the fields marked with an asterisk:

@ IPERCOM Installer Tools Version 3.3.0.39 - ®
REGISTER INSTALLER
Email*:
Password*: <
Repeat password*: Lo 4

Business Name*:

VAT Code™:

Name*:

Surname™:

Phone number*:

Mobile phone number*:

Street address™
City*:

Province™:

Post code™:

Country™: Urited States -
Language* English (United States) -
Contact method*: O sMs O Email O Letter

CANCEL NEXT

urme
Figure84: new account registration window

After filling in all the fields correctlyhe dNex€ button is enabled and, after pressing it, the following screen
appears

TERMS OF SERVICE AND PRIVACY

| declare that | have read and understood the following conditions

* Privacy Policy

I declare that | have read and fully accepted the following privacy provisions

Read more
O Accept O Dedine

*Terms of Use

laccept and declare that | have read and understood the following contractual
conditions.

Read more

O Accept O Decine

BACK REGISTER

urmet
Figure85: terms of service and privacy
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ld GKAA LRAYGSES FFGSNI I OOSLIiAy3a GKS ISy SNIRegis®é2 Yy RA G
button to complete the registration, as confirmed by the following dialog box:

Registration

e Userinstaller_urmet@urmet.com registered correctly. A
|l | confirmation email has been sent. You must click the linkin

the email to activate your account

0K

Figure86: registration successful

The last step to do is to go to your email inbox and click on the account activation link. You are then
transferred to a web page which confirms that activation was successful:

-t
it T

Enjoy the servics!

’ User activated successfully!

Figure87: account activated successfully

Once the account has been activated, access to Urmet Cloud occurs by entering the username and password
in the authentication window (red box):

INSTALLER LOGIN

To use this application, you need to login_ If you don't have an
Urmet Cloud account, you can create one in a few clicks.

User

AR installer_urmet@urmet.com

Password
a ek dkeoke ke kodede

Remember me Forgot your credentials?

LOGIN

CREATEACCOUNT

urmel,

Figure88: login window
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The 'Uset field must be filled in with the nail address entered during registration, just as the password is
the one entered during registration.

Pd GKAA& LRAYUDGHEA VIdEIE 200NBi2a | 0K SYy GAOFGS 2y | N¥Si

Correct access is indicated by the following {fogpwindow:

o Urmet Cloud login completed.

OK

Figure89: correct access to Urmet Cloud

InFigqure88A ¥ @& 2 dz Rénfe@@iime(i 3 S& R GKS ySEG GAYS @&2dz f 23
longer be asked to enter your username and password as they are automaticallyapgesl bylPerCom
Installer Tools

If you have forgotten your password, you can setgainLINGS & EdkggtJouricredential§? o aRighré f Ay
88). The window that appears is the following:

CREDENTIALS RECOVERY

Please enter the email used for registration

SET ANEW PASSWORD

CANCEL

urmel,
Figure90: credentials recovery

After entering your registration email address, simply presso®et a new passwoédutton. An email is
sent to the address entered through which you can set a new password.
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After logging in, the screen that appears is the following:

@ 1PerCom Installer Tools - App Version: 3.3.0-39 - UPTK Version: 9.84 - O *
- Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Local status M Live status: OFFLINE
g‘ E Site name
Save backup
Frect e Umet O R S—
Delete projects
s ]
I e r 10.3.33.15 [74:78:27-ECA3EC] M
Com ® : Rermote connection Connect to site

Figure91: IPerCom Installer Tools screen atiemet Coud authentication

Pressing theUrmet Cloud tab displays the screen shown below:

@ IPerCom Installer Tools - App Version: 3.3.0

-39 - UPTK Version: 9.84

You can now make use of all Urmet Cloud benefits.

Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance
A\ Urmet Cloud
Current status: Logged in as installer_urmet @urmet.com on Urmet Cloud International (EU)

Edit profile information

Site status:

A\ |PerCloud Management

No project opened

Pre-Activate license bundle

License bundle pre-activation history

Figure92: screen of the Urmet Cloud tab after cloud authentication

TheUrmet Cloudsection displays the username (email address entered during account creation) with which
you logged in to Urmet Cloud. ThEdit profile informatioé button allows you to modify the data entered
when creating the account.

ThelPerCloud Managemergection instead concerns more directly the configuration of the IPerCloud mode
and is explained in detail in the next paragraph.

MT124032R
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7.1.1.1 Preactivation license bundle and gaetivation license bundle history

The IPerCloud Management SO A2y 606t dzS 0 2 E (PreAdiiBe IRghsesbundiek § yaRdzi
dLicense bundle practivation historg Y 062 0 K FdzyOlA2ya | NS dzASTdzZ F2NJ
IPerCloud mode.

Pressing the Preactivate license bundléoutton, the following screen opens:

LICENSE BUNDLE PRE-ACTIVATION

Pre-activate a license bundle before distributing it to the Building
Manager. Anyone who owns a pre-activated licensed package can
then use it to activate every single license contained in it

License Bundle Serial Number - -

PRE-ACTIVATENOW

urme

Figure93: license bundle practivation

In the "License bundl&erial Number' field it is necessary to enter the serial number of the license bundle
forprel OGAGIF GA2Y o0& GKS AyadlftfSN®D ¢KS ydzyo SN Alda 4Kz
shown in the following exampliggure:

N
ormet  |INIINININI
S/N 0000-0000-0000

1065/001
Licenza 5 anni 1 utente
5 years one user licence

A/C

[Per
. _

Figure94: serial number of license bundle
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After entering the serial number and pressing tHEREACTIVATE NOWutton, the following window is

shown, through which the installer can accept (or reject) the license agreement relating to the IPerCloud
software (End User License Agreement):

IPERCLOUD END USER LICENCE ACCEPTANCE

| declare that | have read and understood the following conditions

* LICENCE TO USE IPERCLOUD SOFTWARE
1.DEFINITIONS:

Read more

O Accept O Decline

Ean:e'

urme
Figure95: viewing of the IPerCloud user license agreement

It is required to select theAccept item and then press theSavé button to proceed with theprocedureof

licensebundlepre-activation. Once this is done, the positive outcome of the-getivation is confirmed by
the following message:

Success

e License bundle with serial number 0000-0000-0000 has
‘0‘ been pre-activated successfully

0K

Figure96: license bundle practivation

If a license bundle has already been-aativated, this is indicated by the following message:
Error

& License bundle with serial number 0800-0000-0000 has
‘6\ already been pre-activated before

0K

Figure97: license bundle already pestivated
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The 'License bundle practivation history button allows you to view all the licendmndles already pre
activated with preactivation date and time and serial number, as shown below:

IPERCOM Installer Tools Version 3.3.0.39 X

LICENSE BUNDLE PRE-ACTIVATION HISTORY

Date Event

15:10 | License bun:

’
2023-10-2412:38 | License bundle 4823-7982-5081 was pre-activated

Show_ |License bundle pre-activation ¥ Pagzi/t

Show EULA text Urme

Figure98: License bundle practivation history

¢ KShow EULAtekt o6dziGizy | ff26a &2dz (2 OA Saccepted Suringec 2 F
activation
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7.1.2 Project and site
IPerCom Installer Todsbased on th@rojectandsiteO2 y OS LIl a5 KA SitEfOA IKGSR Ay Gl

Thesite represents the system you want to configyraeaning for system the entire network, devices and
IPerCom software applicatiopns

The configuration of aite occurs by creating project with the related configuration, for example definition

of the system topology, addition of devices on the topological nodes, addition of apartments (IPerCloud or
non-IPerCloud), definition of any address books and activation rules, creation of residdntstaresidents,
configuration of system and call forwarding parameters.

The creation (or modification) of the configuration relating tpraject takes place fromiPerCom Installer
Toolsby launching thelPerCom Configuratoapplication or simply theconfigurator (see the relevant
paragraphlheconfigurator).

Through theconfiguratorit is also possible to assign within tpeoject a significant name to thsite you
want to configure and therefore associate thmject with the site (system).

OnlPerCom Installer Togkfter connecting to the systenit,is possible to transfer the project configuration
to the site and check the alignment status by highlighting the following possible situations

9 site configuration aligned with that present in thoject;
9 site configuration older than that present in th@oject;
1 site configuration newer than the one present in tpeoject.

& 422y I da GKS O2y FAIdzNSystémAly PBPHSH R LINE 2d&ONilj dedif O NBS$ 3
calculated starting from the date of creation of the configuration file) (for further information see paragraph
Project and site parameteis

1Az

LG A3da LLR3aarofsS G2 33a20AF0S | Sy @S Qii2 (seédatmasss S NJ-
6Save backug how tocreate one or more backups of a project

However, it is absolutely forbidden to associate projects with the san®yStem ID to different sites.

All these concepts will be explained in more detail in the following paragraphs.
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Having defined the concepts pfoject andsite, it is now possible to explain in more detail the items in the
screen below and how they work:

PTK Version: 9.84 - 0o x
Configuration Security Date/time Diagnostic System logs | Systernbackup | Maintenance Urmet Cloud
New Local status M Live status: OFFLINE
Open 7 Sstem |0
Import Eg_ E N
Save Conflguration availzble Configuration available
Save backup
Close site Systemn logs availsble offine Comnected
Export Project saved on Urmet Cloud Configuration aligned
Delete projects
Exit
IPer 10.3.3315 [74:78:27-LCA9-ECD x_’
Com : Remate connection Connect to site

Figure99: IPerCom Installer Tools startup screen

After starting thelPerCom Installer Toapplication, all the tabs in the red box at the top are disabled apart
from the éSite€ and dUrmet Cloud tabs. The only operations possible in this phase are those that can be
performed using the buttons inside the green box and shown below.

O(H(é GhLISyé¢ odzidz2zy Aa OGAGS AF LINR2SOia KI @S
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7.1.3 Qreatinganew project

To create a newroject, LINS & &News K § dziihé @ligwing window opens where you can enter the name
of the projectand then confirm with OK' button or cancel with Canceél button:

Choose a name for your project

IPerCom 3.30

Cancel 0K

FigurelOQ: creation of a new project

t NBaaAGKT aidebisHy s GKS LINP2SOG ¢gAff .08 ar @SR Fdziz2Yl

Starting from version 3.3.0 of IperCom it is no longer possible to save projects locally on your own
PC.

The project name must be unique among those already present on Urmet Cloud and cannot contain
the following special characters: * : < >\V?|/

Using the configurator, it will be possible to associatepitogect with its configuration to a plargite
(for further information see paragraphlow to uselPerCom Installer Toolfor configuring of a
system).
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7.1.4 Openingaproject

To open a projedtlready saved on Urmet Clond & 2 dz y S S ROpérg
opens wherghe projects associated with a specific sitge displayed:

Please select a project

=
30

0IE & Ay & KBl T2 f

Your projects on Urmet Cloud (&]
Last saved Nokes

Birmingham

2/9/2026 32720 AM Latest version

Lenden
2/9/2026 9:28:36 AM Latest version

Turin via Bologna 188/C
2/9/202610:23.27 AM Latest version

Cancel

Figurel01 opening already saved projects

The projects displayed are linked to authentication on Urmet Cloud, meaning that only projects created by
the installer who previously logged in to Urmet Cloudii#ierCom Installer Toolgll be displayed.

The names of the sites are highlighted in blue and immediately below igldte2and time of the last

modification of the project(as shown in the red box).

136
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If you select with the mouse the date and time of the last modification of the project, the following screen
appears:

Please select a project

Your projects on Urmet Cloud e
Last saved Notes
Birmingham
2/9/2026 9:27.20 AM Latest version
London
2/9/2026 9.28.36 AM Latest version

Turin via Bologna 188/C
|:> 2/9/202610:2327 AM Latest version

Duick nfo
Project name |PerCom Project C
System D 1770624662
Urmet Cloud System ID 1770624662798
IPerCom Version 350
Last configuration change 2/9/2026 9:25:16 AM

Cancel 0K

Figurel02Yy LIN2 2SO0 Faaz20AF iSR G2 G(KS &A0S ac¢dNRYy @Al . 2f

IntheQuick Infod SOGA2Y O6NBR 062EU0 KS TufireviaBdogna ¢8BC RE il S NIBLILIS
sequence, namely:

 dProjectnamé Y Yy I YS FAPSYy (2 GKS LINP2SOU NWKSFdzONB Y O X

 SystemIBY dzyAljdzS ARSYUGAFASNI 2F GKS &AAGS OFft Odz |
configuration file of the relevant project;

1 dUrmet Cloud SystemédDyhique identifier to identify the site in th€allMe Managerpplication
 dPerComversignY Lt SNI 2Y @SNEAZ2Y 6A0K gKAOK (KS O2Yy TA

f dLast configurationchangeY RIFGS FyR GAYS 2F (GKS f1 a0 Y2RATA

¢ KSlotgg O2f dzYy & K2 ¢ hatest KeSsiofAY RIAO T (IRSNB aAa 2yte 2y S LI
site in question. If there is a need to associate a project and multiple backups of the project with the site, see
the paragraphéSave backug@ how to create one or more backups of a project

MT124032R 137



|Per

com

7.1.5 Importing aproject

To import aproject, you need to press thémporte button. There are 2 import methods and they allow you
to:

1 use the samérojecton another PC other than the one where it was created and saved
1 use aproject created with old versions dPerCom Installer Tootsn a newer version(the oldest
version allowed is 2.0.0if this project was not saved on Urmet Cloud

The first import method is useful if the installer transfers the authorization to make changes to the project
to another installer(for further details see paragraphransfer of theLIN2 LJSnistdllér Authorizatior to
another installe): in this case the second installer must import the project on his PC after the first installer
has exported it and sent it to him.

The second import mode is useful if, after updating a system, you still want to use the project already created
with the previous version of IPerCom. This mode should be used if the starting project was saved locally and
not on Urmet Cloud.

If the starting project has already been saved on Urmet Cloud, at the end of the update, after launching
the correct version of IPerCom Installer Tools, the project will continue to be visible to the installer (as
it was before).

The 2 import modes are now described in more detalil

7.1.5.1 Import aprojecton anotherPC

To import aprojecton another PC it is necessary to press timegort' button. The following screen opens

Import project

|Per

com

Import from BZ file Impert from older versions

Cancel

Figurel03Yy &L YLI2 NI LINR2SOilé¢ 4AYR26

)
Then press the butto. A window opens through which you can import .gz files or .sbz files
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IMPORT OEGZ FILES

The .gz files are files previously generated on another RRebZom Installer ToalsA (i K Exipd¢€S &adzii G 2 y =
after having opened therojectto be exported.

The .gz file thus generated must be copied to the PC where it is to be imported, shehatated projecis
available inPerCom Installer Tools

¢CKS AYLERNI 2LISNFGA2Yy R2Sa y20 2Ly (K SOpedNPERIOI2 yRA
The import operation of a project is useful when you want to allow a second installer to make changes to the
same project. For further details see the paragraphnsfer of theLIN.E LJ3nstHllér Authorizatiorg to

another installer.

If you import a project on another PC, whose configuration has already been appliemhersite it isstrictly
forbidden to transferit to another factory reset systemthis would be possible if the installer who first
created the project with its configuration transfers his ownership of authorized installer to a second
installer, who would then be able to open the imported project and apply the configuration on a sg¢con

system.

Without transferring the ownership of authorized installer, the above is not possible, because when the
second installer opens the imported project, IPerCom Installer Tools displays the following message:

Unable to change system configuration, You are not the
authorized site installer. Contact the building manager.

QK

Figure104: installer not authorized to make changes to the project

CKS AYLRNI FdzyOiliAzy &dK2dz R 2yfeé& 6S dzaSR (2 UGN} yaT:
to another (see paragrapfA ransfer of theLIN.B LISkl € Audhorizatiorg to another installe)), provided
they are working on the same site.

0 If aprojectis exported and then imported to the same PC, this operation returns an error, because a
projectwith the same name already exists

If a projectis exported to a PC, then modified on a second PC through IPerCom Installer Tools and
0 finally you want to import it on IPerCom Installer Tools from the first PC, the operation is possible only
if on IPerCom Installer Tools of the first PC the previously crestgelctis deleted

47 In the import operations it is recommended to use IPerCom versions equal to or greater than the one
used in theprojectexport phase
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IMPORT OESBZ FILES

The .sbz files (server backup zipped files) are files generated vigyhten Backupab and are backup files
that contain the #e configuration. Importing a .sbz file is equivalent to locally importing the site
configurationfrom which the backup was generated. For further details se€sygem backuyparagraph

A

¢CKS AYLERNI 2LISNFGA2Y R2Sa y20 2Ly (K SOpedNPERIOI2 yRA

7.1.5.2 Import a projectfrom older versions

The feature to import a project froralder versions of IPerCom is useful after performing an update of the
IPerCom systenif the starting project was saved locally on your. RCthis way the project is also made
available to the IPerCom version to which the system was updated.

For example, if an IPerCom version 3.2.0 system has been updated to version 3.3.0, to make the project also
available inPerCom Installer ToaBS NRE A 2y o o ®n X Al Impcitt yv& OB @dlpwg (2 |
screen opens

Import project

Per

com

Import from .GZ file Impart from clder versions

Cancel

Figurel05Y &L YLI2 NI LINR2SOil¢ 4AYyR26
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Pressngthe button , awindow opens with the droedown menudPerConVersiorg, which allows you to
choose the IPerCom version from which to importphhejectd { St SOG BY.& i KIK SA FRY t R 6 A
is shown:

Choose an old project to import

IPerCom Version 320 v

3.2.0 System

Figurel06: old projectin 3.2.0 IPerCom version

O The minimum IPerCom version from which it is possible to impodjectis 2.0.0.

A X LA %

Once theprojectK & 0SSy aStSOGOR: caa (RNE S &AXY X &l RS LE NI SR
version selected in thBPerCom Installer Todeuncher (see paragraghtarting the Launchér

The correct outcome of the operation is indicated by the following dialog box

File '3.2.0 System’ imported successfully, Available project list has been
updated.

0K

Figure107: import successful

Through thedOperg button it will be possible to open thgrojectjust imported

O If the project created with old versions of IPerCom Installer Tools was saved locally on your PC, once
imported into version 3.3.0, it is automatically saved on Urmet Cloud.
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If the project created with old versions of IPerCom Installer Tools had already been saved on Urmet
Cloud, the import to IPerCom Installer Tools version 3.3.0 is automatic.

7.1.6 Deletingone or moreprojects

To delete one or more projecgaved on Urmet Clodd @ 2 dz Y SS R Ddlefe projtB & & ddi K3y & ¢
following window opens:

Select one or more projects

Your projects on Urmet Cloud G
Last saved Notes
Birmingham
2/9/2026 9:27:20 AM Latest version
Lendon
2/9/2026 9:28.36 AM Latest version
Turin via Belegna 188/C
2/9/202610:23.27 AM Latest version

Figurel08 deleting one or morprojects

To select a project, simply press the left mouse button on the relevant date and time or on the name of the
site to which the project has been associated.

ToselecmoreLINE 2SO0 4> aAYLi & R2 GKS | 020@BE [ yRe a2y di KiS y|SS

To select all the projects of a site (see paragrépave backug how to create one or more backups of a
project), simply press the left mouse button on the name of the site in question.

¢2 RSESGS GKS aSft D&l SoRdziLdNRy2ds Ol a>s LINBaa (KS a
¢2 Ol yOSt (KS 202l 0AHAVIZYIWINBEE GKS a

7.1.7 Closing the application
To quit the applicatioyyou need to press theEXit' button.
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7.2 Project and site parameters
After logging in to Urmet Cloud, this screen appears:
@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance | Urmet Cloud
Open
e | W=
Save - E
Save backup
Close site S
Export Fropect s
Delete projects
Exit
I Pe r ® 10.3.33.127 [74:78:27-EC19:EC] S
Com Rerr Connect to site

Figure109: IPerCom Installer Tools screen after cloud authentication

In the box highlighted in blue all the information related to theoject is loaded, whereas in the box
highlighted in green all the information related to tkie is loaded. In both boxes all information is shown

in cread-onlye mode.

To understand how and when the above parameters vary, some cases of practical use of a system

configuration will be described

Before doing this, table with the information available in th@ ocal statué section (related to theroject)
with their meaning is show(blue arrow)

Fields

Meaning

System ID

Unigue identifiercalculated from the date of creation of the configuration f
of the relevant project.

Urmet Cloud System ID

Unique identifier to identify the site in th€allMe Manageapplication.

Configuration available

Selected if the project has a configuration file, otherwise it is not selected.

Created on

Date of creation of the project configuration file.

Modified

Date of the last modification of the project configuration file.

System Logs saved locally

Selected if the project contains a copy of the System Logs, otherwise it
selected (for further details see the relevant paragréplstem Lods

Project saved on Urmet Cloud

Always selected as the project is always saved on Urmet Cloud.

View IPerCom manual online

Link to consult the IPerCom manual for the installer online.

MT124032R
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0 The above fields are assigned a value when creating a configuration file or opening an progtictg

A table with the information available in théivestatus' section with their meaning is showred arrow)

Fields Meaning

System ID Unique identifier calculated from the date of creation of the configuration
of the relevant project.

Global site ID Unique identifier of the site on Urmet Cloud.

Urmet Cloud System ID

Unique identifier to identify the site in th€allMe Manageapplication.

Site name

Name to be associated with the site via thenfigurator.

Configuration available

Selected if the site has a configuration file, otherwise it is not selected.

Created on

Date of creation of the site configuration file.

Modified

Date of the last modification of the site configuration file.

Connected

Selected if you are connected to the site, otherwise it is not selected (to cor
to the system see below).

Configuration aligned

Selected if the modification date of the project and the site configuration
coincide.

Mode

Shows the operating mode of the sit&ervet mode or 'No servet mode.

Server IP

Connected devices

Shows the number of devices connected to the site (present or not prese
the configuration file).

Network interface

It allows selecting the network interface through which to connect to the site
local or remote mode).

Remote connection

Selected if connecting to a remote site.

Table7: meaning of the fields in the "Live Status" section

47 The above fields are assigned a value when you connect to a system and when the system has a
configuration file. The last 2 are set manually by the installer
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7.3 How to usdPerCom Installer Todts configuiingof a system

Below is the description of the various steps to follow to configusiea(systemyvith IPerCom Installer Tools

and how the application parameters listed in the previous paragraph vary. The most common ways to
configure an IPerCom system are shown below (assuthatdhe system has already been installedbled

but not configured.

7.3.1 Qreation of configuratiomssociated to the projecho connection to the system

The various devices that make up the system have been installed and wired but have not been configured,
that isthe system has no configuration file. The steps to configure the system are described below:

createa new project and the related configuratipn
connect to the system;

set the proper system date and time;

applythe newly created configuration to the system.

= =4 =4 =4

This is a practical example of use, as the installer usually creates the configuration in the laboratory, then
goes to the system, where the devices have already been installed, connects to the ,aystiedistributes

the configuration. It is necessary to know the MAC addresses of the devices to be added to the configuration
and the system topologyhat isto know on which nodes the devices must be positioned.

7.3.2 Qreation of configuratiomssociated to the projectonnection to the system

The various devices that make up the system have been installed and wired but have not been configured,
that isthe system has no configuration file. The steps to configure the system are described below:

9 create a new project and the related configuratjdeing connected to the system itself;
1 setthe proper system date and time;
1 apply the newly created configuration to the system

In this way of proceedingt is not necessary to know the MAC addresses of the various devices (when
creating the configuration) as these are automatically suggested bgahigurator, which is not the case if

you are not connected to the system. This will be described in more detail in paragnaglonfigurator.
Instead, it is always necessary to know the system topotbgyjsto know on which nodes the devices must

be positioned.
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7.3.3 Qeation of configuratiomssociated to the projeatnporting itfrom file

The various devices that make up the system have been installed and wired but have not been configured,
that isthe system has no configuration file. The steps to configure the system are described below:

create a new project;

import from external filethe configurationto associate to the project
connect to the system;

set the proper system date and time;

apply the newly created configuration to the system.

= =4 =4 -4 4

In the last case there may be the variant in which you are already connected to the system while
O importing the configuration file.

The first 2 ways of proceeding are now described in more detail, which are almost the same, since the only
difference is the creation of the configuration file from tbenfigurator(for more details see paragragthe

configurator).
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7.3.4 Creating theproject and the related configuration file

WhenlIPerCom Installer Todks started, this screen appears:

o=
o

@ PerCom Installer Tools - App Version: 3.3.0-33 - UPTK Version: 9.84 - O X
- Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Local status M Live status: OFFLINE
Open
Import Eg- Global site I
Site name
Save Configuration available Configuration available
Save backup
Close site System logs availabie offline Connectea
Export Project saved on Urmet Cloud Conflpurstion algned
Delete projects
Exit
o~
I er 10.3.3315 [74.78:27-ECAS.ECT X’
Com ® Remote connection Connect to site

Figurell10: IPerCom Installer Tools startup screen

£7r¢KS GhLSyé odzitizy Aa | OGABS AT

The starting point is to create a ngmoject to do this it is necessary to press tiidewe button. The following

LINE 2SO0 a

screen opens, where it is necessary to enter the name optbgct (to be associated with a site

Choose a name for your project

IPerCom system

Figurelll name assigned to thproject
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Presingthe 60K button, the start screen ofPerCom Installer Todiecomes as follows:
@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New IPerCom system ™ Live status: OFFLINE
Open System |0 0 <:| System ID N/A
ig Global site 1D N/A
Import E
-
Site name : N/A
Save O Configuration available O Configuration svailsble
- Created on /A
Save backup Created on; ted NAA
Medified: --- Medified: N/A
Close site (] Sstem logs available offine O Comected
Export Project saved on Urmet Clovd [ Configuration aligned
Mode: N/A
Delete projects
Exit
Connected devices: N/&
o 78.97-E 09 w
IPe r Last configuration change: N/A <:| Net Interface 2 2 33E TRR IR [ .54
Com @ Remo Connect to site

Figurell2 projectcreated ("Site" tab)

The 'New', "Openrl, "Import'Z Satté¢ >Savé backup Expbrt and 'Deleteprojects buttons are disabled

while the 6Closesiteé Iy FExigtbuttons are enabled All the tabs in the red box are enabled, even if the

useful tabs for configuring a system a®iteé and 6Configuratio. The other tab® SE O S LI Urind€ S G | ©
Cloud dannot be used until you connect to the system and until the configuratiessciated to the project

and siteare aligned.

¢ KElosesitt Fx® ddzidz2ya INB dzaSR NBaLlSOGA@Ste G2Y
1 close the site (to which you want to associate a project) without exitingPleeCom Installer Tools

application;
1 exit thelPerCom Installer Todgplication.

' FTGSNI ONBFGAY3I I yS¢ LINRP2SO0 0 daysteyi®®i FeASSHE RI KASA NIRENI
6 NER | NICReatedl a6 ClKySRifieck FASt Ra FNB y24d FA{ESR Ays | a
and last modification of the configuration file. These 3 fields will take on azeomvalue when creating a
configuration file.

{ AYAf I NI & 3 Lastkdpfighrafithih@mngé: KR yo NB R | NN2 g0 R2Sa y2i NBLR
has not yet been associated with a configuration file and consequently a last modification date is not
available.
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To create a configuration filassociated to a projecipress thedConfiguratios tab. The following screen

opens:

@
Site Configuration

A Import

freate (rimpart

N |PerCom configuration

Security

Date/time

From File

Diagnostic

System logs | Systembackup | Maintenance

Configuration status S

Figurell3 "Configuration" tab

Urmet Cloud

ThedCreaté button allows creating and associating a configuration file toptftogectthrough the application
IPerCom Configuratar simplyconfigurator.

ThedFrom Filé button, instead, allows associating a configuration file tophgectby importing it from an
external file previously saved on PC. This way of importing the configuration will be described in detail later
in paragraplCreating the configuration file with import from external file

As you can see, if you are not connected to any system yet, the only active buttoiSrast€ and "From

file".

To create a new configuration, it is necessary to pres@reaté& button, which opens theonfigurator.
The screen displayed is as follows:

[

Villa Kit (one-household)

Site Name

Single Stair

Multiple Stairs

Multi Block

Installer Password (8-19 chars)

Installer Password (confirm)

Password must contain:

- at least one uppercase letter
- at least one lowercase letter
- at |east one number

- at least one special character $ &+, -

Time Zone

=P@#IN <> TF ()]

Europe/Rome

0K Cancel

Figurell14: configurator start screen

The steps to follow to create a new project associated to a configuration file are described in pargigeaph

configurator.

MT124032R
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Theconfiguratorallows you to create (and subsequently modify) the configuration of a project, which will
then be applied to the system. The main configuration points are listed below:

9 topology definition (whether smallmedium, or large system)Jelecting the system topology
(model) and theconfigurator structure);

adding devices to the configuratioAqding devicek

definition ofaddress bookéContacts;

creation of activationsActivations);

creation of residents and neresidents (Jser);

access control setting\€cess contrdj

9 setting system and call forwarding paramete®y$tem parametens

= =4 =4 4 =4

Each of the points listed above is described in a specific paragraph (in brackets).

Since the topics concerning tlenfiguratorare many, in order not to lose track of what we are describing
about IPerCom Installer Toofsatures, wesuppose at this stage to have already created and saved a
configuration fileassociated to the projecteferring to paragraphiheconfiguratorand to those listed above

for all the relevant details.

At this point it is important to underline the presence of tli8ite Name field (red box), which is the
significant name that is assigned to the site and which will also appear ilPd1€om Installer Toodsd
CallMe Managenpplications.

Then, after creating and saving a local configuration, the following screen is displayed:

@
Site Configuration Security Date/time Diagnostic Systemn logs | Systernbackup | Maintenance Urmet Cloud

A Import

Create Orimpert From system / From file Configuration status  __ -

&\ [PerCom configuration

Last modified on b5/5/2025 10:05:45 AM Created on: b/5/2025 9:37:14 AM

Edit Apply changes
userconfig.ccf

Estimated max time left

Involved devices
Show

Devices with the same configuration

Devices not in configuration Show

Devices from Factory or with an older configuration Show

Show

Devices with a newer configuration

Figurel15a/ 2y FA3dz2NY GA2y b Gl o | FGSNI ONBFGAy3a GKS 20!l ¢
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The newly created configuration file is nameaskrconfig.ccnd the date of last modification and the date
of creation (redoox) are displayed on this file.

The data in the bluboxes are not assigned a value because you are not connected to any system yet: their
meaning will be explained below.

The dEdit button allows editing the configuration file just created: thenfiguratoropens again, and it is
possible to make the desired modifications and closeciwafigurator.

Now, by pressing théSite tab, the dSystem 1B, cCreatd oné and éModifieck fields are assigned a value as
a configuration fileassociated to the projeds present and th&System IBvalue is linked to the creation
date of this file. ThéConfiguration availabkefield is also selected as there is a local configuradgsociated
with a project

At this stage the name of the project displayed at the top of the left panellBérCom Installer Toolsee
Figurell?) is replaced by the name of the site, as this field is available (it was filled in following the creation
and saving of the configuration).

The above is displayed in the following screen:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA188/C < ™ Live status: OFFLINE
Open
System D 1749109034 System 1D N/A
‘ Global site 1D N/A
mport - E .
Site name : N/A
Save Conflguration availzble [ Configuration available
Save ba:kup Created on, 6/5/2025 9:37:14 AM Created on N/A
Medified: 6/5/202510:05:45 AM Medified: N/&
Lloschite [ System logs availsble offline [ Comnected
Export Froject saved on Urmet Clovd [ Configuration aligned
Mode: N/&
Delete projects
Exit
Connected devices: N/&
- et Interface 1033315 (4 7827EC19E00 | £ M
|Pe|’ Last configuration change: 6/5/2025 10:05:45 AM ~/
Com @ [ Remote connection Connect to site

Figurell6: ¢Site tab with local configuration created

At the bottom right (blue box) the last modification date of the configuration file is shown.

If during the installation phase thenfigurationrequirements change and at the same time you do not want

to lose what was done before any requested changes, it is possible to make a backup of the project (and
therefore also of the configuration) and then make the changes. In this way it will alwayssbiblp to

restore the situation prior to the changes themselves. How to do this will be seen in detail in the next
paragraph.
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7.3.5 d&Save backup how tocreate one or more backups of a project

If the system requirements change during the installation phase and at the same time you do not want to
f2asS gKIFd 61 a R2yS 0ST2NB Fyeé NBI|dZANBR OKI gl asx A
backug 06dzi G2y @

With reference tahe figure belovE  (iTKriB viaiBologna 188(C & A GS A& | aa420A1 GSR 6 A
GKS RIFIGS 2F tFad Y2 RA¥20002511F:20 AgéfrediardDluedodxgsy: A 3 dzNI ( A 2

@ [PerCom 3.3.0] IPerCom Installer Tools - App Version: 3.3.0-26 - UPTK Version: 9.83 - O hd
- Configuration Security Date/time Diagnostic System logs | Systernbackup | Maintenance Urmet Cloud
New | Site TURIN VIA BOLOGNA 188/C | ™ Live status: OFFLINE
Open
ig- System |D) 4773147 System ID WA
Global site 10 N/A
Import
E Site name - N/A
Save Confisurstion v o
onfiguration avaiable [ Configuration avaitsble
Save backup :ll:l Created on 5/20/202510:52:27 AM Created on N/A
Modified: 5/20/202511.07:20 AM Modified: N/&
Llite [ System lags available offline [ Comnected
Export Project saved on Urmet Cloud [ Conflguration afgned
Mode: N/&
Delete projects
Exit
Connected devices: N/&
78277016 .
| Pe r Last configuration change: 5/20/2025 11:07:20 AM et Interface ERIEER T IEEZIEE
Com : [ Remate connection Connect to site

Figurel17: "Site" tab with local configuration created

If you need to make changes to the project butrm want to lose what yothave done before, once you
have opened the starting project, simply press ti&ave backupbutton (red arrow above)

Notes

The following screen appears:

Figure118 backup of a project
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The date and time in which the project backup is being created is highlighted (red arrow) and, if necessary,
an identifying note can be associated with the same backup: in this way the installer aigastsre point
of his project which he can access at any time if the changes made are no longer necessary.

' FGSNI SYGiSNAY3 lyeow2a&bi2yR LKSEa2Q2ANEBEOKS2 deli O2 Y S
by the following dialog box:

Project backup saved

oK

Figurell9 backup saved successfully

After making a backup copy, you can make the required changes to the current project and save with the
Savé 0dzi (0 Elgsdsitd K&dzali2y |ff2a @2dz G2 Ot2asS GKS arid
IPerCom Installer Toadpplication.

' FGSNI ONBIF Ay 3 (KSOpénd Of dLiE2 W F 2 2&D NN af AilKS ©KS 2
GTurin via Bologna 1886C a4 A (i SY

Please select a project
Your projects on Urmet Cloud e
Last saved Notes
Turin viz Belogna 188/C
5/20/2025 2:4414 PM Latest version
5/20/2025 2:38:16 PM Backup1

Figurel20: site with 2 projects (one of which is backup)
LY RSGFAEEZ GKS LINE 2StesiversioBS ¥ Y READERSAAGKSIKBay2 806

¢KS LINRP2SOi0 A RSyBackdpitS RA yERMIOK 1BKS W2HBS IENE (GKS o0l C
respect to the latest changes to the most recent version.
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¢KS a[lad alF @dSRE O2fdzyy aK2ga (GKS RIFIGS FyR GAY
date and time.

By selecting the most recent project (red box) or the backup (blue box), the following data relating to the
selected object is displayed in tlquick Infosection (red and blue box):

Please select a project Please select a project
Your projects on Urmet Cloud 6 Your projects on Urmet Cloud e
Last saved Notes Last saved Mates.
Turin via Bologna 183/C Turin via Bologna 138/C
5/20/2025 2:44:14 PM Latest version 5/20/2025 24414 PM Latest version
5/20/2025 23816 PM Backup1 5/20/2025 2:38:16 PM Backup | ]
Duickkfo Quicknfo
Project name IPerCom 3.3.0 Project name IPerCom 3.3.0 (5-20-2025 2-38-16 PM)
System ID L7347 System 1D 17477347
IPerCom Version 330 IPerCom Version 330
Last configuration change 5/20/2025 2:£3:49 PM Last configuration change 5/20/20251:07:20 AM
Cancel 0K Cancel 0K

Figure12ly LINRP 2SO0 FyR NBfFGSR o1 O01dzZld  8a20AFGSR ¢gAlGK GKS aa

In details:

 d&Projectnamé Y yIFYS IABSYy (2 GKS LINP2SOiNewKSFdzONBY G A
the case of backups, the date and time of backup creation is added in brackets to the project name).
 SystemIBY dzyAljdzS ARSYUGAFASNI 2F (GKS &AA0GS OFft Odz |

configuration file of the relevant project; the data coincides for both the most recent version and the
backup.

 dPerComversignY Lt SNJ 2Y OSNBA2Y GAGK gKAOK GKS O2YyTA
for both the most recent version and the backup.

T a[ad O2yFAAWNROIANSY R YVAYS 2F (GKS fFad Y2RAT
related backups.
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Site Configuration

2 = L oA

Security Date/time

Diagnostic System logs | Systembackup | Maintenance

I

er
com

Urmet Cloud |

New

Open

Import
Save
Save backup
Close site

Export

Delete projects
Exit

|Per
com

Site TURIN VIA BOLOGNA 188/C

E;l System ID
/i ‘-

Configuration available

1PLT7347

Created on: 5/20/202510:52:27 AM
Modfied 5/20/20251167.20 AM
[ System logs availsble offine

Project saved on Urmet Clovd

[BACKUP Backup 1

M Live status: OFFLINE

il

System ID: N/A
Global site 1D /A
Site name N/A
[ Configuration svailsble
Created on N/A
Modified: m
[ Connected

[ Configuration aligned

Mode: N/

Connected devices: /A

In detail, the following information is shown in the blue box:

Last configuration change: 5/20/202511.07:20 AM fet nverface 192168 88177 I 7627T0616) | £
@ [ Remote connection Connect to site
' Figurel22 opening a backup
1 the [BACKUP] identifier to indicate that the open project is a backup;
T GKS y20S SyYyGSNBR ¢ KBgkup@NEI GAYy3 GKS o6 O1dzLd 6 a

i date and time of the last configuration change.

7.3.5.1 How to restore a backup

To restore a backup, simply do the following after openiPgyrCom Installer Tools

T LINBaa

asStsSol

= =4 =4 4

iKS

0 FOpertoTdzi G2y a
identify the site for which you want to restore a backup;
identify the backup to restore from the notes entered when creating the backup itself;
0 I QOKedzLd dzly(R2 VLINE & &
LING & &Savié K & dzi (1 2 y

The effect will be as follows:

LINE 2SO

GAYS

T 4KS

time of the saving just made,
T RFGS +yR

13 AdSo

MT124032R

iKS

A RS Vaiest FeisiBéiR 30K 21 KL asepvedly FAXR $Gdzy y

2T Y2RATAOIGAZ2Y 27
iKS o O dzLld O2y T A dardtvérdichy LKE 2 SO8 &y

a
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The following figure shows the above:

Please select a project

Your projects on Urmet Cloud [C]

Last saved Notes
Turin via Bologna 188/C

5/20/2025 3:13:47 PM Latest version
5/20/2025 2:38:16 PM Backup1

Duickinfo
Project name |PerCom 3.3.0
System ID 176773147

IPerCom Version

330
Last configuration change 5/20/202511:07-20 AM <:|

Cancel 0K

Figurel23 restore of a backup

It is important, therefore, to keep in mind that:

f (KSavéh odzili2zy &l #Sa (GKS OdzZNNByid LINRB2SOG Fa I
project is the latest version or a backup copy)

0 K Saveibackup 0 dzii i 2y Ay a Geslitatite backid topyShat can be/uded as a restore
point and at the same time saves the most recent version of the project with the current date.
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7.3.6 Connecting to the system and transferring the configuration

Once the configuration associated with the project has been created and defined (backup or the most recent
one), the next step is to connect to the system site aqply the newly created configuration to itp
configure the system. The relevant box on ti&ite tab shows values that are all unavailable because the

system status is still oﬁlin@), that isyou are not connected yet:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 188/C ™ Live status: OFFLINE
Open )
ig System D) 751548198 ﬁl System (D N/A
Global site 1D N/A
Import E
- .
Site name : N/A
Save Configuration available [ Confguration svaiiable
Save backup Created on 7/3/202512:56:38 PM Created on WA
Modified: 7/3/2025 3:11:35 PM Modified: N/A
Cloee e [ System lags available offine O Comnected
Export Preject saved on Urmet Cloud [ Configuration sligned
Mode: N/A
Delete projects
Exit
Connected devices: N/A
s n . | - o ﬂ
| Pe r Last configuration change: 7/3/2825 31135 PM Net Inteface 1033315 [74:78:27.£C19.£C] 5
Com G) [ Remote connection Connect to site

Figurel24a { AGS¢ G1r o6 6AGK f20Ft O2yFAIAdzNI GA2y ONBIFIGSR YR y2

To connect to the system, select the network interface through which the PC is connected to the IPerCom
system in the lower part of the red box and then pressd@ennecto site button.

To find out the IP and MAC addresses of the network interface through which you are connected to
the IPerCom system, you need to click on the item "Open Network and Internet settings", which

appears by pressing the right mouse button the iat the bottom of right on your PC monitor.
A screen opens with the list of available networks. After pressing the corresponding "Properties” item,
you can view the IP address and MAC address
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After pressing the "Connect" button, the Windows operating systaynotify the user of the need

to unlock the communication ports on the IP network used for communication between the IPerCom
system and the IPerCom Installer Tools application. This operation is required for proper application
operation. If this operation is carried out by Windows Firewall, a warning like the one below is shown
to the user

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of IPERCOM_InstallerTools on all public
and private networks,

@ Name: IPERCOM_InstallerTools
Publisher: Unknown
Path: C:lurmetlipercominstaller tools\2. 2.0Ypercom installer
toals.exe

Allow IPERCOM _InstallerTools to communicate on these networks:
[ Private networks, such as my home or work network

[T]Public netwarks, such as those in airports and cafés (not recommended
because these networks often have lite or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

You must select both kind of networks and press#ilew accessbutton.

A progress bar is displayed, during its progress it is detected whether the system Bemitr1060/1 or
without it, then the number of devices connected to the system is detected. At theleadhllowingwindow
is displayed:

@ PerCom 3.3.0] IPerCom Installer Tools - App Version: 3.3.0-33 - UPTK Version: 9.86 — [m] x
- Configuration Security Date/time Diagnostic Systemn logs | Systernbackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 188/C " Live status: ONLINE
Open
Eg System |D. 1751540198 System ID D
Global site [0 ---
Import E
-
Site name : ——
Save Configuration svailable [ Configuration svsilsble
Save backup Created on 7/3/202512:56:38 PM Created on
Medified: /372025 3:11:35 PM Modified:
Clesesie [ Sstem logs available offline Connacted
Export Project saved on Urmet Clovd O Configuration aligned
Mode: Server-managed
Delete projects
Server IP 192168.88125
Exit
Connected devices: 6
i Net Interface 19216888112 [7478:27.7016:161 | €4
|Pe|" Last configuration change: 7/3/2025 3:11:35 PM : e : .54
Com ® Remote connection Connect to site
Figure125a { At Sé¢ Gl o6 gAGK 20t O2yFA3IdzNI GAz2zy ONBFGSR FyR
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In the box relating to the site (systemhe status is now ONLINE (red box), as indicated by the relevant icon

", The system ID is zero, since the system does not have a configuration yet: theabfordedCreatd
on¢ and éModifieck fields are not assigned a value since they are linked to the creation date and the last
modification of the configuration file. T onnecteéfield is selected, because thitesis online.

The configuration is not aligned because the modification date of the configuration associated with the
project and that associated with the site are different, that is the project has a modification date while the
site still has none (blue boxes).

The other fields contain the following information:

1 dModet: 6Servermanaged or éServelesg, depending on whether the system is with or without a
Server,

1 d&Server IB. IP address of th&erver(if any);

1 &Connected devicésindicates the number of all devices connected to the system (present and not
present in the configuration).

7.3.7 How to set date and time on the system

Before transferring the configuration to the system, it is necessary to correctly configure the date and time
on the system. To do this, press thieate/Time tab. The screen displayed is as follows:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud

™\ Set date and tme
Set date and time
™ Get date and time

System date/tme 7/3/2025 3.31:20 PM

Get date and time from system
Difference with pc date/time 415

Estimated max time left:

Figure126 b5+ i Sk ¢ AYSE¢ (1t o

Now it is necessary to press th8etdate and time" button. PressiYeg on the relevant dialogue box, date
and time of the devices will be aligned with those of your PC. An additional dialogue box indicates that the
operation has been completed correctly:

o Date and time correctly set on connected site to 7/3/2025 3:35
PM

CK

Figurel27: date and time aligned with those of the PC
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When setting the date and time of the system, it is recommended to check that the date and time of
your PC are correct

G If the system is connected to a router with an Internet connection, the correct date and time are
already provided by the NTP (Network Time Protocol) service.

7.3.8 Transferring the system configuration

After configuring date and time, to apply the configuration to the system, simply go tdGbefiguratios
tab. The screen displayed is as follows:

@
Site Cenfiguration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
&\ Import
Create Orimport From system ’ From file Configuration status ~ NOT ALIGNED
™, PerCom configuration
Last medified on 7/3/20253:1:35PM Created on: 7/3/2825 12:56:38 PM
Edit Apply changes

userconfig.ccf

Estimated max tme left

Involved devices 6

Devices with the same configuration ] Show
Devices not in configuration g Show
Devices from Factory or with an older configuration ] Show

Devices with a newer configuration 0 Show

Figure128: local configuration not yet transferred to the system

The green section shows schematically the condition of all the devices connected to the system. The example
in question shows that:

1 the number of devices connected to the systeiimyolveddevices) is6;
1 the number of devices not in configurationGs

The configuration status is not aligned (red section), as explained above.

To apply the previously created configuration to the devices of the system, it is necessary to prégsgptize "
Change$hbutton.
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The following popup window appears:

Remember: this configuration has to be used only on site
“Turin via Bologna 188/C", Press OK to continue and distribute
configuration.

QK Annulla

Figurel29y LJ2LJ dzlJ 6AyR2¢ | FGSNI LINBaaAy3dI GKS a! LI & OKIy3

This window is useful to remind the installer that a project must be associated with only one site and cannot
be associated with other sites, as this could cause malfunctions on the systems themselves. Therefore,

projects with the samel { & aIDEHVSt not be associated with different siteghat is a same project must
not be used as template for different sites.

If there are some devices on the system that are not aligned with the UPTK version of IPerCom Installer
Tools, they will not receive any configuration (for further details see paragrapbkalignment reporting by
the VO video door phones present in the systém

MT124032R 161



irer
com

I FGSNJ LINPDK A 0VA 12KS @ KS O2y FAIdzNI GA2Yy |aaz20Al GSR
Correct transfer of the configuration is highlighted by a progress bar which turns green once the transfer has
taken place correctly, as shown below:

@::i'i-:“_‘.‘-l: PerCom Installer Tools - App Version: 3.3.0-33 - UPTK Version: 9.86 — [m] x
3 Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
N\ Import

‘ Create Or import From system ‘ / ‘ From file Configuration status ~ ALIGNED

™, PerCom configuration

| Applied 7/3/20253:50:52 PM | Created on: 7/3/202512:56:38 PM

‘ Edit ‘ ‘ Apply changes
userconfig.ccf

Involved devices 6

Devices with the same configuration 6 Show
Devices net in configuration 0 Show
Devices from Factory or with an older configuration 0 Show
Devices with a newer configuration ] Show

Figure130: local configuration transferred to the system

The red boxes indicate that the configuration transfer has taken place correctly, i.e.:

1 all devices in the system have the same configuraieyices with the same configuratioitem);
1 the configuration status is aligned.

Once the configuration has been applied, thast modified field is renamed toApplied and shows
0 the date and time in which the configuration was applied (or modified) to the system.
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The dShové button displays a table with the list of devices with the same configuration, their MAC and IP
address and the last modification date of the configuration file, as shown below:

& Devices with the same configuration — [} e

Model IP MAL address Configuration

1160.3-139.3 19216888128 00E:ED:DLASF2 7/3/2025 3:50:52 PM
1160.3-139.3 192168.88127 00-E:EQ:01:D3.85 7/3/2025 3:50:52 PM
1D6013 192168.88122 0D-IE-E0:02.00.3D 7/3/2025 3.50:52 PM
176131 192168.88.121 0O:1E-E0:05:26:1E 7/3/2825 3:50:52 PM
186048 192168.88.116 00:1E:E0:02:83.03 7/3/2825 3:50:52 PM
18601 192168.88125 C4:08:AD3F72:83 7/3/2025 3:50:52 PM

Figurel3L list of devices with the same configuration

Press theéSite tab to display the following screen:

@::e'ic“:.‘-l: PerCom Installer Tools - App Version: 3.3.0-53 - UPTK Version: 9.86 — [m] X
Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 188/C " Live status: ONLINE
Open
P ig-l e D N System D 751540138
Global site 1D 3243
Import
E Site name : Turin via Bologna 188/C
Save Confipursii ; . .,
onfiguration available Confipuration available
Save backup | Created on 7/3/202512:56:38 PM | Created on 7/3/2025 12:56.38 PM |
Medified: 7/3/2025 3.50:52 PM Modified: 7/3/2025 3:11:35 PM
Closesite [ System lags available offline Connected
Export Project saved on Urmet Cloud | Confguration algned |
Mode: Server-managed
Delete projects
Server IP: 192168.88125
Exit
Connected devices: 6
. Net Interface 19216888112 [7478:277D46161 - £
IPer Last configuration change: 7/3/2025 3:50:52 PM : SRR s/
Com ' Remote connection Connect to site

Figurel32 a { A (i S ¢ prdjéctand itk dlighed
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The most important things to observe are the following:

1 the identifier ofprojectand site are the same, because the 2 identifiers are calculated starting from
the creation date of the same configuration file;

9 the configuration is aligned as the last modification date of the configuration fifleeoprojectand
system site are the same

1 the "Site nameé field, after applying the configuration, was filled in with the name given in the
configurator.

Now the system has been configured: it is possible to saverbject by pressing théSave button.

In this way theproject with 6SystemDe field reported inFigure132 (high red boxhas been associated to
the newly configured system: any attempt to apply to the system a configuration coming fooojeat with

a different ID is prevented. This is to avoid loadimgongg local configuration files on the system. Any
modifications must be made starting from tipeoject just savedor from any of its backups that have the
same identifier)and then transferred to the system so that the situation is always aligned between the
projectand the system. The correct way to operate will be explained later in a dedicated parag@aphq
uselPerCom Installer Toot® edit the configuration).

From what is written above it can be deduced that once a system has been configured via a project, this (with
any backups) becomes the only point of reference for any subsequent changes. In other words, each plant
must be associated with one or more profed ¢ A (i K Siisted IDad YS &
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7.3.9 Creating the configuration file with import from external file

In the third system configuration mode, tlogen project configuration file is imported from an external file
instead of being created from scratch. In this way the steps to follow are the following (still assuming that
the system has been installed but not configured):

1 import the configuration from external file;

1 connect to the system;

1 setthe proper system date and time;

9 distribute the newlyimported configuration to the system.

In detail, after creating a newrojectwith system ID equal to zero, press tif@onfiguratio tab, the 'From
File' button allows importing a previously saved configuration file from PC:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup = Maintenance Urmet Cloud

A Import

Create Or import / From file <:| Configuration status

v |PerCom cenfiguration

Figurel33: creating the local site configuration from an external file

The configuration files that can be imported have the ccf extension and, for example, can come from
configurations created oMAX, VOGor Basicvideo door phoneexported to SD card and then saved on PC
(for further details see paragraghxport and import configuration to SD cayd

After importing a configuration file, you are prompted to enter the installer password used to create the
project.

%

Exit
3

| project
Enter installer password

Password (e

0K Cancel

Figurel34: entering the installer password after importing the file
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After entering the correct password, tlewnfiguratoropens the relevant project:
Jes
Project Users Access Control Building Automation System Q
NAVIGATION Devices
Stair Code  Type MAC Address Description Edit Delete
o1 Call Module EEAAS.A9.

0o 1060/12-13-17-18 00:1E:E0:02:03:8A Call Module

Floor 010100
01 IperCom Server 1060/1  C4:00:AD:3F:72:83 Server
Devices not Configured: 0 Show new devices

Add New Floor(s) Add new device

Figurel35: configuration of the imported file

After saving the configuration and exiting thenfigurator(see paragraptdow to save the configuratio))
the way the configuration is transferred to the systentiie the previous case.

If you import a configuration file to another PC and this configuration has already been applied on one site,
it is strictly forbidden toapplyit to another factory resetsystent this would be possible if the installer who
first created the project with its configuration transfers his ownership of authorized installer to a second
installer, who would then be able to open the imported project and apply the configuration on a sgcon

system.

Without transferring the ownership of authorized installer, the above is not possible, because when the
second installer opens the imported project, IPerCom Installer Tools displays the following message:

Unable to change system configuration. You are not the
authorized site installer. Contact the building manager.

QK

Figurel36: installer not authorized to make changes to the project

CKS AYLRNI FdzyOQlAz2zy &dK2dz R 2yfeé 6S dzaSR (G2 GNIyaT:
to another, provided they are working on the same site.
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7.4 How to usdPerCom Installer Todtsedit the configuration

When a system has been installed and configured, it may be necessary to modify its configurataviote
reasonsthat ischange of topology, change of system parameters or addition of devices). The various steps
to follow to modify the configuration of a system witRerCom Installer Toakse described below:

1 open theprojectconnected to the previously configured system;
1 make the required modifications;

1 connect to the system;

1 distribute the newly modified configuration to the system.

A variant of this procedure can be to connect to the system and then make the modifications: the advantage
of this procedure is that, if new devices must be added, it is not necessary to know their MAC addresses, as
these are automatically proposed by thenfigurator, which is not the case if you are not connected to the
system. In this way it is also possible to check that the dates of the last modificawojeét and system

are aligned and therefore be sure that you are starting from an alreadyealigituation.

In both cases, the essential point is thiie project associated with the system with which the first
configuration was madé available and to make sure that the system has not been modified byl#e
VOG or Basic video door phorvehich have theconfiguratoron board.

In this situation, after opening the rigitroject with the "Open’ button from the ¢Site tab, connecting to
the system with thedConnect button and making the required modifications with thEdit' button (from
the aConfiguratior tab through theconfiguratos), the following screen is displayed:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
Hew m Live status: ONLINE
Project IPERCOM 3.0.0 fve status:
Open Systemn D 1689259875 System [0 1689259875
Glokal site 1D -

R -

Save Confguration available ConFguration available

Created on: 16/86/2023 16:52:42 Created on: 16/06/2023 16:52:42.
Saveas
| Modified: 14/07/2023 10:56:35 | Modified: 13/07/2823 17:52:50
Close site [ Systen logs available offlne Connected
[ Aroject saved on Urmet Clovd | [ Configuration agned |
Export
Mode: Server| less
Delete projects
Exit Security status: Unlocked
Connected devices: 6
Net Interfac 2168.33 SOBRFEE432 « £
P et Interface: 192168.33.199 [00:50:B6:F 8.04:32 M
ren | o

Figurel37: "Site" tab withprojectmodified and connected to the system

As the local configuration has been modified with tivotify" button, this is highlighted on théSite tab,
as shown in the figure above: the modification date of ginejectis more recent than the modification date
of the system site. This means that the configuration is not aligned (red boxes).
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Local configuration modification requires the installer password, set through the configurator the first
@ time the configuration has been created

¢CKS a{e&adSy L5¢ FAStRa FINB GKS al YS:
same configuration file (that of the project then transferred to the site);

Q¢
>+
<
O
w
et

ThedConfiguratio tab instead shows thahe system devices have an older configuration thanghgect
(as shown in the red box):

@f:::":::f:::" nstaller Tools - App Version: 3.0.0-81 - UPTK Version: 8.3 - [m]
Site - Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
N\ Import
Create | Or import From system ‘ / | From file Configuration status ~ NOT ALIGNED

&\ PerCom configuration

Last modified on 14/07/2023 18:56:35 Created on 13/07/2023 165115

Edit ‘ | Apply changes
userconfig ecf

Estimated max time left

Involved devices. 5

Devices with the same configuration ) Show
Devices not in configuration 0 Show
Devices from factory or with an clder configuration g Show
Devices with a newer configuration ) Show

Figure138Yy &/ 2 y T iaBwizhllbcal kadfifusation not yet transferred to the system
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The "Apply changésbutton allows you to align the configuration: in fact (after applying the changes) the
dModifieck field on thedSitet tab is the same both on thprojectand on the system site and therefore the
configuration is aligned. In th&onfiguratio tab, thedDevices from factory or with an older configuration
field is reset to zero, while th@evices with the same configuratioineld takes the same value as the system
devices (with the same configurati@ssociated to the projeit

Medified: 14,/07/2023 11:08:00 Modified: 14,/07/2023 11.08.00
[ System lags available offline Connected
[ Prgiect saved on Ummet Clowd Canfguration algned

Figurel39 aligned configuration betweeprojectand system site

Involved devices 6

Devices with the same configuration 6 Show

Devices not in configuration 0 Show

Devices from factory or with an older configuration B Show

Devices with a newer configuration o Show

Figurel40. system devices aligned to the local configuration

Now it is possible to save th@oject and then close it: the modification to the system has been correctly
made through the samprojectthat was used to configure the system for the first time.

O The configuration distribution procedure ends correctly when the number of devices with an old
configuration or without configuration and the number of devices with a newer distribution are zero

The next paragraph describes an example of devices in the system with a newer configuration
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7.5 Systentonfigurationnewerthan projectconfiguration

The case describdd the previous paragrapis the most common one: once connected to the system, the
installer modifies the project configuration, which is therefore more recent than the system configuration.
¢ K@pplychanges odzi 2y Ffft26a &2dz G2 fA3Iy (GKS LINR2SO0

It could also happen that the installer, once connected to the system, finds himself in a situation where the
project configuration is older than that of the system.

For example, having a project with several backups, if you open one of these backups that has an older
O2y TAIdzNF GA2Y GKIy (K Satedt¥ersivh NBIOYSK (0 KBIE 2CDYiy SO t & &
GKS F2fft26Ay3 0AF (KSa@RWIidhd dz2NRBSDYI MB Al LINGBI A 2 2za i
plant):

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 188/C ™ Live status: ONLINE
Open .
System D THTESNST System D 773147
Glokal site 1D 3150
Import E
-
Site name I
Save Configuration svailsble Configuration svailsble
Save backup Created on: 5/20/202510:52:27 AM Created on 5/20/2025 1B:52:27 AM
| Medified: 5/20/2025 11:87:28 AM | | Modified: 5/21/202518:83:43 AM
LicassRe [ System fags svailable offlne Connected
Export Froject saved on Urmet Clovd [ Configuration sfigned
Mode Server-managed
Delete projects
Server IP. 192168 88196
Exit
[BACKUPI Backup 1 Connected devices: 4
g ~
o il 77 [74:78:27:70:16:16
IPeI’ Last configuration change: 5/20/202511:07:20 AM et Iverface AR R -
Com @ [ Remote connection Connect to site ‘

Figurel4l site configuration not aligned to project configuration

The modification date of the siteonfigurationis more recent than the modification date of thmoject
configuration This means that the configuration is not aligned (blue box).
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than theproject

@

Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
2N, Import

Or import From system : From file Configuration status ~ NOT ALIGNED

A\, [Perlom configuration

Last modified on- 5/20/2025 1LE7:20 AM Created on 5/20/2025 185227 AM
Edit Apply changes
userconfig ccf
Estimated max time left
Involved devices. 4
Devices with the same configuration ] Show
Devices not in configuration [ Show
Devices from factory or with an older configuration [ Show
Devices with a newer configuration 4 Show

Figurel42 devices with a newer configuration

Pressinghie 6Apply changesbutton, the following message is shown:

You are trying to distribute a configuration that is older than
the one in the system, Changes in the system configuration
will be overwritten. Do you still want to continue?

OK Cancel

Figurel43 alignment of system site to local site with loss of modifications

t NB & ®E y D dzllaws you to align the configuration associated to the project to the configuration

associated to the sitdpsing all the modifications made on the system ¢de explained in the message
above).
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At the end of the configuration distributioan éSite tab, the dModifieck field on theprojectand the system
site have the same date and then th@nfigurationaligned field is selected:

Created on: 5/20/2025 18:52.27 AM Created on: 5/20/202510.52:27 AM
Modified: 5/21/2025 10:49:01 AM Modified 5/21/2025 19:49.01 AM
[ System lags available offline Lonnected

Project saved on Urmet Clovd Configuration algned

Figurel44: aligned configuration betweeprojectand system site

0¢KS Ga2RATASRE TASIR NBLENIS (KS REGS FYyR GAYS

In thedConfiguratior tab, thedDevices with a newer configuratibfield is reset to zero, while théDevices
with the same configuratiahfield takes the same value as the system devices with the same configuration
associated to the project

Invelved devices &

Devices with the same configuration 4 Show
Devices not in configuration o Show
Devices from factory or with an older configuration B Show
Devices with a newer configuration D Show

Figurel45: system devices aligned to tpeoject

If, on the other hand, you do not want to lose theange made on the system sind you want to align

the local configuration with the system configuration, simply press dReom syster button in the
oConfigurationd tab. In this way the system site configuration is transferred tatthssociated to the project

The following screen is displayed, where the only configuration available on the system must be selected:

Configuration

Please select configuration

System 1D Cenfiguration Devices

74773167 5/21/2025 111816 AM 1

Cancel Back ‘ | Impart

Figurel46: window to select the configuration to be imported on the local site
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In systems with at least one Server 1060/1, when importing the configuration from the system site to
the project, the only device recogsid is one of the Servers

Pd GKAa

LJ2 A Ylinpodtsd dLaiBiE2yA% A (i KASA aLJ2 4 a A 0 £ Scorfiguratioy’ LJ2 NJi
as shown below

ke
Trying to import keys from 192.168.33.197 [00:1E:E0:05:26:1E]..
Success

Trying to import configuration from 192.168.33.197 [00:1E:E0:05:26:1E]
Success

Ok

Figurel47: importing passwords

After pressing theOWK button, the configuration is aligned agaitat is the project and the system site
modification date is the same and the devices have the same configuration.

Ly GKS SEIFYLX S | 062 @ &bmsydethii oSN (1 & ol chBgeKSo k2 ¢ > &t
GKS LINP2SOBave A AKOBB8AziGEK$ OdZNNBy(d LINRP2SOG Fa tFidSad
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Atfter locally creating @rojectwith a configuration file and transferring the configuration to the system, the

situation is as follows:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New ; ™ Live status: ONLINE
Project IPERCOM 3.0.0 Ive status:
J System [0 1689253875 Syateml 689259875
Clobal site 1D
Import Site name via Bologna 188/C Turin
N - B
Save Configuration available Configuration available
Created on: 16/06/2023 16:52:42 Created on: 16/06/2023 16:52:42
Saveas
| Medified: 14/07/2023 17.07.89 Modified 14/07/2023 17:07.09 |
Close site [ Spstem logs svaitsble offlne Connected
[ Project saved on Urmet Clovd Confguration ligned |
Export

Delete projects
Exit

|Per
com

Mode. Serverless
Security status Unlocked
Connected devices: B

Met Interface:

192168.33199 [00:58:B6:F8.04:32

~
.54

Figurel48 & { A G S ¢ prdjéctand gysténKsite aligned

The system is aligned, as shown in the red baked isthe modification date of the local configuration and
that of the system are the same.

ThedModifieck field is useful to understand if the configuration file is more recent onpitegect or on the
system site and then to understand where the last modifications were made (wheth@rajact or on
system).The identifier ofproject and system site are also aligned (blue box), because the 2 identifiers are
calculated starting from the creation date of the same configuration file.

This parameter is useful to avoid importing configuration files from other sites with different system
identifiers on an already configured and functioning system, and thus creating malfundtimulifications
need to be made to the system, they must be made frompghgect associated with the system and then

transferred to the system, so that there is always an aligned situation betweeprtiject and the system

site.

If project and system site have different identifiers and you try to apply phgject configuration to the
system site, the following occurs.

174
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If you create a configuration file with an identifiether than ¢1689259875 (which is the right system
identifier reported inFigure148), i.e. witha creation date other thaidd6/06/2023 16:52:42, and if you are
not yet connected to the system (which has the same identifier as the locail§i89259878), the following

situation occurs:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New m Live status: OFFLINE
Project PROJECT WITH ANEW ID ' :
Open System 0 1BB334813 Sytem 1D Wi
Global site 1D N/A
Site e WA
- B
Save Confguration available [ Confguration svsiable
Created on 14/87/2023 17:21:59 Created on N/A
Modified 14/07/2023 17:22:81 Medified: N/A
Close site [ Systemn logs available offlne O Connectsd
[ Project saved on Urmet Clovd [ Configuration shgned
Export
Mede: N/&
Delete projects
Exit Security status: /&
Connected devices: N/A
P et Interface: 1033316 (478277059401 | £
C 0 m (D [ Remote connection Connect

Figure149. & { A (i S ¢ prijéctidendfigridifferent from that of the system site

As shown in the figure above, tpeojectidentifier is different fromi1689259878. If you connect to a system
already configured and working (with identifi@&68925987%) and try to apply this configuration, you could
inevitably lose the work already done. To avoid this, when the local identifier does not coincide with the
system identifier that iswith system already configured), after pressing tBmhnect button, the following
message is displayed:

possible only if you open the correct praject or create a new

e The site id doesn't match the live site id. This action is
one,

OK

Figurel50: error message firojectidentifier and system site identifier do not match

Press the OK button to close the application and openagjainon the ¢Sitet tab with noprojectopen.

The only way to connect to the system is to load pineject connected to this system: the correct use of the
application requires in fact to have a unigpsjectfor each system from which to connect to the system
and make the modifications.
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@ The above error also occurs if thmject configuration is taken from an external configuration file
saved on a PC and you try to connect to a different identification system

If by mistake theprojecthas been deleted and you want to restore it from the system site, you can create a
new projectwith a zero identifierthat iswithout any configuration file):

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New .
Project NEW PROJECT ™ Live status: OFFLINE
Open System D 0 System [D. N/7A
Global site 1D N7A
Site e e
- B
Save [ Configuration svaitsble [ Confguration svsiable
Created on Created on N/&
Modified: Medified: N/&
Close site [ System lags available offlne [ Connected
[ Project saved an Urmet Cloud [ Conflguration shgned
Export
Mode: N/&
Delete projects
Exit Security status: /&

Connected devices:  N/A

e |
10.3.33.16 [74:78:27.70:53:4F1 M

Het Interface:

[ Remote connecion Connect

Figurel5L a { A (i S ¢ prijectidengfieriedual to zero

Now, after choosing the right network interface, it is necessary to connect to the system.
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The following screen is displayed:

@ [New Project] IPerCom Installer Tools - App Version: 3.0.0-81 - UPTK Version: 8.3 - [m] ®
- Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New - L
Project NEW PROJECT Live status: ONLINE
Open Systemn D o System ID: 1689259875
Glokal site 1D ---
E Site name via Bologna 188/C Turin
Save [ Configuration aveilsble Conflguration svailsble
Created on: --- Created on: 13/07/2023 16:5115
Modified - Medified: 14/07/2023 17.07.09
T —
[ Project saved on Uimmet: Clovd [ Configuration afigned
Mede: Serverless
Delete projects
Exit Security status: Unlocked
Connected devices: 6
P Net Iterface 182168.33199 [0050.B6F6:0432 ~ | 1
sl | o S

Figurel526 { A1 Sé GFo 6AGK O2 ygéliénifenequil b zdick S a8 a0SY | yR

The system 1689259875 0rresponds to that of the first configuration. Now move to ti@onfiguratios
tab, the following screen is displayed:

@ [New Project] IPerCom Installer Tools - App Version: 3.0.0-81 - UPTK Version: 8.3 - [m] b3
Z- Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
A\, Import
| Create | Or import From system ‘ / | From file Configuration status  NOT ALIGNED
&\, Perlom configuration
Last modified on: --- Created on:
Edit ‘ | Apply changes
Estimated max time left
Involved devices B
Devices with the same configuration D Show
Devices not in configuration ] Show
Devices from Factory or with an older configuration [} Show
Devices with 5 newer configuration 3 Show

Figure153a/ 2 y FA3Adz2NY GA2yé Gl o6 (G2 AYLRNIG GKS O2yFA3Adz2NI A2y

In this case theCreaté button is frozen because any local configuration created would have a different
identifier from the one already present on the system site and could not be transferred.
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The quickest way to restoreoject configuration compatible with the system site configuration is to press
the "From systerhbutton. The following screen is displayed:

Configuration

Please select configuration

System 1D Configuration Devices

1689259875 14/07/202317.07.09 3

coreet

Figurel54: importing from system configuration

After selecting the only available configuration on the system, thabrt' button is enabled. Press the
"Import’ button to import the keys and the system configuration, as already described above.

Press the OK' button, the dSitet tab restores the alignment:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New .
Project NEW PROJECT ™ Live status: ONLINE
Open System D 1689252875 Syatem D 1689259¢75
Glokal site 1D ---
-
Save Configuration aveilable Configuration availshle
Created on: 16/06,/2023 16:52.42 Created on: 16/06/2023 16:52:42
Medified 14/07/2023 17.07.09 Medified: 14/07/2023 17:07.09
Close site [ System logs availsble offline Connected
[ Aroject saved on Urmet Clovd Conflguration aligned
Export
Mede: Serverless
Delete projects
Exit Security status: Unlocked
Connected devices:
Nt Interfac 2168.33 SOBEFE.432 ~ £
P et Interface: 192168.33199 [00:50:B6F8:04:32 ~ | o
com| | @

Figure155:a { A (i S ¢ prijéctand dysténisite aligned

The procedure of creating a new project witht any configurations mandatory if you want to change the
configuration of a villa kit in IPerCloud mode with a 1060/@firyepanel In this case, however, after having
connected to the system and downloaded the configuration, to modify it it is necessary to set an installer
password from thedSecuritg tab (see paragraplSecurity. With this password you can then access the
configuration for any changes.
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QJ(

LF Iy AyadlfftSNI ONBI{GSa | LINB2SOG 6A0GK | af{eéeai
Gaéaﬁév 62F SKAOK KS Aa Fy FdzikK2NRAT SR Ayadl S
button, the operation in question is prevented if ihstaller has already created a project with a
d{edaidsSyYy L5¢ Sldzrt G2 0GKIFG 2F GKS aAdsS (2 o6KAOK

Tools is the following:

There is already a project for this site in your project list.
Please open the project "Project A" to work on this site.

QK

Figurel56: attempt to create a second project for the same site prevented

7.7 Systems with two configurations

Once an IPerCom system has been configured and is operational, it is assigned a unique ,dexitfer
oSystem IB @alculated from the date the configuration file was created.

LT 2yS 2NJ Y2NB RSOAO0SAa 6A0GK I RATTSNS Byster®B®Y T A MNENI
connected to this system and these devices are put into configuraliterCom Installer Toaleports the
anomaly with the following dialog box:

The connected system contains multiple configurations with

! different system ids. This normally indicates a configuration
problem, it is advisable to detect the misconfigured devices
and fix them as soon as possible,

QK

Figurel57: message in case of devices/applications with different configuistibfierent system IDs)

In this situation it is impossible to distribute the configuration; in fact, if you close the previous dialog box
' YR LINBpgpfchange8 adzid2y> (GKS F2fft2¢gAy3a YSaal3iaS A& RA

The site id (1747323699 doesn't match the live site id
[1747381035), This action is possible only if you open the
carrect project or create a new one.

0K

Figurel58 different system IDs
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Ly Git€S Ga 62 2y GKS STl arARSemdNBZF 1RSI G2NNIKS( (LANPG
Ad aK2gys gKAES 2y (KS N Sy&tém B A &l%fe ebfidnftHe firdt if @latéd2 { K !
to the correctly configured system, while the second is related to the system from which the added device
comes. The above is reported below:

Global site 10 - 3

i;l System I0: 747383699
(E— E :
Site name -

Figurel59 RAFFSNBy (i &aeaidSy L5a Ay GFo a{AdGS¢

System ID: 1747381035, 1747383699

This situation is abnormal and must be fixed immediately by disconnecting the device added incorrectly.

Therefore, lefore adding a new device on an already configured system, it is good to make sure that it is
not configured otherwise, it is advisable to proceed with a factory reset of the device
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7.8 System remote access

All the operations described above can also be carried out with the system in remote thatlswithout
being physically connected to the system with your PC. This operating mode is possible if the following
conditions are met on the system to which you need to connect remptely

9 atleast one of the following devices is presedrverl060/1,Modular Calling Station with060/48
Entry Panel060/21,Entry Panel060/33,Entry Panel060/34,Videodoor phoner YQG 1761/3x,
Video door phonp Q Q 5" #761M516-18-19, Video door phonp WYQG 1761/6,Video door phone
MAX1717/2x, 3x, 4Xyideo door phong ®&kicl741/1-2-3, Door phoneéVliro 1160/3;

9 the system is connected to the Internet

91 the system has the remote access function enabled.

£, The remote access function can be configured irdithe&ntenance settingssection of thedSystens
U tab of the configurator. For further details see tlieintenance Settinggparagraph

0 The list of deviceeported above also includes video door phones in the U versioQ@, MAX
MnQQY¥Y +hD

Remote access is carried out via an already existing project with the same iderfiifistem I T as$he R 0
(remote) plant site to which you want to connect.

This represents the most common use case: the installer, connected to the system with his PC, defines the
configuration of the system itself; the relevant project remains availabléP@nCom Installer Todigr any
modifications, even remotely, by the installer himself.

How to remotely access a system is now described in more detail.
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REMOTEACCESBHROUGIAN ALREADEXISTINEROJEC(WITH IDENTIFIERAME AS THE REMOS¥ESTEM SITE

After startinglPerCom Installer Tootsd opening the corregbroject with the dOpert button, the screen
that appears is the following

Figurel60: project with the same identifier as that of themotesite

At this point, in the red section of the above figure

1 select the network interface (IP address and MAC address) through which your PC connects to the
remote system via the Interngt

i select the Remote connectidntem;
f LINEB & &Coringctd sit¢é 06 dzii (1 2 v
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