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1 Introduction 
 

IPerCom 3.3.0 is an IP video door phone system with the following features: 

1. it supports small and medium-sized systems with a maximum number of 1000 IP devices and a 

maximum number of 1000 users without having to use any system server1; 

2. it supports large-scale systems with a maximum number of 4000 IP devices and a maximum 

number of 10000 users, if the system is equipped with one or more servers; 

3. it is updated and configured via the IPerCom Installer Tools application (released for the Windows 

operating system) if the system is medium-large sized: both for the update and for the 

configuration an Internet connection is required as it is necessary to register to Urmet Cloud (for 

further details see the Upgrading and configuring an IPerCom system paragraph); 

4. it is updated by the Villa Kit Updater application (released for the Windows operating system) and 

configured by video door phones of the system, if the system is small-sized (single-family systems): 

for the updating an Internet connection is required and it is not necessary to register to Urmet 

Cloud (for further details see the Upgrading and configuring an IPerCom system paragraph); 

5. allows you to receive calls on a smartphone/tablet via the CallMe app, even without having a door 

phone or a video door phone in the apartment (for further details see the IPerCloud mode 

paragraph); 

6. it allows the system logs to be displayed on the system switchboards2 and IPerCom Installer Tools 

(in this case only if there is at least one server in the system), that is the events relating to system 

operations (call log, access point activity, user activity, alarms and so on); 

7. it allows displaying on switchboards and IPerCom Installer Tools the system diagnostic, i.e. a set of 

information that allow understanding if all the devices connected to the system work properly and 

if they have been correctly updated and configured; 

8. provides high cyber security in relation to the following points: 

o passwords used by system applications and devices, 

o system firmware update, 

o access to the system configuration, 

o calls to the CallMe app, 

(for further details see the IT security of the IPerCom system paragraph). 

9. it does not have single vulnerability points both in case of systems without servers and in case of 

systems with several servers3; 

10. it can work on an existing network with other already installed devices; 

11. it is not necessary for the installer to have in-depth knowledge of IP networks: it is sufficient to 

have a basic knowledge of network equipment (switches, routers and PoE ports) and their 

connections; 

 

 
1 The presence of a server is however recommended for systems with more than 500 devices to better optimize the workload of the system and make the use of the IP network by 

the system more efficient. 

2 The switchboard allows the concierge staff of a building to manage the typical functions of a switchboard station: starting from version 3.2.0 of IPerCom the switchboard station is 

implemented not only with the  Switchboard software application but also with a physical device with table support 1060/42. 
3 In systems with up to 1000 IP devices and/or 1000 users and only one server, there will only be a 15-minute downtime if it stops operation. With more than 1000 IP devices and/or 

1000 users and only one server the disruption would be permanent; therefore, in these conditions, it is recommended to have more servers (at least 2) in the system, so that any 

malfunction of one of the servers is compensated for by the presence of the others, and this does not cause any disruption to the system. 
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12. allows you to manage technical assistance in two different ways: 

o connect remotely via IPerCom Installer Tools to the system (if the system is properly 

configured); 

o export the configuration file (typically <1MB) from IPerCom Installer Tools or video 

door phone and send it to assistance, which always imports it via IPerCom Installer 

Tools. 

13. allows, through IPerCom Installer Tools and in systems with at least one server, to have the backup 

of the configuration file, even periodically (in automatic mode) on a USB stick (connected to the 

server);  

14. allows, in systems with at least one system server, to automatically perform the firmware update 

of all devices via the server itself (appropriately configured and updated). 
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1.1 Upgrading and configuring an IPerCom system 
 

The IPerCom system allows you to choose between 4 possible types of system: 

¶ άMulti BlockέΣ ŦƻǊ ƭŀǊƎŜ-sized installations; 

¶ άMultiple StairsέΣ ŦƻǊ ƳŜŘƛǳƳ-sized installations with multiple stairs on a single block; 

¶ άSingle StairέΣ ŦƻǊ medium-sized installations with a single stair; 

¶ άVilla kit (one-household)έΣ ŦƻǊ ǎƛƴƎƭŜ-family installations. 

 

The first three types represent a medium or large sized system and the use of the IPerCom Installer Tools 

application for both updating and configuring the system to 3.3.0 version (or higher) is mandatory. 

The last type represents a small-sized system: in this case the update is performed by the Villa Kit Updater 

application while the configuration is done directly via a video door phone of the system itself (VOG7, Basic 

or MAX). 

 

The update via IPerUpgrade is no longer supported by versions of IPerCom 3.3.0 or higher. 

 

Both IPerCom Installer Tools and IPerCom Kit Villa Updater are applications for Windows. 

 

For more information on the various types of systems supported, see the paragraph Selecting the 

system topology (model) and the configurator structure. 

 

To configure a system, the IPerCom Installer Tools application and the VOG7, Basic and MAX video door 

phones use the same integrated application, the configurator: the operating mode is completely similar in 

both cases (for further detail see paragraph The configurator). 

 

In general, the single-family system can also be configured using IPerCom Installer Tools, but all the 

features of IPerCom Installer Tools are not necessary for configuring this type of system: therefore, 

to simplify the procedure, it is advisable to use the configurator integrated into the video door 

phones of the system itself. 

 

If the single-family system does not have video door phones that integrate the configurator, it is 

mandatory to use the IPerCom Installer Tools application for configuration. 
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To update a system, the application used by IPerCom Installer Tools and the Villa Kit Updater application 

have different functioning. 

For all the details on how the Villa Kit Updater application works and more generally on the configuration 

ƻŦ ŀ άVilla kit (one-household)έ ǘȅǇŜ ǎȅǎǘŜƳΣ ǊŜŦŜǊ ǘƻ ǘƘŜ ǇŀǊŀƎǊŀǇƘ Upgrading and configuring a single-

family system. 

In reference to the IPerCom Installer Tools application, please refer to the paragraphs below: 

¶ IPerCom Installer Tools application, for a general introduction to the application; 

¶ Upgrading a system through IPerCom Installer Tools, for the upgrade of a system; 

¶ Commissioning a system through IPerCom Installer Tools, for the configuration of a system. 

 

Registration to Urmet Cloud is mandatory both for updating and configuring a system with IPerCom 

Installer Tools: the PC (where the IPerCom Installer Tools application is installed) must therefore have an 

Internet connection. 

Without registration to Urmet Cloud, it is not possible to use the IPerCom Installer Tools. 
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Below is a list of the main features of the application: 

¶ check if a more up-to-date version than the one installed is available, then download and install it; 

¶ detect the IPerCom version installed on a system; 

¶ select which version of IPerCom you want to work with; 

¶ select the IPerCom version to update the system to and then proceed with the upgrade; 

¶ create a project to be associated with a system (site), if the system is still to be configured; 

¶ modify and save a project with its configuration only on Urmet Cloud so as not to lose them (for 

example if the data on your PC is no longer available); 

¶ import a project from PC and export a project to PC; 

¶ import a project to a higher IPerCom version (import is possible for projects created starting from 

IPerCom 2.0.0); 

¶ connection to the system (site) you want to configure; 

¶ distribute the configuration associated with a project to the system (site); 

¶ set the time of the system or retrieve its time; 

¶ view the system diagnostics, that is view if all the devices are aligned with the same version of 

IPerCom, if they are correctly connected to the system and if the configuration is aligned across the 

entire system; 

¶ view the system logs, for example list of calls, access to main doors and gates, alarms (this function 

is only available if there is at least one 1060/1 Server in the system); 

¶ carry out a backup of the system configuration directly on your PC or in automatic mode on a USB 

stick connected to the 1060/1 Server; 

¶ change the configuration of a system even remotely (with a remote system properly configured); 

¶ use the CallMe Manager application to configure call forwarding; 

¶ transfer of ownership of a system (site) to another installer or building manager; 

¶ pre-activate the licenses for IPerCloud mode; 

¶ view the history of pre-activated licenses; 

¶ run the test mode for IPerCloud mode. 

 

All these features, which will be explained in detail in this manual, make IPerCom Installer Tools a useful 

and versatile tool for the installer. 

 

The system technical manual for the installer is intended as a manual for setting up an IPerCom 

system, so for the use and the detailed installation of the single devices and software applications 

please refer to the relevant user and installation manuals, available on the website www.urmet.com. 

 

In this manual, calling station means a generic call module or entry panel of the system, while an 

apartment station means a video door phone or door phone in an apartment. 

 

 

  

http://www.urmet.com/
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1.2 IT security of the IPerCom system 

To increase the IT security of the IPerCom system, some changes have been introduced regarding the 

following points: 

¶ passwords used by applications and system devices; 

¶ access to the configuration of a system; 

¶ firmware update of a system via IPerCom Installer Tools; 

¶ calls to smartphones/tablets on which the CallMe app has been installed and configured 

(real-time calls via the Internet). 

 

1.2.1 Password security and remedies to prevent brute force attacks 
 

1. The complexity of new passwords must meet the requirements below: 

 

-  minimum length: 8 characters, 

-  maximum length: 19 characters, 

-  presence of at least one uppercase character, 

-  presence of at least one lowercase character, 

-  presence of at least one numeric character, 

-  presence of at least one special character. 

 

If your password does not meet these requirements, a dialog box listing all the above 

requirements is displayed. 

 

Therefore, there must be no fixed passwords, which can easily be recovered by attackers to carry 

out attacks on the system  

 

The passwords subject to this change are detailed below: 

-  installer password, both when it is entered when creating the configuration of a new 

project and when it is modified (from configurator or IPerCom Installer Tools); 

-  password to start the Switchboard application (entered from the configurator); 

-  password to enable RTSP streaming video of one or more calling stations; 

-  password (when requested) to change the date and time from the video door phones 

VOG7, Basic and MAX. 
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 This manual will explain in detail where the passwords listed above appear and their use. 

  

In the case of IPerCom systems created with versions prior to version 3.1.0, the old 

passwords continue to be valid even if they do not satisfy the above requirements. However, 

it is advisable to modify them as previously written. 

 

The Urmet Cloud registration passwords for the IPerCom Installer Tools, CallMe Manager 

and CallMe applications already meet the above requirements in versions prior to 3.1.0. 

 

2. Because of point 1), the fixed password "1937" (where present) has been removed from the 

applications and devices of the IPerCom system. 

 

 

3. Protection against "brute force" attacks aimed at discovering passwords in use. 

 

To protect applications and software from possible "brute force" attacks, it is necessary to wait 5 

seconds to enter a new password (if the previous one was wrong). This delay, combined with the 

new password security requirements, makes this type of attack practically impractical for an 

attacker. 
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1.2.2 Access to a system configuration 
 

To ensure a high level of security regarding access to the configuration of an IPerCom system, it is 

necessary to follow the instructions below based on the type of system model you wish to configure. The 

available system models are listed below: 

¶ άVilla kit (one-household)έΣ ŦƻǊ ǎƛƴƎƭŜ-family installations, 

¶ άSingle StairέΣ for medium-sized installations with a single stair,  

¶ άMultiple StairsέΣ ŦƻǊ ƳŜŘƛǳƳ-sized installations with multiple stairs on a single block,  

¶ άMulti BlockέΣ ŦƻǊ ƭŀǊƎŜ-sized installations. 

 

For further details on the 4 system models above, see the paragraph Selecting the system topology 

(model) and the configurator structure. 

 

¢ƘŜ ƛƴǎǘǊǳŎǘƛƻƴǎ ǘƻ Ŧƻƭƭƻǿ ŀǊŜ ŘƛŦŦŜǊŜƴǘ ŘŜǇŜƴŘƛƴƎ ƻƴ ǿƘŜǘƘŜǊ ȅƻǳ ŎƘƻƻǎŜ ǘƘŜ άVilla kit (one-household)έ 

model or one of the last 3 models listed, as explained below. 

 

άSINGLE STAIRέ OR άMULTIPLE STAIRSέ OR άMULTI BLOCKSέ SYSTEM 

For these models, the presence of the installer and building manager is required to guarantee the safety of 

the system. Both play a specific role using specific applications, as shown below: 

-  IPerCom Installer Tools (Windows application) for the installer (registration on Urmet Cloud 

is required and therefore the PC where the IPerCom Installer Tools application is installed 

must have an Internet connection); 

-  CallMe Manager (Windows application) for the building manager (registration on Urmet 

Cloud is required and therefore the PC where the CallMe Manager application is installed 

must have an Internet connection). 

 

 

Both applications cannot work without registration to Urmet Cloud. 

 

 

The list of actions to be carried out by the installer and building manager is shown. 
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INSTALLER 

The installer, after installing the system, uses the IPerCom Installer Tools application to: 

 

-  create an Urmet Cloud account and authenticate with this account on Urmet Cloud by 

means of IPerCom Installer Tools (see paragraph Urmet Cloud authentication); 

-  update the system if necessary (see paragraph Upgrading a system through IPerCom 

Installer Tools); 

-  create a new project (see paragraph Creating a new project); 

-  connect to the system (see paragraph Connecting to the system and transferring the 

configuration); 

-  create a configuration with the related password to access the configuration itself (see 

paragraph The configurator); 

-  distribute the configuration to the system (see paragraph Connecting to the system and 

transferring the configuration); 

-  invite the building manager via email to acquire ownership of the plant site (see paragraph 

Transfer of the ownership of the site from installer to a building manager). 

 

 

The email sent by the installer to the building manager contains the links to download the CallMe 

Manager application and related manual and a third link to acquire ownership of the system site. 

 

 

Authentication on Urmet Cloud ensures that projects can only be opened by the authorized installer, 

i.e. the same installer who created the project, and by no one else, unless the authorized installer 

transfers his authorization to a second installer. Without this transfer of authorization, any attempt 

to open a project by an unauthorized installer is blocked by the application. 

 

BUILDING MANAGER 

The building manager, after acquiring ownership of the plant site, uses the CallMe Manager application to: 

 

-  suspend the installer once he has finished the configuration phase and the same 

configuration has been applied to the system (this is useful to prevent the installer from 

making changes to the system without the building manager's knowledge); 

-  re-enable the installer (if you need to make new configuration changes) and suspend it 

again; 

-  change installer (if necessary); 

-  invite a new building manager to transfer ownership of the site (if necessary). 

 

 

 

For further information, consult the CallMe Manager application booklet in the download area 

relating to IPercom. 

 

https://www.urmet.com/en-us/Professional/Tools/Software-and-Firmware
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No installer, other than the one authorized by the building manager, can make changes to the 

system. 

 

Managing an IPerCom system with the IPerCom Installer Tools and CallMe Manager applications 

therefore guarantees a high safety standard for the "Single Stair", "Multiple Stairs" and "Multiple Blocks" 

system types. 

 

άVILLA KIT (ONE-HOUSEHOLD)έ SYSTEM 

In this case the, after a possible update, configuration does not require the use of specific applications and 

the role of a building manager is not required. In fact, given that the system generally consists of a calling 

station and one or more video door phones, the configuration can be done by the installer directly from the 

VOG7, MAX or Basic video door phones (after entering the installer password). Once the configuration has 

been completed, the owner of the apartment must always block the system with the VOG7, MAX or Basic 

video door phones using an appropriate password and no one will be able to access the configuration 

again. 

 

 For further information, see the paragraph Upgrading and configuring a single-family system. 

 

The owner can unlock the system to allow access to the installer (when it is necessary to make substantial 

changes to the configuration): once the installer has made changes to the system, the owner can lock it 

again. 

Changing the installer password does not require knowing the previous one. This means that if the owner 

decides to change installer, the new installer can enter his own password without knowing that of the 

previous installer. Similarly, if the installer has more simply forgotten the password, he can enter a new one 

without entering the previous one. 

Finally, the owner can change the installer password if necessary. 

The management of an IPerCom system of the άVilla kit (one-household)έ type therefore guarantees a 

high safety standard if the system itself is blocked by the owner of the apartment after the installer has 

finished the configuration part. 
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1.2.3 Updating the firmware of a system 
 

To update an IPerCom system, you must follow the instructions below depending on the type of system 

you want to update. 

The available system models are listed below: 

¶ άVilla kit (one-household)έΣ ŦƻǊ ǎƛƴƎƭŜ-family installations, 

¶ άSingle StairέΣ ŦƻǊ ƳŜŘƛǳƳ-sized installations with a single stair,  

¶ άMultiple StairsέΣ ŦƻǊ ƳŜŘƛǳƳ-sized installations with multiple stairs on a single block,  

¶ άMulti BlockέΣ ŦƻǊ ƭŀǊƎŜ-sized installations. 

 

For further details on the 4 system models above, see the paragraph Selecting the system topology 

(model) and the configurator structure. 

 

¢ƘŜ ƛƴǎǘǊǳŎǘƛƻƴǎ ǘƻ Ŧƻƭƭƻǿ ŀǊŜ ŘƛŦŦŜǊŜƴǘ ŘŜǇŜƴŘƛƴƎ ƻƴ ǿƘŜǘƘŜǊ ȅƻǳ ŎƘƻƻǎŜ ǘƘŜ άVilla kit (one-household)έ 

model or one of the last 3 models listed, as explained below. 

 

άSINGLE STAIRέ OR άMULTIPLE STAIRSέ OR άMULTI BLOCKSέ SYSTEM 

The firmware update of a system to version 3.3.0 (or higher) must be performed via IPerCom Installer Tools 

after authenticating to Urmet Cloud: this requires having an Internet connection available on the PC where 

IPerCom Installer Tools is installed. 

 

 

 

Upgrading to version 3.3.0 (or higher) via the IPerUpgrade application is no longer supported. 

 

 

Depending on whether the system is only installed or installed and already configured, the rights to be able 

to update the system are different. 

 

If the system is only installed but has not yet been configured, any installer can proceed to update the 

system (via IPerCom Installer Tools) after authenticating to Urmet Cloud. 

 

If the system is installed and configured, only the authorized installer can proceed to update the system 

(via IPerCom Installer Tools) after authenticating to Urmet Cloud. In general, the authorized installer is the 

installer who configured the system. 

 

An installer other than the authorized one does not have permission to perform the firmware update: in 

fact, after authentication to Urmet Cloud, the IPerCom Installer Tools application notifies the installer that 

he does not have the rights to update the system. 
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If after configuring a system or in general after making changes to the system configuration, the 

building manager suspends the installer, the latter is not authorized to update the system until he is 

re-enabled by the building manager. 

 

If the installer is replaced by the building manager with a new installer, the first installer no longer 

has the rights to update the system. 

 

 

If a system has been updated to version 3.3.0 (or higher), any other update (even to versions lower than 

3.3.0) must always be performed via IPerCom Installer Tools and not via IPerUpgrade. The installer who can 

perform the update is always the authorized one, as reported above. 

 

In general, starting from IPerCom version 3.3.0, the IPerCom Installer Tools application can update a system 

to a generic version of IPerCom, regardless of the IPerCom version present on the system itself. 

 

The IPerUpgrade application allowed to update the system without checking whether the 

installer was authorized or not. Updating a system through IPerCom Installer Tools makes the 

operation safer as it is not allowed to any installer. 

 

 

The IPerUpgrade application can update systems to IPerCom versions up to 3.2.0, provided that 

the version already present on the system is not version 3.3.0 or higher. 

 

 

άVILLA KIT (ONE-HOUSEHOLD)έ SYSTEM 

The firmware update of a system to version 3.3.0 (or higher) must be performed via the Villa Kit Updater 

application: in this case authentication on Urmet Cloud is not required but it is mandatory that the PC 

where the Villa Kit Updater application is installed has an Internet connection available. 

If a system has been updated to version 3.3.0 (or higher), any other update must always be performed via 

Villa Kit Updater application and not via IPerUpgrade. 

 

Villa Kit Updater application can only update a single-family system: downgrade procedure is not 

supported. 

 

Upgrading to version 3.3.0 (or higher) via the IPerUpgrade application is no longer supported. 

The IPerUpgrade application can update systems to IPerCom versions up to 3.2.0, provided that 

the version already present on the system is not version 3.3.0 or higher 
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Regardless of whether the system is not configured or has been configured via the VOG7, Basic or 

Max video door phones, any installer can proceed with the system update, since authentication 

on Urmet Cloud is not required. 

 

For full details on the Villa Kit Updater application see the following paragraphs: 

¶ Upgrading and configuring a single-family system, 

¶ Upgrading a single-family system through app Villa Kit Updater. 

 

 

1.2.4 Calls to CallMe app (real-time calls over the Internet) 
 

All devices (except Call Module 1060/12-13-17-18-23 and Entry Panel 1060/71-74-75-78) that can make 

calls to smartphones/tablets, that have CallMe app installed, have the SRTP (Secure Real Time Protocol) 

protocol active (this option cannot be changed). 

Devices generally mean calling stations, door phones and video door phones (for further information on 

IPerCom devices see IPerCom devices and features offered by the system). 

The SRTP (Secure Real Time Protocol) protocol guarantees high security of real-time communication on the 

Internet thanks to the following features: 

o audio/video stream encryption (to protect data from interception), 

o data integrity (to detect any changes to packets), 

o protection against replay attacks (using tokens). 
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1.3 IPerCloud mode 
 

The IPerCloud mode, integrated into the IPerCom system starting from version 3.0.0, allows to receive calls 

on the άUrmet CallMe 2023 ed.έ app (for smartphones/tablets) without the need for a door phone or video 

door phone in apartment: in this mode, the apartments are defined as IPerCloud apartments. 

The άUrmet CallMe 2023 ed.έ app is available for both Android (minimum version 8) and iOS (minimum 

version 13) and in this manual it will simply be called the CallMe app. 

 

In general, the CallMe app can be used with IPerCom systems with a minimum version of 2.1.0. For 

versions below 2.1.0, it is necessary to use ά¦ǊƳŜǘ /ŀƭƭaŜέ ŀǇǇ ŀǾŀƛƭŀōƭŜ ŦƻǊ ōƻǘƘ !ƴŘǊƻƛŘ όƳƛƴƛƳǳƳ 

version 5) and iOS (minimum version 12.5). 

 

The call forwarding to a smartphone/tablet is also possible with versions of IPerCom prior to version 

3.0.0, with the only difference that a door phone or a video door phone is required in the apartment. 

 

The IPerCloud mode requires the use of licenses to function. These licenses have a duration of 5 years or 15 

years and are distributed in versions from 1 to 200 users. Licenses can be renewed for one year through 

CallMe in-app purchase. 

The CallMe app naturally requires an Internet connection on your smartphone/tablet to function correctly. 

In cases where Internet coverage is absent or unstable, it is possible to forward the call over the GSM 

(smartphone/tablet) or landline phone network, thus avoiding potential disruptions and making the system 

more reliable. 

The call to the GSM or landline phone network, if enabled, is forwarded both in the presence and 

absence of an Internet connection. In the first case, the call arrives approximately 10 seconds after 

the call forwarded through the CallMe application. If the user answers the call via the app, the call 

forwarded to the GSM or landline phone network is cancelled. 

 

The call forwarding service to the GSM or landline phone network is linked to licenses and has a duration of 

30 days for 15-year licenses and a duration of 5 years for 5-year licenses. In both cases, renewal can be 

done through CallMe in-app purchase and is valid for one year. 

 

For 5-year licenses, renewing the license for one year also includes the renewal of the call 

forwarding service to the GSM or landline phone network for one year. For 15-year licenses, after 30 

days, it is possible to renew only the call forwarding service to the GSM or landline phone network 

for one year. 
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The configuration of the IPerCloud mode requires the mandatory use of the following applications to be 

used in the following order: 

¶ IPerCom Installer Tools (Windows application) for the installer (registration on Urmet Cloud is 

required), 

¶ CallMe Manager (Windows application) for the installer and building manager (registration on 

Urmet Cloud is required), 

¶ CallMe (Android or iOS smartphone/tablet application) for the end-user (registration on Urmet 

Cloud is required). 

The first two applications are available on the www.urmet.com website, the third is available on the 

respective app stores. 

Below is the list of actions to be carried out by the installer, building manager and end-user for correct 

configuration of an IPerCom system in IPerCloud mode. 

 

INSTALLER 

The installer uses the IPerCom Installer Tools application to: 

¶ create an Urmet Cloud account and authenticate on Urmet Cloud with this account, 

¶ create a system configuration with IPerCloud apartments, 

¶ enable the test mode (from the configurator) and then verify that the call to a test IPerCloud 

apartment from any calling station reaches the CallMe application without pre-activating (and 

therefore wasting) any license, 

¶ disable the test mode (from the configurator), 

¶ pre-activate license bundles. 

 

The installer uses the CallMe Manager application (authenticating with the same account as IPerCom 

Installer Tools) to: 

¶ activate the licenses and apply them to the IPerCloud apartments, 

¶ transfer the property of the site to the building manager via invitation sent via email. 

 

All these features will be explained in detail in the relevant paragraphs. 

 

Creating the configuration in IPerCom systems in IPerCloud mode must be done exclusively by 

IPerCom Installer Tools. Any changes must also always be made by IPerCom Installer Tools starting 

from the relevant project (see paragraph How to use IPerCom Installer Tools for the configuration 

of a system). 

 

 

http://www.urmet.com/
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BUILDING MANAGER 

The building manager must first accept the invitation sent by the installer, then use the CallMe Manager 

application to: 

¶ create an Urmet Cloud account and authenticate on Urmet Cloud with this account, 

¶ acquire the site created by the installer, 

¶ generate letters (pdf format) with the QR-code, 

¶ send letters via email or post to users. 

 

Printing the letters in PDF is an activity that the installer could also do via the CallMe Manager 

application, after assigning the licenses. Once printed, the installer can send them via email to the 

building manager, who forwards them to the various apartment residents. 

 

The point of union between the two apps is the transfer of the ownership of the site from the installer to 

the building manager, meaning by site the topological structure of the system. The transfer takes place, as 

already mentioned, by means of an invitation sent via email from the installer to the building manager via 

the CallMe Manager application. 

 

The topological structure (of the system) is intended as a simplified map of the various elements that 

compose it (blocks, stairs, floors, and apartments) and their relative positioning. 

 

For further details on the use of the CallMe Manager app, see paragraph Configuring the call 

forwarding function in IPerCom systems in IPerCloud mode, where the main steps to activate the 

license bundles, associate the licences to an apartment and print the relevant QR codes are shown. 

For more detailed information, please refer to the app user manual which can be downloaded from 

the website www.urmet.com. 

 

END-USER 

The end-user uses the CallMe application to: 

¶ create an Urmet Cloud account and authenticate on Urmet Cloud with this account, 

¶ scan the QR code sent by the building manager to associate the account (created in the previous 

point) with the apartment. 

Once this is done, you can receive the call to an IPerCloud apartment on your smartphone/tablet. 

  

http://www.urmet.com/
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For further details on using the CallMe app, see the paragraph Configuring the call forwarding 

function in IPerCom systems in IPerCloud mode, where the fundamental steps to follow to receive a 

call from an IPerCloud apartment will be illustrated. For more detailed information, please refer to 

the app user manual which can be downloaded from the website www.urmet.com. 

 

The various points reported above can be summarized as follows: 

 

Figure 1:  IPerCloud mode configuration 

 

Since the IperCloud mode is integrated into the IPerCom system, it is important to underline that all the 

IPerCom functions are also available for the IPerCloud apartments (for example access control and 

activations); therefore, everything written for the Ipercom system also remains valid for the Ipercloud 

mode, except where explicitly indicated. 
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2 IPerCom devices and features offered by the system 

IPerCom system 3.3.0 supports the devices indicated below4: 

¶ Server: 

o IPerCom Server 1060/1 

¶ Switchboards: 

o Switchboard (PC software application) 1060/415 

o Switchboard (physical device with table support) 1060/42 

¶ Calling stations: 

o Call module soft touch 1060/12-13 and vandal-proof 1060/17-18 

o Vandal-proof call module 1060/23 

o Modular entry panel with 1060/48 

o Entry panel 1060/71-74-75-78 

o Entry panel 1060/33 

o Entry panel 1060/34 

o Entry panel 1060/21 

o Private Call Module 1060/22 

¶ Apartment stations: 

o Video door phone тΩΩ ±hD7 1761/31-32-33 

o ±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ тΩΩ ±hD7 1761/31U-33U 

o Video door phone 5'' VOG5+ 1761/15-16-18-19 

o Video door phone 5'' VOG5+ 1761/15U-16U 

o Video door phone 5'' VOG5 1761/6 

o Video door phone тΩΩ MAX 1717/31-32-33-34-41 

o Video door phone 10ΩΩ MAX 1717/21-22-23 

o Video door phone 10ΩΩ MAX 1717/21U-23U 

o Video door phone тΩΩ Basic 1741/1-2-3 

o Video door phone IPerCom Client 1060/43 (software application) 

o Video door phone млΩΩ 1761/23 (for the Chinese market only) 

o Door phone Miro 1160/3 

¶ Key Readers: 

o Key reader 1060/45 

o Key reader 1060/86 

¶ Relay Actuators: 

o Relay Actuator 1060/84 v. 2.07 

o Relay Actuator 1060/84 v. 3.04 

o Relay Actuator 1060/84 v. 4.05 

¶ Integration Devices: 

o IPerTalk Server / IPerTalk Server V1 

o IPassan Controller 

o 2Voice Gateway 1083/59 

 

 
4 IPerCom supports a maximum of 20 apartment stations per apartment and a maximum of 10 switchboards 1060/41. 

5 The switchboards (both the PC application and the physical device) supports event log and diagnostic functions. For further details see the user manuals on www.urmet.com. 
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¶ Other Devices: 

o IPerCom Clock Module 1060/85 

o Lift Interface 1060/37 

o RTSP Camera 

o RTSP Camera (NVR) 

 

It is recommended to have a maximum of 200 devices in an IPerCom system including Key Reader 

1060/45, Key Reader 1060/86, Relay Actuators 1060/84, and Lift Interface 1060/37. 

 

The set of supported devices for each version of IPerCom officially released is reported in APPENDIX 

W: Devices supported by IPerCom versions. 
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IPerCom 3.3.0 system supports the following services: 

o Audio/video communication on calls from calling station to an apartment station and on 

intercom calls, 

o Opening of the main door and gate from apartment stations during call and conversation 

with calling stations, 

o Auto-on on all calling stations and RTSP Cameras from all video door phones of the system 

(for VOG5 and VOG5+ video door phones, see the list of supported RTSP Cameras in 

APPENDIX X: RTSP Cameras supported by IPerCom video door phones), 

o Access control, 

o Addition of 2Voice type columns to the IPerCom system through the 2Voice Gateway 

1083/59, 

o Display of the system logs (if there is at least one Server 1060/1 in the system) and the 

diagnostic through the IPerCom Installer Tools application (both services are available on 

the Switchboard even without the presence of a Server 1060/1 in the system), 

o Activation of Relay Actuator 1060/84 outputs through: 

Á system events, 

Á events on Relay actuator inputs (starting from firmware version 3.04), 

Á scheduling. 

o Calling station gate contact configurable as 1060/84 Relay Actuator output, 

o System alarm generation through events on Relay actuator 1060/84 inputs (starting from 

firmware version 3.04), 

o User detection function, that is the passage of a proximity key or the entering of an opened 

door key code associated with a resident or non-resident, in addition to opening the access 

point, also activates one or more outputs of a Relay Actuator depending on the user, 

o Remote relay, remote hall button and (door left opened) remote sensor functions (by 

means of Relay Actuators with firmware version 4.05), 

o Control of one or more lifts through the Lift Interface 1060/37, 

o Call divert to another apartment or to switchboard, 

o Firmware upgrade via IPerCom Installer Tools or Villa Kit Updater applications for Microsoft 

Windows (available at www.urmet.com) or via Server 1060/1, 

o IPassan advanced access control and IPerTalk system integration, 

o IPerCloud mode integration, 

o Floor call button on apartment station configurable as an alarm button, 

o Hall button configurable as switchboard call button, 

o Services on Android and iOS smartphones/tablets via CallMe app: 

Á Call forwarding on smartphone/tablet, 

Á Auto on on IPerCom calling stations, 

Á Intercom calls to apartment staions, 

Á Display of missed calls with snapshot from calling stations, 

Á Opening of main doors and gates during and outside calls, 

Á Sending commands to activate the outputs of one or more Relay Actuators, 

Á Alarm history display with emergency call, 

Á Renewal of licenses with in app purchase (only in IPerCloud mode), 

Á Callback to a landline or GSM telephone network if Internet coverage is absent 

(only in IPerCloud mode), 

http://www.urmet.com/
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Á Sharing of the service up to 3 users (in IPerCloud mode sharing is up to 9 users). 

 

o Switchboard service: 

Á Day mode to intercept calls, 

Á Night mode, 

Á Stand-by with divert function on other switchboards, 

Á Door opening, 

Á Display of active calls on the system, 

Á Visual and acoustic signalling of alarms with logs of received and reset alarms, 

Á Auto-on function on calling stations and RTSP Cameras, 

Á System logs displayed in 2 different modes, 

Á Diagnostic function, 

Á Activation of Relay actuator 1060/84 outputs (even through code), 

Á Lift Interface 1060/37 relay activation, 

Á Call forwarding to Android and iOS smartphones/tablets via app CallMe, 

Á Alarm, apartment call and door opener services available also via maps (function 

not available for the 1060/42 Switchboard). 

 

IPerCom system 3.3.0 supports the following licences for the IPerCloud mode: 

 

o 5 years 1 user license (5Y) 1065/001, 

o 5 years 10 users license (5Y) 1065/010, 

o 5 years 50 users license (5Y) 1065/050, 

o 5 years 100 users license (5Y) 1065/100, 

o 5 years 200 users license (5Y) 1065/200, 

o 15 years 1 user license (LT) 1065/601, 

o 15 years 10 users license (LT) 1065/610, 

o 15 years 50 users license (LT) 1065/650, 

o 15 years 100 users license (LT) 1065/700, 

o 15 years 200 users license (LT) 1065/800. 

 

The 5Y license includes the callback service on the landline/GSM network for a period of 5 years 

while for the LT license the same service has a duration of 30 days. 
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2.1 Server 1060/1 

The Server 1060/1 is a device required to manage large installations (with more than 1000 IP devices 

and/or 1000 users) and to have the System Logs available on IPerCom Installer Tools. It is possible to 

configure up to 4000 IP devices and 10000 users with at least one Server 1060/1 in the system. The Server 

1060/1, properly configured, can also update independently the various devices of the system: this means 

that it is sufficient to upgrade only the Server 1060/1, which will upgrade the rest of the system. 

It is mandatory that all servers connected to the system are configured (and therefore added to the 

configuration) via IPerCom Installer Tools: if this is not the case (i.e. servers connected but not configured) 

the system will not work properly. 

 It is strongly recommended to connect a UPS (uninterruptible power supply) device to the Server 1060/1, 

to avoid irreparable damage caused by possible voltage drops and sudden power outages. The UPS models 

currently supported are BK350EI/BK500EI/BK650EI. IPerCom Installer Tools be used to obtain information 

about the UPS parameters, including the battery charge level. Appendices P1, P2 and P3 contain detailed 

information on how to properly turn 1060/1 Server on and off, how to connect it to the UPS device and 

how to replace it in case of failure. 

 

 

 For the correct system configuration see the paragraph The configurator. 
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2.2 Call Module 1060/12-13-17-18 

The Call Module 1060/12-13-17-18 is a call station with 3.5'' colour display and alphanumeric keyboard. 

The graphic display allows access to various functions (such as the residents' address book, direct call to the 

relevant switchboard, door opening via numeric code) and the display of a welcome message (the display is 

switched on automatically by means of a proximity sensor). 

The Call Module can independently control two different outputs. The first is used to open a pedestrian 

door, the second to control the gate opening control unit of a possible garage gate. 

The device allows access to the pedestrian door and to the driveway also by means of an integrated 

proximity key reader (with 125KHz technology) or by typing a user code on the alphanumeric keypad; in the 

latter case it also allows managing the anti-coercion function through which a silent alarm is sent to the 

gatekeeper lodge exchange at the same time as the door is opened. 

It is also possible to set access to the pedestrian door and the driveway through both the reading of a key 

and the typing of a code (both enabled). 

The version 1060/12-13 features a soft-touch alphanumeric keypad and glass panel, while the version 

1060/17-18 features a vandal resistant steel front panel. 

It can be used in both 50Hz (1060/13-18) and 60Hz (1060/12-17) systems. 

 

2.3 Call Module 1060/23 

The Call Module 1060/23 is a call station with 3.5'' colour display, alphanumeric keyboard, and steel vandal 

resistant front panel. 

 

The graphic display allows access to various functions (such as the residents' address book, direct call to the 

relevant switchboard, door opening via numeric code) and the display of a welcome message (the display is 

switched on automatically by means of a proximity sensor). 

The Call Module can independently control two different outputs: the first one used to open a pedestrian 

door, the second one to control the gate of a driveway. 

The device allows access to the pedestrian door and to the driveway also by means of an integrated 

proximity key reader (with MiFare Plus technology) or user code on the alphanumeric keypad; in the latter 

case, it also allows managing the anti-coercion function through which a silent alarm is sent to the 

gatekeeper lodge exchange at the same time as the door is opened. 

It is also possible to set access to the pedestrian door and the driveway through both the reading of a key 

and the typing of a code (both enabled. 

It can be used in both 50Hz and 60Hz systems. 
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2.4 Modular calling station with 1060/48 

Modular Calling Station with 1060/48 is a calling station consisting of an IP audio and video outdoor station 

1060/48 with 2 call buttons, based on Alpha mechanics with single-module. The calling station can be 

extended up to a maximum of 45 buttons on one row or 90 buttons on two rows by means of proper 

expansion modules 1168/4 and 1168/8. 

The Modular calling station with 1060/48 can independently control two different outputs: the first one 

used to open a pedestrian door, the second one to control the gate opening control unit of a possible 

driveway. 

On the IP audio and video outdoor station 1060/48 there are 3 LEDs for signalling the system status (call in 

progress, line busy, door open and other). System status can also be signalled via vocal messages. 

For more details on configuration of the Modular Calling Station with 1060/48, see related booklet. 

It can be used in both 50Hz and 60Hz systems. 

2.4.1 Call module 

The IP audio and video outdoor station 1060/48 with the display module 1168/1 and the numeric keypad 

1168/46 make up the standard configuration of a call module. 

The display module 1168/1 allows access to various functions (such as the residents' address book, direct 

call to the relevant switchboard, door opening via numeric code) and the display of a welcome message. 

The IP audio and video outdoor station 1060/48 can independently control two different outputs: the first 

one used to open a pedestrian door, the second one to control the gate opening control unit of a possible 

driveway.  

On the IP audio and video outdoor station 1060/48 there are 3 LEDs for signalling the system status (call in 

progress, line busy, door open and other). System status can also be signalled via vocal messages. 

The call module allows access to the pedestrian door and the driveway also by entering a user code on the 

numeric keypad 1168/46. In the latter case, it is also possible to manage the anti-coercion function through 

which a silent alarm is sent to the concierge switchboard at the same time as the door is opened. 

Using the extended configuration like call module it is possible to integrate a proximity key reader module 

1168/45 (with MiFare Plus technology) for access control.  

For more details on configuration of the Alpha call module, see the links to the booklets below: 

 

¶ IP audio and video outdoor station 1060/48; 

¶ Display module 1168/1; 

¶ Key reader module 1168/45; 

¶ Numeric keypad 1168/46. 

It can be used in both 50Hz and 60Hz systems. 

https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1060%2f48
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1060%2f48
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/1
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/45
https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1168/46
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2.5 Entry Panel 1060/71-74-75-78 

The Entry Panel 1060/71-74-75-78 is a calling station with 2 push buttons (only 1 for 1060/71). 

By means of special add-on modules it is possible to extend the buttons up to a maximum number of 32. 

The Entry Panel can independently control two different outputs. The first is used to open a pedestrian 

door, the second to control the gate opening control unit of a possible garage gate. 

It can be used in both 50Hz (1060/74) and 60Hz (1060/75) systems. 

The one-button version 1060/71 is to be used in 50Hz systems. 

The Entry Panel 1060/78 It can be used in both 50Hz and 60Hz systems. 

 

2.6 Entry Panel 1060/21 

The Entry Panel 1060/21 is a vandal-proof calling station with a single push button with weather-proof 

zama front. 

It can independently control two different outputs. The first is used to open a pedestrian door, the second 

to control the gate opening control unit of a possible driveway. 

The Entry Panel integrates a proximity key reader (with MiFare technology) for access control only for the 

pedestrian door. 

It can be used in both 50Hz and 60Hz systems. 

 

2.6.1 Villa Kit with Entry Panel 1060/21 in IPerCloud mode 

The villa kit with Mikra entry panel 1060/21 in IPerCloud mode is aimed at a single-family unit and does not 

require the use of the IPerCom Installer Tools and/or CallMe Manager applications for the initial 

configuration. All configuration operations can be performed by simply scanning a specific QR-code with 

the CallMe app. The license automatically provided on the CallMe application (via the previously scanned 

QR-code) is of the LT type (15 years) with 1 month of fallback service on landline/GSM included. For further 

information, consult the relevant booklet. 

 

 

  

https://www.urmet.com/en-us/Professional/Products/Video-door-phone/Entry-panels/Details?code=1060/21
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2.7 Entry panel Mikra Plus 1060/33 

The Entry panel млслκоо ƛǎ ŀ Ŏŀƭƭ ǎǘŀǘƛƻƴ ǿƛǘƘ ŀ оΦрέ ŘƛǎǇƭŀȅ ŀƴŘ ǿŜŀǘƘŜǊǇǊƻƻŦ ȊŀƳŀƪ ŦŀŎŜǇƭŀǘŜΦ 

The graphic display allows accessing a directory with 4 names (the display switches on automatically thanks 

to a proximity sensor). 

It can independently control an output to open a pedestrian door and a second output to control the gate 

of a possible driveway. 

Visual and acoustic (vocal messages) signalling of system status (call in progress, line busy, door open, etc.). 

It can be used in both 50Hz and 60Hz systems. 

 

2.8 Entry panel Mikra Digital 1060/34 

The Entry panel млслκоп ƛǎ ŀ Ŏŀƭƭ ǎǘŀǘƛƻƴ ǿƛǘƘ ŀ оΦрέ ŘƛǎǇƭŀȅ ŀƴŘ ǿŜŀǘƘŜǊǇǊƻƻŦ ȊŀƳŀƪ ŦŀŎŜǇƭŀǘŜΦ 

The graphic display allows accessing the resident directory (the display switches on automatically thanks to 

a proximity sensor). 

It can independently control an output for pedestrian door and a second output to control the gate of a 

possible driveway. 

Visual and acoustic (vocal messages) signalling of system status (call in progress, line busy, door open, etc.). 

It can be used in both 50Hz and 60Hz systems. 

 

 

2.9 Private Call Module 1060/22 

The Private Call Module 1060/22 is a one-push button call station to be installed directly outside the main 

door of the apartment. 

It can only call the apartment station of the apartment to which the call station is associated. 

Apartment station can make auto-on on the Private Call Module. 
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2.10 Video door phone 7'' VOG7 1761/31-32-33 

The video door phone VOG7 1761/31-32-33 is a hands-free video door phone apartment station with a 7'' 

touch-screen. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands). 

Through the video door phone, the IPerCom system can be configured in the άVilla Kit (one-household)έ 

system topology only. 

Versions 1761/31-33 also integrate light and shutter automation (via integrated Yokis remote control), 

intrusion detection and video surveillance functions. 

Version 1761/32 integrates only intrusion detection and video surveillance functions. 

 

2.11 Video door phone 7'' VOG7 1761/31U-33U 

The video door phone VOG7 1761/31U-33U is a hands-free video door phone apartment station with a 7'' 

touch-screen. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands). 

¢ƘǊƻǳƎƘ ǘƘŜ ǾƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜΣ ǘƘŜ LtŜǊ/ƻƳ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ǘƘŜ άVilla Kit (one-household)έ 

system topology only. 

Versions 1761/31U-33U also integrate light and shutter automation (via integrated Yokis UP remote 

control), intrusion detection and video surveillance functions. 

For further details on Yokis UP, see the Urmet web page relating to the Smart Home. 

 

The 7'' VOG7 1761/31U-33U video door phones, apart from the light and shutter automation 

functions, are like the 1761/31-33 video door phones and therefore in this manual we will always 

refer to the versions without U. 

 

2.12 ±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ рΩΩ ±hD5+ 1761/15-16-18-19 

The video door phone VOG5+ 1761/15-16-18-19 is a hands-free video door phone indoor station with a 5'' 

display and soft-touch keys. 

The video door phone allows call forwarding to smartphones/tablets via the CallMe app (for Android and 

iOS), as well as enabling normal video door phone functions (also via gesture or voice commands). 

Versions 1761/15-16 also integrate light and shutter automation (via integrated Yokis remote control). 

The video door phone VOG5+ 1761/15-16-18-19 does not allow you to configure the IPerCom system 

or export the configuration file to an SD-card. 

 

https://www.urmet.com/en-us/Professional/Products/Smart-Home/Yokis-Up
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2.13 ±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ рΩΩ ±hD5+ 1761/15U-16U 

The video door phone VOG5+ 1761/15U-16U is a hands-free video door phone indoor station with a 5'' 

display and soft-touch keys. 

The video door phone allows call forwarding to smartphones/tablets via the CallMe app (for Android and 

iOS), as well as enabling normal video door phone functions (also via gesture or voice commands). 

Versions 1761/15U-16U also integrate light and shutter automation (via integrated Yokis UP remote 

control). 

For further details on Yokis UP, see the Urmet web page relating to the Smart Home. 

 

The video door phone VOG5+ 1761/15U-16U does not allow you to configure the IPerCom system or 

export the configuration file to an SD-card. 

 

The 7'' VOG7 1761/15U-16U video door phones, apart from the light and shutter automation 

functions, are like the 1761/15-16 video door phones and therefore in this manual we will always 

refer to the versions without U. 

 

 

2.14 Video door phone 5'' VOG5 1761/6 

The video door phone VOG5 1761/6 is a hands-free video door phone apartment station with a 5'' display 

and soft-touch buttons. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions (also via gesture commands). 

 The video door phone 1761/6 does not allow you to configure the IPerCom system or export the 

configuration file to an SD-card 

  

https://www.urmet.com/en-us/Professional/Products/Smart-Home/Yokis-Up
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2.15 ±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ тΩΩ MAX 1717/31-32-33-34-41 

The video door phone MAX 1717/31-32-33-34-41 is a hands-free video door phone apartment station with 

ŀ тΩΩ ǘƻǳŎƘ-screen display. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands for 

1717/3x versions). 

¢ƘǊƻǳƎƘ ǘƘŜ ǾƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜΣ ǘƘŜ LtŜǊ/ƻƳ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ǘƘŜ άVilla Kit (one-household)έ 

system topology only. 

Versions 1717/31-33 also integrate light and shutter automation (via integrated Yokis remote control), 

intrusion detection and video surveillance functions. 

Versions 1717/32-34 integrates intrusion detection and video surveillance functions. 

Version 1717/41 integrates only the video door phone functions. 

 

2.16 Video door phone млΩΩ MAX 1717/21-22-23 

The video door phone MAX 1717/21-22-23 is a hands-free video door phone apartment station ǿƛǘƘ ŀ млΩΩ 

touch-screen display. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands). 

¢ƘǊƻǳƎƘ ǘƘŜ ǾƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜΣ ǘƘŜ LtŜǊ/ƻƳ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ǘƘŜ άVilla Kit (one-household)έ 

system topology only. 

The video door phone MAX млΩΩ also integrate light and shutter automation (via integrated Yokis remote 

control), intrusion detection and video surveillance functions. 

The video door phone MAX млΩΩ мтмтκнн-23 are to be used for the Chinese market only. 

  



 
 

42 MT124-032P 
 

2.17 Video door phone млΩΩ MAX 1717/21U-22U-23U 

The video door phone MAX 1717/21U-22U-23U is a hands-free video door phone apartment station with a 

млΩΩ ǘƻǳŎƘ-screen display. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands). 

¢ƘǊƻǳƎƘ ǘƘŜ ǾƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜΣ ǘƘŜ LtŜǊ/ƻƳ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ǘƘŜ άVilla Kit (one-household)έ 

system topology only. 

The video door phone MAX млΩΩ ŀƭǎƻ ƛƴǘŜƎǊŀǘŜ ƭƛƎƘǘ ŀƴŘ ǎƘǳǘǘŜǊ ŀǳǘƻƳŀǘƛƻƴ όǾƛŀ ƛƴǘŜƎǊŀǘŜŘ ¸ƻƪƛǎ UP remote 

control), intrusion detection and video surveillance functions. 

The video door phone MAX млΩΩ мтмтκннU-23U are to be used for the Chinese market only. 

For further details on Yokis UP, see the Urmet web page relating to the Smart Home. 

 

The MAX млΩΩ 1717/21U-22U-23U video door phones, apart from the light and shutter automation 

functions, are like the 1717/21-22-23 video door phones and therefore in this manual we will always 

refer to the versions without U. 

 

  

https://www.urmet.com/en-us/Professional/Products/Smart-Home/Yokis-Up
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2.18 Video door phone 1761/23 

The video door phone 1761/23 is a hands-ŦǊŜŜ ǾƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ ŀǇŀǊǘƳŜƴǘ ǎǘŀǘƛƻƴ ǿƛǘƘ ŀ млΩΩ ǘƻǳŎƘ-

screen display. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands). 

¢ƘǊƻǳƎƘ ǘƘŜ ǾƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜΣ ǘƘŜ LtŜǊ/ƻƳ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ǘƘŜ άVilla Kit (one-household)έ 

system topology only. 

¢ƘŜ млΩΩ ǾƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ ŀƭǎƻ ƛƴǘŜƎǊŀǘŜ ƭƛƎƘǘ ŀƴŘ ǎƘǳǘǘŜǊ ŀǳǘƻƳŀǘƛƻƴ όǾƛŀ ƛƴǘŜƎǊŀǘŜŘ ¸ƻƪƛǎ ǊŜƳƻǘŜ 

control), intrusion detection and video surveillance functions. 

¢ƘŜ млΩΩ ǾƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ 1761/23 are to be used for the Chinese market only. 

 

2.19 Video door phone 7'' Basic 1741/1-2-3 

The video door phone Basic 1741/1-2-3 is a hands-free video door phone apartment station with a 7'' 

touch-screen display. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions (also via voice commands). 

Version 1741/2 is to be used for the Chinese market only. 

 

2.20 IPerCom Client video door phone 1060/43 

The video door phone IPerCom Client 1060/43 is a software application for Windows PCs which integrates 

with the IPerCom system and implements all the functions of a video door phone apartment station 

without the need for a dedicated hardware device. 

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android 

and iOS), as well as allowing normal video door phone functions. 

Once installed, the application is enabled for operation via a special hardware key. 

 

The IPerCom Client application and the Switchboard application must be used on 2 different PCs. 
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2.21 Miro door phone 1160/3 

The Miro door phone 1160/3 is a hands-free audio apartment station. 

 It is provided with a door opening button and four buttons for optional functions, two of which are 

configurable for use in the IPerCom system. 

In addition to the normal door phone functions, it also allows call forwarding to a smartphone/tablet via 

the CallMe app (for Android and iOS). 

 

2.22 Relay actuator 1060/84 v. 2.07 

The Relay Actuator 1060/84 is an IP device, which can be used to activate two electrical loads via double 

exchange relay capable of working in bistable or monostable timed mode. The activation of the relays in 

monostable or bistable mode occurs through events generated by Call Module, Entry Panel, Modular Entry 

Panel with 1060/48, Private Call Module, Key Reader, apartment station or locally through the inputs of the 

Relay Actuator itself. 

 

2.23 Relay actuator 1060/84 v. 3.04 

The activation of the relays in monostable or bistable mode occurs through events generated by call 

stations, key readers, and apartment stations or locally through the inputs of the Relay Actuator. The same 

inputs (properly programmed) can activate one or more outputs of several Relay Actuators and generate an 

alarm towards the Switchboard application. 

 

2.24 Relay actuator 1060/84 v. 4.05 

The Relay Actuator 1060/84 is an IP device, which can be used to activate two electrical loads via double 

exchange relay capable of working in bistable or monostable timed mode. The activation of the relays in 

monostable or bistable mode occurs through events generated by call stations, key readers, and apartment 

stations or locally through the inputs of the Relay Actuator. The same inputs (properly programmed) can 

activate one or more outputs of several Relay Actuators and generate an alarm towards the Switchboard 

application. The Relay Actuator 1060/84 with firmware version 4.05 is the only one that supports the 

remote relay function, remote entrance hall button and door open remote sensor. 
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2.25 Key Reader 1060/86 

The Key Reader 1060/86 is a 1-module IP device with Sinthesi Steel mechanics used to read proximity keys. 

The device is equipped with a relay output to control an electric lock and with an input available for a door 

opener button. 

The electric lock is activated by passing a valid proximity key (with MiFare Plus technology) or pressing the 

door opener button. 

When a key is passed, the reader, in addition to opening the relevant door, can activate one or more 

remote relay outputs (user activation function) depending on the user who passed the key. 

 

2.26 Key Reader 1060/45 

The Key Reader 1060/45 is a 1-module IP device with Alpha mechanics used to read proximity keys. The 

device is equipped with a relay output to control an electric lock and with an input available for a door 

opener button. 

The electric lock is activated by passing a valid proximity key (with MiFare Plus technology) or pressing the 

door opener button. 

When a key is passed, the reader, in addition to opening the relevant door, can activate one or more 

remote relay outputs (user activation function) depending on the user who passed the key. 

 

2.27 Switchboard 1060/41 

The 1060/41 Switchboard implements the concierge switchboard functions via a PC on which the 

SwitchBoard software application must be installed, downloadable from the website www.urmet.com. The 

1060/41 door phone can be connected to the PC via the USB port and mini-jack audio connectors. 

 

 Switchboard and IPerCom Client applications must be used on 2 different PCs. 

 

 For details on the operation of the Switchboard app, please refer to the relevant booklet. 

 

  

https://www.urmet.com/en-us/Professional/Products/Video-door-phone/System-devices-and-accessories/Details?code=1060/41
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2.28 Switchboard 1060/42 

The 1060/42 desktop Switchboard implements the concierge switchboard functions via an industrial PC 

with a pre-installed software application. The industrial PC is equipped with a Windows 10 operating 

ǎȅǎǘŜƳΣ ŀ млΩΩ ǘƻǳŎƘ-screen display, a handset, a call speaker, a camera and a 230Vac local power supply. 

Connection to the IPerCom network via a LAN cable. 

For operating details of the Switchboard 1060/42 device, please refer to the relevant booklet which 

can be downloaded from the website www.urmet.com. 

 

 

2.29 IPerCom Clock Module 1060/85 

The IPerCom Clock Module 1060/85 is a device that provides date and time to an IPerCom system if the 

latter does not include devices with an internal clock (RTC). 

The minimum duration of the battery is 3 years. 

 

2.30 Lift Interface 1060/37 

The Lift Interface 1060/37 is used to control the lift control units in order to enable the movement to the 

defined floors according to the apartment called. 

The interfacing to the lift control units is typically made by changing the status of one or more inputs of 

these control units through the 24 control relays of the interface. The device is controlled directly from the 

system's IperCom system; the relays drive the lift control unit in response to user actions. The lift interface 

allows enabling the lift to reach the desired floors according to certain system events (e.g. door opening 

following a call to an apartment, or entering a door opening code, or passing a key, etc.). 

Operation can be in floor mode or apartment mode. 

In the first mode it is possible to associate the control devices of the interface according to the apartment 

floor: in this case the apartments on the same floor share the same relay activation layout. 

In the second mode, instead, it is possible to associate a different configuration for every single apartment 

(useful if several apartments are on the same floor with their own dedicated lift). 

The events that activate the relays can be of 2 types: 

¶ request for access from the outside to a certain floor or apartment (opening of an access point); 

¶ request for access from the inside to a floor other than the one where you live. 

For details on configuring the device, refer to paragraph: 

Adding a Lift Interface 1060/37 on a stair node, 

Configuration parameters of IPerCom devices. 
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2.31 Gateway IPerCom-2Voice 1083/59 

The Gateway IPerCom-2Voice 1083/59 allows integrating the 2Voice system with the IPerCom system: in 

detail, it allows the addition of a riser column (stair) of 2Voice audio / video apartment stations to an 

IPerCom system. 

In this way, it is possible to create systems with an IPerCom common backbone on street side and 2Voice 

riser columns with only 2 non-polarized wires. Each riser column (associated with a gateway) can manage a 

maximum of 128 apartment stations, 127 users, 2 secondary door units on 2 backbones. It is therefore 

possible to have several main door units (Call Modules and Entry Panels) and switchboards (IPerCom) 

higher than the known limits of the 2Voice system (for further details, follow instructions in the 2Voice 

technical manual). 

For device configuration details, follow instructions in the Adding a Gateway IPerCom-2Voice on a stair 

node and in Configuration parameters of IPerCom devices. 

 

2.32 IPassan controller 

The IPassan Controller allows integrating the IPerCom system with the IPassan access control system. 

Integration concerns the following aspects: 

¶ sending to the IPassan system a door opening request (pedestrian or driveway) coming from the 

IPerCom system with consequent access point opening; 

¶ allowing the IPassan system to control any lifts in the system. 

The integration is done by exporting from IPerCom Installer Tools an xml file (which shows the topology of 

the system and its devices) and manually importing this file on the IPassan system. 

For further details see APPENDIX N: IPassan integration with IPerCom. 

 

2.33 IPerTAlk Server 

The IPerTAlk Server allows integrating the iPerTAlk system with the IPerCom system. This integration is 

useful to perform all the main video door phone functions (that is audio-video calls, gate opening and auto-

on function) between the two systems. 

For the details for the integration of the iPerTAlk system with the IPerCom system, see Integration with the 

iPerTAlk system. 
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2.34 RTSP Cameras 

RTSP Cameras are cameras that use the network protocol Real Time Streaming Protocol for the video 

streaming. The auto-on function on RTSP Cameras is available from all video door phones of the IPerCom 

system and from the Switchboard and IPerCom Client applications for video surveillance functions (in 

addition to auto-on on calling stations). 

 

The auto-on function on RTSP cameras for video door phones VOG5 1761/6 and VOG5+ 1761/15-16-

18-19 is available on a limited number of RTSP cameras: see the list of supported RTSP cameras in 

APPENDIX X: RTSP Cameras supported by IPerCom video door phones). 

 

RTSP Cameras ŀǊŜ ƴƻǘ άnativeέ LtŜǊ/ƻƳ ŘŜǾƛŎŜǎ ōǳǘ Ŏŀƴ ǎǘƛƭƭ ōŜ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ŀƴ LtŜǊ/ƻƳ ǎȅǎǘŜƳ ōȅ 

paying particular attention to the assignment of the IP address. For further details, see APPENDIX E: How 

to use customized network settings in IperCom system. 

 

2.34.1 RTSP Cameras (NVR) 

The RTSP Cameras can also be integrated into the IPerCom system through Urmet 1098/324P-326P-328P 

NVR devices if, for example, the network infrastructure requires having the RTSP Cameras on a different 

subnet from that of the IPerCom devices due to needs. For further details on integration see APPENDIX L: 

RTSP Cameras with NVR Urmet device. 
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3 Basic concepts 

IPerCom is based on the following basic concepts: topology, topological group and topological path. 

 

3.1 Topology 

The topology of a building (or site) is a simplified map that considers the various elements that make it up 

and their relative positioning. 

Typically, the types of elements that make up a building are: blocks, stairs, floors, apartments.  

An example of a topology is provided in the following figure: 

  
Figure 2: Example of a building topology 

 

where there is a block containing two stairs; in stair ά01έ and ά02έ there are five floors with four 

apartments each: each of these elements is a topological node within the topology. 

In IPerCom each topological node is assigned a two-ŘƛƎƛǘ ŀƭǇƘŀƴǳƳŜǊƛŎ ŎƻŘŜ ŦǊƻƳ ά01έ ǘƻ άZZέΣ ǿƘƛŎƘ ƛǎ 

automatically assigned by the system when defining the system topology. 

In the example given in Figure 2 ǿŜ ǿƛƭƭ ƘŀǾŜ ŀ ōƭƻŎƪ ǿƛǘƘ ŎƻŘŜ ά01έ ŀƴŘ ƛƴǎƛŘŜ ƻŦ ƛǘ ŀ ǎǘŀƛǊ ǿƛǘƘ ŎƻŘŜ ά01έ 

ŀƴŘ ƻƴŜ ǿƛǘƘ ŎƻŘŜ ά02έΤ ƛƴǎƛŘŜ ŜŀŎƘ ǎǘŀƛǊ ǿŜ ǿƛƭƭ ƘŀǾŜ ŦƭƻƻǊǎ ǿƛǘƘ ŎƻŘŜǎ ά01έΣ ά02έΣ ά03έΣ ά04έ ŀƴŘ ά05έΣ 

ǿƘŜǊŜŀǎ ƛƴǎƛŘŜ ŜŀŎƘ ŦƭƻƻǊ ǿŜ ǿƛƭƭ ƘŀǾŜ ŀǇŀǊǘƳŜƴǘǎ ǿƛǘƘ ŎƻŘŜǎ ά01έΣ ά02έΣ ά03έ ŀƴŘ ά04έΦ 



 
 

50 MT124-032P 
 

Since each node can be associated with two digits, to identify in the entire topology an apartment that is 

below a floor, a stair, a block and a site, a numeric code of 10 digits is needed. In the example of Figure 2, 

ōȅ ŀǎǎƛƎƴƛƴƎ ǘƻ ǘƘŜ ōŀǎŜ ǎƛǘŜ ŀ ŎƻŘŜ Ŝǉǳŀƭ ǘƻ ά01έΣ ǘƻ ǘƘŜ ōƭƻŎƪ ǘƘŜ ŎƻŘŜ άлмέΣ ǘƻ ǘƘŜ ǎŜŎƻƴŘ ǎǘŀƛǊ ά02έΣ ǘƻ 

ǘƘŜ ǘƘƛǊŘ ŦƭƻƻǊ ƻŦ ǘƘŜ ǎǘŀƛǊ ά03έ ŀƴŘ ǘƻ ǘƘŜ ǎŜŎƻƴŘ ŀǇŀǊǘƳŜƴǘ ƻŦ ǎǳŎƘ ŦƭƻƻǊ ά02έΣ ǘƘŜ ŎƻƴŎŜǊƴŜŘ ŀǇŀǊǘƳŜƴǘ 

can be identified by the 10-ŘƛƎƛǘ ƴǳƳŜǊƛŎ ŎƻŘŜ ά0101020302έΦ 

If we decide to use always 10 digits to identify the position of all the topological nodes of the system, to 

identify the floor of the example above it will not be necessary to enter the numeric code of the apartment; 

ƛǘ Ŏŀƴ ōŜ ǊŜǇƭŀŎŜŘ ōȅ ά##έΥ ǘƘŜǊŜŦƻǊŜ, we will have the following 10-ŘƛƎƛǘ ŎƻŘŜ ά01010203##έΦ  {ƛƳƛƭŀǊƭȅΣ ǘƘŜ 

stair, the block and the site of the example will be identified respectively by the following codes: 

ά010102######έΣ ά0101######έ ŀƴŘ ά01########έΦ 

The 10-digit code that identifies the generic topological node in the system topology is called topological 

code. 

Each IPerCom device must be placed (installed) in a specific topological node (site, block, stair, floor, or 

apartment). 

Apartment station (e.g. VOG7 video door phones) are normally installed in an apartment, call stations or 

calling stations (e.g. Call Modules) and Switchboards are generally installed on a unit or block. 
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3.2 Topological path and topological group 

The topological path is the set of (topological) nodes which start from a certain node and arrive to the site 

node. 

The topological group of a node is given by the set of nodes contained in the group itself (the node in 

question and all the nodes below it). 

Considering the topological structure shown in the following figure, we can say that: 

 
Figure 3: Example of topological path and group 

 

¶ the path highlighted in red from the άStair 2έ node to the άSiteέ node is the topological path of the 

άStair 2έ node: visually speaking the topological path goes from the node considered upwards (        

άStair 2έ -> άBlock 1έ -> άSiteέ); 

¶ the set of nodes included in the red rectangle is the topological group of nodes άStair 1έ: visually 

speaking the topological group goes from the node considered towards the bottom. 

By topological group of a device is meant the node where the device is installed and all the underlying 

nodes. 

By topological path of a device is meant the path from the node where the device is installed to the site 

node. 

  



 
 

52 MT124-032P 
 

3.3 Applications of the concepts of topological path and topological group 

The above concepts can be applied to quickly and unambiguously define the operation of the main services 

offered by the IPerCom system. 

The following services are linked to the topological group concept: 

¶ display of residents in the directory of calling stations with display (Call Module 1060/12-13-17-18-

23, Alpha Call Module, Entry Panel 1060/34), 

¶ propagation of contacts on video door phones and door phones (with or without address book), 

¶ propagation of the activation rules on the apartment stations, 

¶ default view of the apartments on the CallMe app linked to the Switchboard application. 

The following services are linked to the topological path concept: 

¶ access of residents to the doors of the system to enter their own apartment, 

¶ competence Switchboards definition, 

¶ realisation of the camera address book for the apartment stations. 

 

3.3.1 Automatic display of residents in the address book of calling stations with display 

The calling stations with display show automatically in the address book all the residents (set as visible) of 

their own topological group. For example, a Call Module 1060/18 placed on a stair node will automatically 

show in the address book all the residents (set as visible) of all apartments in its topological group, that is 

the topological group of stair node. 

 

3.3.2 Propagation of contacts in address book of apartment station 

A (public) contact created on a node is propagated on all apartment station contained in the topological 

group of the node in question. For example, a contact created on a stair node will be automatically 

propagated in the address books of all apartament station placed within the topological group of that stair. 

For all the details on how to create a contact see the dedicated paragraph Contacts. 

 

3.3.3 Propagation of activation rules 

An activation rule created on a node is propagated on all apartament station contained in the topological 

group of the node in question. For example, an activation rule created on a stair node will be automatically 

propagated on all apartament station placed within the topological group in question. 

For all the details on how to create an activation rule see the dedicated paragraph Activations. 
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3.3.4 Default view of apartments on the CallMe app linked to the Switchboard application 

The CallMe app linked to the Switchboard application automatically shows in its address book all the 

apartments of the topological group of the Switchboard application itself (competence apartments). For 

example, if the Switchboard application is placed on a stair node, the related CallMe app will automatically 

show in its address book all the apartments of the topological group of that stair (that is, the topological 

group of the Switchboard application). 

 

3.3.5 Practical example of application of the topological group concept 

The figure below shows an example of application of the 3 concepts above: 

 

 

Figure 4: Example of application of topological group concept 

The Call Module ǇƭŀŎŜŘ ƻƴ ƴƻŘŜ ΨΩ.ƭƻŎƪ мΩΩ Ƙŀǎ ƛƴ ƛǘǎ ŀŘŘǊŜǎǎ ōƻƻƪ ŀƭƭ ǘƘŜ ǊŜǎƛŘŜƴǘǎ ƻŦ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ 

apartments, that is the 12 apartments of its topological group. The Call Modules ǇƭŀŎŜŘ ƻƴ ǘƘŜ ƴƻŘŜǎ ΨΩ{ǘŀƛǊ 

мΩΩ ŀƴŘ ΨΩ{ǘŀƛǊ нΩΩ ƘŀǾŜ ƛƴ ǘƘŜƛǊ ŀŘŘǊŜǎǎ ōƻƻƪ ƻƴƭȅ ǘƘŜ ŀǇŀǊǘƳŜƴǘǎ ƻŦ ǘƘŜƛǊ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻǇƻƭƻƎƛŎŀƭ ƎǊƻǳǇǎΣ 

that is six apartments each. 

The contacts and ǘƘŜ ŀŎǘƛǾŀǘƛƻƴ ǊǳƭŜǎ ŎǊŜŀǘŜŘ ƻƴ ǘƘŜ ΨΩ.ƭƻŎƪ мΩΩ ƴƻŘŜ ǿƛƭƭ ōŜ ǇǊƻǇŀƎŀǘŜŘ ƻƴ ŀƭƭ ǘƘŜ 

underlying apartments, that is those of the topological group of the node in question. 

The CallMe app linked to the Switchboard ŀǇǇƭƛŎŀǘƛƻƴ ǇƭŀŎŜŘ ƻƴ ǘƘŜ άStair 1έ ƴƻŘŜ Ƙŀǎ ƛƴ ƛǘǎ ŀŘŘǊŜǎǎ ōƻƻƪ 

ǘƘŜ ŀǇŀǊǘƳŜƴǘǎ ƻŦ ǘƘŜ ǘƻǇƻƭƻƎƛŎŀƭ ƎǊƻǳǇ ǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜ άStair 1έ ƴƻŘŜΦ 
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3.3.6 Resident access (with key code and door code) to doors/gates of the system 

Residents have automatic access by means of door codes and proximity key codes to all those entrances 

(pedestrian doors or driveways of Call Modules, Entry Panel and Key readers) that are placed on their 

topological path, that is on the topological path of their respective apartment nodes. 

In this condition, apartment station can open these entrances even if you are not in conversation, that is if 

the entrances are not under secret. 

 

3.3.7 Competence Switchboards 

The competence switchboards for a device are those found on its topological path. 

The competence Switchboards for apartment station in day status intercept the calls coming from calling 

station. 

Specific buttons are present on Call Modules, Modular Entry Panel with 1060/48 and video door phones to 

be able to call all the relevant switchboards at the same time. 

 

3.3.8 Creation of the camera directory for the video door phones for auto-on function 

Camera address book of video door phones shows the cameras of all calling stations and RTSP cameras that 

are on their topological path, that is on the topological path of the respective apartment nodes. 
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3.3.9 Practical example of application of the topological path concept 

The figure below shows an example of application of the three concepts above: 

 

 
Figure 5: Example of topological path concept application 

As for resident access, everyone has access to the entrances of Call Module A and B (placed on the node 

άSiteέ and άBlock 1έ). Access to the Key Reader D is automatically only allowed to the residents of the left 

while only those on the right automatically have access to the Key Reader G. The same concept applies for 

what concerns the address book of the cameras for auto-on: all residents can see the images of the 

cameras A and B. The displays of the camera E are allowed to the residents of the left while only those on 

the right can see the images coming from the camera F. 

Switchboard C is of competence for all apartment stations in apartments and for Call Module B while it is 

not for Call Module A, as its topological path does not intercept the only Switchboard present in the 

system. According to what is reported in paragraph Competence Switchboards, this means that: 

¶ the Call Module B has a specific button to call the competence Switchboard C; 

¶ the video door phones in apartments have a specific button to call the competence Switchboard C; 

Switchboard C (in day status) intercepts calls to video door phones made by both Call Module A and Call 

Module B. 
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3.3.10 Summary table 

Below is a summary table of what has been written above regarding the main services offered by the 

IPerCom system and which concepts they are connected to (whether topological group or topological 

path): 

Topological Group Topological Path 

Contacts in address book of calling stations with display Access to resident entrances 

Contact propagation in address book of apartment 
stations 

Calling stations and RTSP cameras that can be displayed 
from the video door phones (auto-on) 

Activation rule propagation on the apartment stations Competence Switchboards 
Table 1: properties related to the topological group and topological path 

 

3.4 Main and secondary calling stations 

The calling stations, according to the topological node where they are positioned, are divided into:   

¶ main, if placed on the site or block topological node; 

¶ secondary, if placed on the unit or floor topological node. 

This difference is reflected in the audio settings of the apartment station, which allow assigning two 

different ring tones for calls coming from the two different types of calling stations. 

The calling station that can be divided into main and secondary are: Call Modules 1060/12-13-17-18-23, 

Entry panel 1060/21-33-34-71-74-75-78 and Modular Calling Station with 1060/48. 
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4 System installation 

The installation of an IPerCom system can be done independently of its configuration. 

IPerCom devices are uniquely identified by their MAC address (physical address of the network interface 
connected to the IPerCom system, for example 00:1E:E0:01:02:03): all video door phones, not yet 
configured, show this MAC address on the display. 
 
The VOG7, Basic, IPerCom Client and MAX video door phones also display a QR code which, if scanned, 
shows the MAC addresses of the 3 available network interfaces: 
 

 
Figure 6: QR code example of an IPerCom VOG7, Basic, IPerCom Client and MAX video door phone 

 

Among these 3 addresses there is also the address of the network interface connected to the IPerCom 

system (the first in the list). 

 

When the system is installed but not configured, all the devices with display show that the device is 

not configured. 

 

It is recommended to take note of the association between the position of the installed device and its 

physical MAC address. 

 

When installing an IPerCom system, keep in mind the 3 points below. 
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4.1 Minimum requirements for the installation of an IPerCom system 
 

An IPerCom system can be installed in any IP network where the IGMPv2 or IGMPv3 Multicast service is 

enabled. 

The network must offer an available bandwidth compatible with the number of simultaneous conversations 

expected on the system (the maximum bandwidth during a single video call session is 2 Mbps). 

The prerequisite for IPerCom system correct operation is that at least one device with internal clock is 

installed in the system. 

The Entry Panels 1060/21-33-34, the Modular Calling Station with 1060/48, the Gateway-2Voice 1083/59, 

the Server 1060/1 and VOG7, VOG5, VOG5+, Basic, MAX and 1761/23 video door phones are devices 

equipped with an internal clock. 

The Call Modules 1060/12-13-17-18-23, the Entry Panels 1060/71-74-75-78, the Private Call Module 

1060/22, the Switchboards 1060/41-42, the IPerCom Client application 1060/43, the Door phone 1160/3, 

the Key Readers 1060/45-86, the Relay Actuators 1060/84, the Lift Interface 1060/37, the IPerTalk Server 

and IPassan Controller integration devices are devices not equipped with an internal clock. 

Therefore, if an IPerCom system is made up only of devices without an internal clock, it is necessary to 

insert a device that behaves as such, i.e. the IPerCom 1060/85 Clock Module. 

The initial setting of the date and time of the internal clock is done through IPerCom Installer Tools or 

through VOG7, Basic, MAX or 1761/23 video door phones (see paragraphs Date/Time or Setting the date 

and time respectively). 

 

 The life of the IPerCom Clock Module and the Server 1060/1 batteries is 3 years in the event of a 

long power failure. In contrast, the batteries of other devices last a few days. 
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4.2 IP network structure 

Although no knowledge of IP networks and their configuration is required for the installation of the system, 

it is recommended to refer to the wiring diagram shown in the following figure: 

 

Figure 7: recommended network topology 
 

 

The shown network structure is of the άtree typeέ, in which the switches are arranged on different levels of 

the network: if you use switches with 24 POE ports, just 3 levels are sufficient to reach the maximum 

number of 1000 devices. 

In large systems it is important to pay attention to the fact that the number of switches can greatly 

reduce the passband of the network. In this case, ask an experienced network administrator. 

 

All IPerCom devices (except the Server 1060/1, the IPassan Controller, the IPerTalk Server, the 

1060/41-42 Switchboards and the IPerCom Client video door phone) must be connected to a PoE 

port on the system switches. The RTSP cameras are not native IPerCom devices and may or may not 

support a PoE power supply. 

 

For a correct operation of the system, it is necessary that the network ports shown below are not 

blocked: 

¶ UDP ports: 5060, 5061, 6060, 6061 (SIP protocol), 68 (BOOTP and DHCP protocols) and 69 (TFTP 

protocol), 1024÷65535 (RTP protocol); 

¶ TCP ports: 5060, 5061, 6060, 6061 (SIP protocol), 13451÷13500, 18759, 27015 and 51234 

(proprietary protocols); 

¶ group UDP Multicast 238.0.0.200: port range from 55000 to 55100;  

¶ group UDP Multicast 239.255.0.200: port range from 55000 to 55100. 
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For the system to function correctly, the following servers and their ports must be reachable: 

¶ Server SIP: sip.urmet.com | ports 5060, 6060, 5061, 6061; 

¶ URMET Application Server: uapk.urmet.com | port 443 (HTTPS); 

¶ URMET CLOUD www.cloud.urmet.com  | port 443 (HTTPS); 

¶ ipercomremote.srvqt.com |  port 13459. 

 

Only one IPerCom system can be installed on the same network infrastructure. 

 

The correct operation and IT security of the TCP-IP networks on which Urmet products are installed 

are the full responsibility of those who manage the network infrastructure (consisting of switches, 

routers, firewalls, etc.) and cannot be charged either to the products or to Urmet. It is recommended 

to use certified personnel specialized in IT network security to properly configure the network 

infrastructure. 

  

http://www.cloud.urmet.com/
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4.3 Maximum distances and sections cables 

To ensure correct operation of IPerCom system, the following installation prescriptions must be respected; 
ǘƘŜȅ ǿƛƭƭ ōŜ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘƛǎ ŎƘŀǇǘŜǊΦ IƻǿŜǾŜǊΣ ōŜǎƛŘŜǎ ǘƘƛǎ ǎǇŜŎƛŦƛŎ ƛƴŦƻǊƳŀǘƛƻƴΣ ǎǘŀƴŘŀǊŘ ǊǳƭŜǎ ŦƻǊ ŀ άƎƻƻŘέ 
installation must be followed, for ensuring a sufficient protection against noise and a good system reliability. 
All devices must be correctly installed and wired, according to national installation standards. Pay special 
attention to wiring operations and particularly to crimp operations of connectors on CAT5 cable, in order to 
ensure a correct and reliable electric connection, that is fundamental for correct operation of the system. In 
detail, the following must be respected: 

 
Type of connection Max distance Max distance 

LAN 100m (*) CAT5e (#) 

Table 2: Maximum distance and cable cross section by type of LAN connection 

(*) The max. allowed distance is that defined by IEEE 802.3 standards for Fast Ethernet networks (100 

Mb/s), connected with UTP CAT5 cable: according to these standards, the distance between two 

Ethernet devices must not be longer than 100 m. 

(#) To ensure longest-range door phone operation, the cable must be a class 5e device and the twisted 

ǇŀƛǊǎΩ ŎǊƻǎǎ ǎŜŎǘƛƻƴ Ƴǳǎǘ ōŜ !²DнпΦ 

 

The maximum resistance of the individual wires must not exceed 10ohm / 100m. The connection 

between the door phone and POE switch must be ensured by a single cable without any extra patch 

cords. The cable must be up to the following standards: EIA/TIA 568-B.2 o EIA/TIA 568-C.2,  

EN50288 3-1, IEC 61156-5. 

In presence of a Gateway 2Voice 1083/59 for the maximum distances and cable section of the 2Voice side, 

follow the instructions in the 2Voice technical manual, section Gateway Ipercom-2Voice. 

  

https://www.urmet.com/en-us/Professional/Tools/Manuals-booklets-and-certifications
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5 IPerCom Installer Tools application 
 

Upgrading a system to version 3.3.0 (or higher) and putting it into operation requires the use of the 

IPerCom Installer Tools application if the installed system is among those listed below: 

¶ άMulti BlockέΣ ŦƻǊ ƭŀǊƎŜ-sized installations; 

¶ άMultiple StairsέΣ ŦƻǊ ƳŜŘƛǳƳ-sized installations with multiple stairs on a single block; 

¶ άSingle StairέΣ ŦƻǊ ƳŜŘƛǳƳ-sized installations with a single stair. 

 

The update via IPerUpgrade is no longer supported by versions of IPerCom 3.3.0 or higher. 

 

The IPerCom Installer Tools application can be downloaded from the Urmet website in the section Software 

and Firmware (registration on the site is required). 

For each officially released version of IPerCom (starting from version 1.1.0) there is the corresponding 

version of IPerCom Installer Tools, as the versions of a system and IPerCom Installer Tools must always be 

aligned. 

 

 

5.1 Hardware and software requirements 
 

Hardware and software minimum requirements for installation are the following: 

¶  PC with Windows 10 / 11 operating system, quad core CPU and frequency greater than 2GHz; 

¶  SSD disk with 512GB or higher capacity (no hard disk); 

¶  8GB or higher RAM memory; 

¶  10/100/1000 Mbit/s network card. 

 

  

https://www.urmet.com/en-us/Professional/Tools/Software-and-Firmware
https://www.urmet.com/en-us/Professional/Tools/Software-and-Firmware
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5.2 IPerCom Installer Tools: functions 
 

To use the IPerCom Installer Tools application in all its functions, registration to Urmet Cloud is required 

and therefore the PC (where the IPerCom Installer Tools application is installed) must have an Internet 

connection. 

Without registration to Urmet Cloud, it is not possible to use the IPerCom Installer Tools. 

 

The application allows the updating and commissioning of the system and at the same time presents a 

series of functions that make it an indispensable tool for the installer. All this will be explained in detail 

later in this manual. 

Once the application is launched, it allows you to: 

¶ check if a more up-to-date version than the one installed is available, then download and install it; 

¶ detect the IPerCom version installed on a system; 

¶ select which version of IPerCom you want to work with; 

¶ select the IPerCom version to update the system to and then proceed with the upgrade; 

¶ create a project to be associated with a system (site), if the system is still to be configured; 

¶ modify and save a project with its configuration only on Urmet Cloud so as not to lose them (for 

example if the data on your PC is no longer available); 

¶ import a project from PC and export a project to PC; 

¶ import a project to a higher IPerCom version (import is possible for projects created starting from 

IPerCom 2.0.0); 

¶ connection to the system (site) you want to configure; 

¶ distribute the configuration associated with a project to the system (site); 

¶ set the time of the system or retrieve its time; 

¶ view the system diagnostics, that is view if all the devices are aligned with the same version of 

IPerCom, if they are correctly connected to the system and if the configuration is aligned across the 

entire system; 

¶ view the system logs, for example list of calls, access to main doors and gates, alarms (this function 

is only available if there is at least one 1060/1 Server in the system); 

¶ carry out a backup of the system configuration directly on your PC or in automatic mode on a USB 

stick connected to the 1060/1 Server; 

¶ change the configuration of a system even remotely (with a remote system properly configured); 

¶ use the CallMe Manager application to configure call forwarding; 

¶ transfer of ownership of a system (site) to another installer or building manager; 

¶ pre-activate the licenses for IPerCloud mode; 

¶ view the history of pre-activated licenses; 

¶ run the test mode for IPerCloud mode. 

 

All these features will be described in detail in the following paragraphs. 

 



 
 

64 MT124-032P 
 

5.3 Automatic update to the latest available version 

At the first start, the application checks if there is a more up-to-date version than the one installed, as 

shown below: 

 
Figure 8: check for updates 

 

If the PC is connected to the Internet and the application is not updated to the latest available version, a 

message like the one below is displayed: 

 
Figure 9: mandatory update available 

 

Press the άYesέ button to start downloading the new version: 

 
Figure 10: upgrade download in progress 

 

As soon as the upgrade is finished, the installation starts. 

Updates can be mandatory (like the one shown in Figure 9) or optional: in the latter case, you can 

decide whether or not to perform the update. 
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If there is no Internet connection, the application displays the following screen: 

 
Figure 11: no Internet connection 

 

tǊŜǎǎ άYesέ ǘƻ ǎǘŀǊǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǿƛǘƘƻǳǘ ǳǇƎǊŀŘƛƴƎ ƛǘΣ ƻǘƘŜǊǿƛǎŜΣ ǇǊŜǎǎ άNoέ to close the application. 

If you are not able to check the availability of upgrades for a period longer than 6 months, the application 

will not start (if not with an available Internet connection). In this case a window like the one below is 

displayed: 

 
Figure 12: failure to check for updates for more than 6 months 

 

 

5.4 Starting the Launcher 

Once the search for a more up-to-date version and the possible upgrade steps have been completed, the 

ŦƻƭƭƻǿƛƴƎ άlauncherέ ƛǎ ŘƛǎǇƭŀȅŜŘΥ 

 
Figure 13: IPerCom Installer Tools launcher 
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Through the 3 buttons in Figure 13 (in the red box) it is possible to: 

¶ select a version of IPerCom (among those officially released) with which you want to work with 

όάManage Siteέ ōǳǘǘƻƴύΤ 

¶ select a version of IPerCom (among those officially released) to which you want to update the 

system όάFirmware Upgradeέ ōǳǘǘƻƴύΤ 

¶ detect which version of IPerCom is installed on a system, if the PC, on which the IPerCom Installer 

Tools ŀǇǇƭƛŎŀǘƛƻƴ ƛǎ ƛƴǎǘŀƭƭŜŘΣ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǎȅǎǘŜƳ όάIPerCom version check on the systemέ 

button). 

 

The operation of the 3 buttons listed above will be explained in detail in the following paragraphs: 

¶ IPerCom version detection ŦƻǊ άIPerCom version check on the systemέ ōǳǘǘƻƴ, 

¶ Upgrading a system through IPerCom Installer Tools ŦƻǊ άFirmware Upgradeέ ōǳǘǘƻƴ, 

¶ Commissioning a system through IPerCom Installer Tools ŦƻǊ άManage Siteέ ōǳǘǘƻƴ. 

 

 

5.5 IPerCom version detection 

¢ƘŜ άIPerCom version check on the systemέ ōǳǘǘƻƴ ƛǎ ǳǎŜŦǳƭ ŦƻǊ ŘŜǘŜŎǘƛƴƎ ǘƘŜ LtŜǊ/ƻƳ ǾŜǊǎƛƻƴ ƻŦ ŀ ǎȅǎǘŜƳ 

to which your PC with IPerCom Installer Tools is connected: 

 
Figure 14: IPerCom Installer Tools launcher 
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tǊŜǎǎƛƴƎ ƻƴ ōǳǘǘƻƴ άIPerCom version check on the systemέΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴ ƛǎ ǎƘƻǿƴΥ 

 
Figure 15: selecting the network interface 

The  button allows updating the list of available network interfaces. 

To find out the IP and MAC addresses of the network interface through which you are connected to 

ǘƘŜ LtŜǊ/ƻƳ ǎȅǎǘŜƳΣ ȅƻǳ ƴŜŜŘ ǘƻ ǇǊŜǎǎ ƻƴ ǘƘŜ άhǇŜƴ bŜǘǿƻǊƪ ŀƴŘ LƴǘŜǊƴŜǘ ǎŜǘǘƛƴƎǎέ ƛǘŜƳΣ ǿƘƛŎƘ 

appears by pressing with the right mouse button the icon  at the bottom right on your PC 

monitor. A screen opens with the list of available networks. After pressing on the corresponding 

άtǊƻǇŜǊǘƛŜǎέ ƛǘŜƳΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŀƴŘ a!/ ŀŘŘǊŜǎǎ. 

!ŦǘŜǊ ǎŜƭŜŎǘƛƴƎ ǘƘŜ ŎƻǊǊŜŎǘ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜΣ ǘƘŜ άConnectέ button detects the IPerCom devices connected 

to it with their firmware version (after checking if the system is with or without Server 1060/1). 

After pressing the "Connect" button, the Windows operating system may notify the user of the need 

to unlock the communication ports on the IP network used for communication between the IPerCom 

system and the IPerCom Installer Tools application. This operation is required for proper application 

operation. If this operation is carried out by Windows Firewall, a warning like the one below is 

shown to the user: 

 

 You must select both kind of networks and press the "Allow access" button. 
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Depending on the firmware version detected on the various devices, 2 different cases can occur: 

¶ the system is updated to one of the officially released versions; 

¶ the system is not updated to one of the officially released versions. 

 

5.5.1 System updated to a version among those released 

If the version detected on the system is one of the officially released versions, you will see a screen of this 

type, where in bold (red box) the IPerCom version detected is shown (3.3.0 in this case): 

 
Figure 16: system aligned with one of the officially released versions 

 

The following information about the devices on the system is shown in this order: 

¶ the model (whether apartment station, calling station or other); 

¶ the MAC address; 

¶ the IP address; 

¶ the internal firmware version; 

¶ the IPerCom version corresponding to the internal firmware version. 

 

The "Copy to Clipboard" button allows copying the table displayed above to a text or Excel file. 
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If the firmware versions of the various devices are the same as one of the IPerCom versions released, the 

system is correctly updated. When the άOKέ button is pressed, the following screen is displayed again:  

 
Figure 17: IPerCom Installer Tools launcher 

 

.ȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άManage Siteέ ōǳǘǘƻƴΣ ŀ ŘǊƻǇ-down menu allows you to choose the corresponding version 

of IPerCom Installer Tools with which to create or modify the project (for further details see paragraph 

Commissioning a system through IPerCom Installer Tools.) 

 
 

5.5.2 System not updated to a version among those released 

If the version detected on the system does not coincide with one of the officially released versions (for 

example version 3.3.0), a screen like this appears: 

 
Figure 18: system not aligned to the latest version 3.3.0 

 

The red box shows that an IPerCom 3.3.0 version has been detected on the system, but it is not the latest 

released one. 
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The information shown is the same as for a system upgraded to the latest version. However, it should be 

noted (blue box) that the data in the "Version" ŎƻƭǳƳƴ Řƻ ƴƻǘ ŎƻƛƴŎƛŘŜ ǿƛǘƘ ǘƘŜ Řŀǘŀ ά3.3.0έΥ in fact, it is 

ǎƘƻǿƴ ά3.3.0?έ ŦƻǊ ǘƘŜ ŘŜǾƛŎŜǎ ǿƘƻǎŜ ŦƛǊƳǿŀǊŜ ƛǎ ƴƻǘ ŀƭƛƎƴŜŘ ǿƛǘƘ ǘƘŜ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴΦ 

In this case it is recommended to update the system through the άUpgrade System to IPerCom 3.3.0έ 

button (for further details see paragraph Upgrading a system through IPerCom Installer Tools). 

 

After updating the system, it is possible to repeat the procedure described in paragraph IPerCom version 

detection and check that the latest version 3.3.0 of IPerCom is detected. After that, it is possible launching 

the corresponding version 3.3.0 of IPerCom Installer Tools. 

 

In Figure 18 the άCopy to Clipboardέ button allows copying the displayed table to a text or Excel file 

whereas the "OK" button simply returns to the initial screen: 

 
Figure 19: IPerCom Installer Tools launcher 

 

For each version of IPerCom released, if the detected version is obsolete, it is always possible to 

download the most updated one. For example, if a system has an obsolete version 1.2.0, it is possible 

to download (by means of IPerCom Installer Tools) the latest version 1.2.0. If the detected version is 

the latest version 1.2.0, you are not prompted to upgrade to version 3.3.0. 

 

 

  



 
 

MT124-032P  71 
 

5.5.3 Mixed system 

If in the system devices are upgraded to different versions among those released (more recent or not), a 

screen of this type is displayed: 

 
Figure 20: system with devices upgraded to different IPerCom versions 

 

The information shown is always the same as in the previous screen: you can immediately see that the 

άVersionέ ŎƻƭǳƳƴ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ǇǊŜǎŜƴŎŜ ƻŦ ŘŜǾƛŎŜǎ ǳǇŘŀǘŜŘ ǘƻ different latest versions. 

In this case, it is necessary to upgrade ǘƘŜ ǎȅǎǘŜƳ ǘƘǊƻǳƎƘ ǘƘŜ άUpgrade System to IPerCom 3.3.0έ ōǳǘǘƻƴ 

(for further details see paragraph Upgrading a system through IPerCom Installer Tools. 

After updating the system, it is possible to repeat the procedure described in paragraph IPerCom version 

detection and check that the latest version 3.3.0 of IPerCom is detected. After that, it is possible launching 

the corresponding version 3.3.0 of IPerCom Installer Tools or making the firmware upgrade as already 

shown in Figure 17. 

The "Copy to Clipboard" and "OK" buttons have the same functions as described in the previous paragraph. 

Whatever the different versions detected, you are always asked to update to the latest version 

released: for example, if a system had some devices updated to version 1.2.0 and some updated to 

version 1.4.0 (more updated versions or not), you are prompted to update to the latest version 

released (in this case version 3.3.0). 
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6 Upgrading a system through IPerCom Installer Tools 

 

After the installation of the system, it may be necessary to upgrade the firmware of all devices and the 

software of any applications. 

Upgrading an IPerCom system to versions 3.3.0 (or higher) must be done using IPerCom Installer Tools 

application version 3.3.0 (or higher). 

In general, using IPerCom Installer Tools application, it is possible to upgrade or downgrade a system to a 

generic version of IPerCom, regardless of the version of IPerCom present on the system itself, keeping in 

mind that a generic downgrade always requires deleting the system configuration first. 

 

Upgrading an IPerCom system to version 3.3.0 (or higher) via IPerUpgrade application is no longer 

supported. 

 

IPerUpgrade application can only be used to upgrade systems to IPerCom versions 3.2.0 or lower, if 

the system has not been upgraded to version 3.3.0 or higher. 

 

To delete the system configuration, see paragraph Maintenance. 

 

 

The above can be schematized in the 2 figures below, where the starting condition is shown on the left and 

the arrival condition on the right (in reference to the firmware version of an IPerCom system): 

 
Figure 21: IPerCom Installer Tools always allowed to upgrade a system 

 

 

 
Figure 22: use of IPerUpgrade still allowed 
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The above refers to system updates made exclusively with the IPerCom Installer Tools application. 

For updates via Server 1060/1, refer to paragraph IPerCom devices upgrade mode. 

 

We will now explain in detail how to update the system to version 3.3.0 (or higher) with IPerCom Installer 

Tools, distinguishing between 2 cases: system not yet configured by the installer and system already 

configured by the installer. 

 

 

6.1 Upgrading to version 3.3.0: system not yet configured 
 

The main steps to update a not configured IPerCom system to version 3.3.0 (or higher) will be listed below. 

 

1. Launch IPerCom Installer Tools; once the search for a more up-to-date version and the possible 

upgrade steps have been completed, the following startup screen is displayed: 

 
Figure 23: IPerCom Installer Tools launcher 

 

2. tǊŜǎǎ ǘƘŜ ōǳǘǘƻƴ άFirmware Upgradeέ button in the red box; the following startup screen is 

displayed: 

 
Figure 24: drop-down menu to select the IPerCom version to which to update the system 
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3. Select item 3.3.0 from the drop-down menu in the red box (that is, the version to which you want 

to update the system) ŀƴŘ ǘƘŜƴ ǇǊŜǎǎ άhYέ ōǳǘǘƻƴΤ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴ ŀǇǇŜŀǊǎΥ 

 

 

 
Figure 25: conditions for updating the system (site) 

 

The screen above highlights the fact that to update the system, you must be the authorized 

installer and therefore authentication on Urmet Cloud is requested in the next step, so that 

IPerCom Installer Tools can verify whether you have this requirement (in most cases the authorized 

installer is the one who configured the system). 

In the case of an unconfigured system, any installer is authorized to proceed with the update of 

the system itself (as no installer has previously configured the system). 

 

If the system has already been configured by an installer, not all installers can update the 

system, as will be explained in more detail in the next paragraph Upgrading to version 3.3.0 

or higher: system already configured. 
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4. Press the ōǳǘǘƻƴ άNextέ; the following screen is displayed: 

 
Figure 26: login window 

 

The first thing the installer is asked to do is to authenticate on Urmet Cloud, by entering a 
ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ŀƴŘ ǘƘŜƴ ǇǊŜǎǎƛƴƎ ǘƘŜ άLOGINέ ōǳǘǘƻƴΦ !ƭǘŜǊƴŀǘƛǾŜƭȅΣ ƛŦ ȅƻǳ Řƻ ƴƻǘ ȅŜǘ 
ƘŀǾŜ ŀƴ ¦ǊƳŜǘ /ƭƻǳŘ ŀŎŎƻǳƴǘΣ ȅƻǳ Ƴǳǎǘ ŎǊŜŀǘŜ ƻƴŜ ǳǎƛƴƎ ǘƘŜ άCREATE ACCOUNTέ ōǳǘǘƻƴ (see 
paragraph Urmet Cloud authentication for further details). 

 

The icon  indicates that authentication will take place on the European Urmet cloud; if 

you press the mouse once on the icon in question, it turns into , indicating that the 
authentication will take place on the Chinese Urmet cloud. 

 

 

At the first start IPerCom Installer Tools automatically shows one or the other icon based on 
the first response received following a ping to the European and Chinese Urmet cloud. The 
setting in question is however memorized and maintained at subsequent program starts. 

 

Without registration to Urmet Cloud it is not possible to perform the firmware upgrade. 

Registration to Urmet Cloud requires an Internet connection available on the PC where the 

IPerCom Installer Tools application is installed. 
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5. tǊŜǎǎ ǘƘŜ άLOGINέ ōǳǘǘƻƴΣ ŀŦǘŜǊ ŜƴǘŜǊƛƴƎ ȅƻǳǊ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘΣ ŀƴŘ ǘƘŜƴ ǇǊŜǎǎ ǘƘŜ άOKέ 

button, once the login phase has been completed correctly; the following screen is displayed: 

 
Figure 27: request to connect to the site 

 

The  button allows you to refresh the list of available network interfaces and choose the correct 

one. 

To find out the IP and MAC addresses of the network interface through which you are 

ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ LtŜǊ/ƻƳ ǎȅǎǘŜƳΣ ȅƻǳ ƴŜŜŘ ǘƻ ǇǊŜǎǎ ƻƴ ǘƘŜ άhǇŜƴ bŜǘǿƻǊƪ ŀƴŘ LƴǘŜǊƴŜǘ 

ǎŜǘǘƛƴƎǎέ ƛǘŜƳΣ ǿƘƛŎƘ ŀǇǇŜŀǊǎ ōȅ ǇǊŜǎǎƛƴƎ ǿƛǘƘ ǘƘŜ ǊƛƎƘǘ ƳƻǳǎŜ ōǳǘǘƻƴ ǘƘŜ ƛŎƻƴ  at the 

bottom right on your PC monitor. A screen opens with the list of available networks. After 

ǇǊŜǎǎƛƴƎ ƻƴ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ άtǊƻǇŜǊǘƛŜǎέ ƛǘŜƳΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŀƴŘ a!/ 

address. 
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6. tǊŜǎǎ ǘƘŜ ōǳǘǘƻƴ άNextέ ōǳǘǘƻƴΤ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴ ƛǎ ŘƛǎǇƭŀȅŜŘΥ 

 
Figure 28: detection of IPerCom devices and control of permissions to update the system 

In this screen IPerCom Installer Tools detects the devices connected to the system (via the 

network interface selected in the previous point), detects whether the system is with or without 

Server 1060/1, whether it is possible to update the system and whether the installer is authorized 

to do this (in case of not configured system this is always allowed). 

 

7. The following screen appears if all the checks listed in the previous point are successful: 

 

 
Figure 29: system update is allowed 
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In this screen, the installer is notified that he is authorized to perform the system update and is also 

told which version the system will be updated to. ¢ƘŜ ōǳǘǘƻƴ άStart updateέ ǎǘŀǊǘǎ ǘƘŜ ǳǇŘŀǘŜ 

procedure. For more details on how the update occurs, see the paragraph Starting the upgrade. 

Before this, it is explained how to create an Urmet Cloud account. 

 

If the system is already updated to the previously selected IPerCom version, the following 
message appears: 

 

 
Figure 30: system already updated to the selected version 

 

The request to update the system anyway is useful if you want to use a custom update file 

(for further details see APPENDIX A1: Custom video door phones). 

 

 

6.1.1 Urmet Cloud authentication 
 

When upgrading an IPerCom system to versions 3.3.0 (or higher), authentication to Urmet Cloud is required 

and mandatory, as shown in the window below: 

 
Figure 31: Urmet Cloud login 
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/ǊŜŀǘƛƴƎ ŀƴ ŀŎŎƻǳƴǘ ƛǎ ŘƻƴŜ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άCREATE ACCOUNTέ ōǳǘǘƻƴ in the red box. 

The following window opens where it is necessary to fill in the fields marked with an asterisk: 

 

 
Figure 32: registration window for a new account 

 

!ŦǘŜǊ ŦƛƭƭƛƴƎ ƛƴ ŀƭƭ ǘƘŜ ŦƛŜƭŘǎ ŎƻǊǊŜŎǘƭȅΣ ǘƘŜ άNEXTέ ōǳǘǘƻƴ ƛǎ ŜƴŀōƭŜŘ ŀƴŘΣ ŀŦǘŜǊ ǇǊŜǎǎƛƴƎ ƛǘΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

screen appears: 

 
Figure 33: terms of service and privacy 
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At this point, after accepting the general conditions of use and the privacy policy, you can press the 

άRegisterέ ōǳǘǘƻƴ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ ǊŜƎƛǎǘǊŀǘƛƻƴΣ ŀǎ ŎƻƴŦƛǊƳŜŘ ōȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛŀƭƻƎ ōƻȄΥ 

 
Figure 34: registration successful 

 

The last step to do is to go to your email inbox and click on the account activation link. You are then 

transferred to a web page which confirms that activation was successful: 

 
Figure 35: account activated successfully 
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Once the account has been activated, access to Urmet Cloud occurs by entering the username and 

password in the authentication window (red box): 

 
Figure 36: login window 

 

 

The "User" field must be filled in with the e-mail address entered during registration, just as the password is 

the one entered during registration. 

!ǘ ǘƘƛǎ ǇƻƛƴǘΣ ǎƛƳǇƭȅ ǇǊŜǎǎ ǘƘŜ άLOGINέ ōǳǘǘƻƴ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ƻƴ ¦ǊƳŜǘ /ƭƻǳŘΦ 

Correct access is indicated by the following pop-up window: 

 
Figure 37: correct access to Urmet Cloud 

 

In Figure 36 ƛŦ ȅƻǳ ǎŜƭŜŎǘ ǘƘŜ άwŜƳŜƳōŜǊ ƳŜέ ŦƛŜƭŘΣ ǘƘŜ ƴŜȄǘ ǘƛƳŜ ȅƻǳ ƭƻƎ ƛƴ ǘƻ ¦ǊƳŜǘ /ƭƻǳŘΣ ȅƻǳ ǿƛƭƭ 

no longer be asked to enter your username and password as they are automatically pre-loaded by 

IPerCom Installer Tools. 
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LŦ ȅƻǳ ƘŀǾŜ ŦƻǊƎƻǘǘŜƴ ȅƻǳǊ ǇŀǎǎǿƻǊŘΣ ȅƻǳ Ŏŀƴ ǎŜǘ ƛǘ ŀƎŀƛƴ ǇǊŜǎǎƛƴƎ άCƻǊƎƻǘ ȅƻǳǊ ŎǊŜŘŜƴǘƛŀƭǎΚέ όǎǘƛƭƭ ƛƴ 

Figure 36). The window that appears is the following: 

 
Figure 38: credentials recovery 

 

!ŦǘŜǊ ŜƴǘŜǊƛƴƎ ȅƻǳǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŜƳŀƛƭ ŀŘŘǊŜǎǎΣ ǎƛƳǇƭȅ ǇǊŜǎǎ ǘƘŜ ά{Ŝǘ ŀ ƴŜǿ ǇŀǎǎǿƻǊŘέ ōǳǘǘƻƴΦ !ƴ 

email is sent to the address entered through which you can set a new password. 
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6.2 Upgrading to version 3.3.0 or higher: system already configured 
 

The procedure for updating a system already configured to version 3.3.0 (or higher) is like that reported in 

paragraph Upgrading to version 3.3.0: system not yet configured. The only restriction compared to what 

was seen previously is that only the authorized installer can proceed with updating the system and not just 

any installer. 

The authorized installer is usually the installer who configured the system, provided that after 

configuration: 

¶ he has not transferred the authorized installer role to another installer (who then becomes the 

authorized one); 

¶ if the system has been transferred to a building manager, he has not suspended or replaced the 

authorized installer.  

 

Even for the system configuration, the installer is required to register on Urmet Cloud: therefore, 

after the configuration, an association is created between the installer and the system, so that only 

the latter can apply changes to the configuration and no other installers (except in the 2 cases 

reported above). 

 

To transfer the authorized installer role to another installer, see the paragraph Site authorization 

management. 

 

To suspend or replace an installer see the paragraph Configuring the call forwarding function in 

IPerCom systems in IPerCloud mode. 

 

If an installer attempts to update a system for which he is not an authorized installer, this is prevented 

when IPerCom Installer Tools checks the permissions you have on the system (see Figure 28). 

The message that is displayed in this use-case is the following: 

 
Figure 39: attempt by an unauthorized installer to connect to the system 
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This message appears when a not ŀǳǘƘƻǊƛȊŜŘ ƛƴǎǘŀƭƭŜǊΣ ŦƻǊ ŜȄŀƳǇƭŜ άinstaller_urmet_1έΣ ŎƻƴƴŜŎǘǎ ǘƻ ŀ 

ǎȅǎǘŜƳ ǘƘŀǘ Ƙŀǎ άinstaller_urmet_2έ ŀǎ authorized installer. Before you can perform the update, 

authentication to Urmet Cloud is required: 

 
Figure 40: authentication to Urmet Cloud 

 

Once authentication has been performed on Urmet Cloud, IPerCom Installer Tools detects that the installer 

who has just authenticated on Cloud is not the authorized one and therefore does not allow him to update 

the system with the message shown in Figure 39. 

The message in Figure 39 is also displayed if the installer who configured the system transfers his role to 

another installer or if the building manager has replaced the installer. 

If the building manager has suspended the installer, the message displayed is the one below: 

 
Figure 41: Authorized installer but suspended by building manager 
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If the installer has the rights to update an already configured system, at the end of the update wizard 

IPerCom Installer Tools shows the same window already seen for a not configured system: 

 
Figure 42: system update is allowed 

 

¢ƘŜ άStart Updateέ ōǳǘǘƻƴ ǎǘŀǊǘǎ ǘƘŜ ǳǇŘŀǘŜ ǇǊƻŎŜǎǎ ƛƴ ǘƘŜ ǎŀƳŜ ǿŀȅ ŀǎ ŦƻǊ ŀƴ ǳƴŎƻƴŦƛƎǳǊŜŘ system and as 

explained in the next paragraph. 

 

6.3 Downgrading an already configured system 
 

Generally, the most common operation is to update a system (configured or not) to a higher version than 

the one already present. If, however, there is a need to perform a downgrade, i.e. update to a lower 

version than the one already present, it is necessary to first delete any configuration present on the 

system. If you do not proceed in this way, IPerCom Installer Tools displays the following error message 

when checking the firmware version and permissions: 

 
Figure 43: downgrade not possible because the system is configured 

 

The screenshot above refers to a downgrade of a system with IPerCom version 3.3.0. 

To delete the device configuration, see the paragraph Maintenance. 
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6.4 Starting the upgrade 
 

For both configured and non-configured systems, once the permissions to update the system have been 

checked, the screen that appears after the update wizard is the following: 

 
Figure 44: system update is allowed 

 

This screen shows the official 3.3.0 version released to which the system will be updated and it is also 

specified that this version will be downloaded via the Internet from the Urmet servers (the version shown 

in the figure above is just an example). 

tǊŜǎǎƛƴƎ ǘƘŜ ōǳǘǘƻƴ άStart updateέ, the following screen is shown: 

 
Figure 45: graphic user interface for updating the system 
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Starting from version 3.3.0 of IPerCom the update files have a smup extension (blue box). The 

xmup and mup extensions are allowed for minor update files of version 3.3.0. 

 

Through this screen the installer can update the system to the required version. 

The following information is shown in the upper part of Figure 45 (red box): 

¶ IP and MAC addresses of the network interface through which the PC (where IPerCom Installer 

Tools is running) connects to the IPerCom system; 

¶ number of devices detected; 

¶ update mode (FULL MODE, ACTIVE MODE, PASSIVE MODE); 

¶ update file version to which the system is about to be updated. 

 

The FULL MODE update mode refers to a system without a Server 1060/1 or a system with one or 

more Server 1060/1, none of which has been properly configured. The other two modes ACTIVE 

MODE and PASSIVE MODE refer, instead, to systems where at least one Server 1060/1 is properly 

configured. For further details see paragraph System with at least one Server 1060/1 configured to 

upgrade devices. 

 

The commands for updating the system are displayed in Figure 45 in the blue box and are explained in 

detail below:  

¶ άLoad Selected VersionέΥ allows you to download the selected update file (following a confirmation 

dialog box) and choose where to save it on your PC; 

¶ άBrowse Local DiskέΥ allows you to select a custom update file from your PC; 

¶ άCancelέΥ allows you to close the window shown in the blue box (this window can be opened again 

ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άOpen Update Fileέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ǊŜŘ ōƻȄΦύ. 

 

The steps to follow to update the system to the IPerCom 3.3.0 version are now reported below. For all 

other methods of updating a system and for all the functions relating to the screen shown in Figure 45, 

please refer to the following paragraphs. 

 

Regardless of the IPerCom version selected in the launcher, Figure 45 always automatically displays 

the officially released update file. 

 

If you select an update file other than the officially released update file, ǳǎƛƴƎ ǘƘŜ ά.ǊƻǿǎŜ [ƻŎŀƭ 

5ƛǎƪέ ōǳǘǘƻƴΣ ǘƘŜ ǳǇŘŀǘŜ ǿƛƭƭ ƴƻǘ ōŜ ŀƭƭƻǿŜŘΦ ¢ƘŜ ά.ǊƻǿǎŜ [ƻŎŀƭ 5ƛǎƪέ ōǳǘǘƻƴ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ǳǎŜŘ 

to update the system with custom update files of the same IPerCom version previously selected in 

Figure 45 (for further detail see APPENDIX A1: Custom video door phones). 
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For version 3.1.0 of IPerCom there will be two update files: the installer will be able to choose 

whether to download the update file with the YnO application for the MAX and VOG7 video door 

phones or the one with the YnO UP application for the same video door phones. The YnO 

application is compatible with Yokis V5 devices while the YnO UP application is compatible with 

Yokis V6 devices. 

 

6.4.1 Basic steps to update your system 
 

Once the update wizard to version 3.3.0 is completed, the following screen is displayed (as already 

reported in the previous paragraph): 

 
Figure 46: graphic user interface for updating the system 
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To update your system to version 3.3.0, follow the steps below (steps are referred to FULL MODE). 

 

1. tǊŜǎǎ ǘƘŜ άLoad Selected Versionέ ōǳǘǘƻƴ ǘƻ ǇǊƻŎŜŜŘ ǿƛǘƘ ǘƘŜ ŘƻǿƴƭƻŀŘ ƻŦ ǘƘŜ ǳǇŘŀǘŜ ŦƛƭŜΣ ŀŦǘŜǊ 

choosing where to save it on your PC: 

 
Figure 47: button for starting the download of the update file 

 

2. Wait for the download to finish (the download progress is highlighted in the figure below): 

 
Figure 48: download progress bar 

 

 

3. Once the download phase is finished, wait for the file to be processed correctly (as highlighted in 

the figure below): 

 
Figure 49: the update file is being analyzed 
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4. Once the processing phase of the downloaded update file is finished, the screen shown below 

ŀǇǇŜŀǊǎΣ ǿƘŜǊŜ ȅƻǳ ƴŜŜŘ ǘƻ ǇǊŜǎǎ ǘƘŜ άYesέ ōǳǘǘƻƴ ǘƻ ǎǘŀǊǘ ǘƘŜ ǎȅǎǘŜƳ ǳǇŘŀǘŜΥ 

 
Figure 50: The update file has been downloaded and processed successfully 

 

¢ƘŜ άVersion Matchέ ŎƻƭǳƳƴ ǎƘƻǿǎ ǘƘŜ ƛŎƻƴ  (red box), meaning that the devices are not aligned 

to the imported update file. 

 

 

If new devices are added to the system at this stage, they will never be added to the list of Figure 

50. To make them appear, you must repeat the firmware upgrade procedure from the beginning 

(as reported in the paragraph Upgrading to version 3.3.0: system not yet configured). 
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5. Once the update phase has started, the correct end of the update is indicated by the icon  in the 

ŎƻƭǳƳƴ άVersion MatchέΣ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǿƛƴŘƻǿΥ 

 
Figure 51: successful end of update 

 

 

6. hƴŎŜ ǘƘŜ ǳǇŘŀǘŜ ƛǎ ŎƻƳǇƭŜǘŜΣ ǎƛƳǇƭȅ ŎƭƻǎŜ ǘƘŜ ǎŎǊŜŜƴ ǳǎƛƴƎ ǘƘŜ άXέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ǘƻǇ ǊƛƎƘǘ όǎŜŜ ǊŜŘ 

arrow in Figure 51). 

 

6.5 IPerCom devices upgrade mode 
 

The steps described in the previous paragraph can be performed in 2 different ways, both leading to the 

same result, that is, updating the system (as reported in Figure 51): the only thing that changes is the way 

the devices are updated, or more precisely, who updates them. 

The update method can change if in the system there is at least 1 appropriately configured Server 1060/1. 

In detail this means that the Server must be: 

¶ present in the system configuration (for further details see paragraph Adding devices); 
 

¶ configured to upgrade other system devices (for further details see paragraph Maintenance 
Settings). 

 

The 2 update methods will be described in more detail below, underlining the differences. 
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6.5.1 IPerCom system without Server 1060/1 configured to upgrade devices 
 

If the IPerCom system has no Server 1060/1 or no Server 1060/1 present in the system is configured to 

update devices, the upgrade of all devices is carried out exclusively by IPerCom Installer Tools application, 

as already shown in the previous paragraph.  

This also applies to any new devices added to the system. 

In this case the operating mode is called FULL MODE. 

 

6.5.2 System with at least one Server 1060/1 configured to upgrade devices 
 

If the IPerCom system has at least a Server 1060/1 configured for device updating, the firmware update 

task is partly delegated to IPerCom Installer Tools and partly to the Server 1060/1. 

The devices that are updated by IPerCom Installer Tools are shown in the following table: 

System Device Ref. 

IPerCom Server 1060/1 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ тΩΩ VOG7 1761/31-31U-32-33-33U 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ млΩΩ a!· 1717/21-21U-22-22U-23-23U 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ тΩΩ .ŀǎƛŎ 1741/1-2-3 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ тΩΩ a!· 1717/3x-4x 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ млΩΩ 1761/23 
Table 3: devices that are upgraded by IPerCom Installer Tools in a system with Server 1060/1 properly configured 

 

This update phase is called ACTIVE MODE. 

Once these devices have been updated, the Server 1060/1 takes care of updating the rest of the system; 

this update phase is called PASSIVE MODE. In this operating mode it is possible only to view the update 

phases of the other devices. 

The most important advantage of using this update mode is that, once the system has been updated and 

IPerCom Installer Tools has been closed, any not configured new devices added afterwards can be directly 

updated by the Server 1060/1. 
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Updating the devices via Server 1060/1 can be used also in the case of a first update of an IPerCom system 

that has just been installed but is not yet in operation. The points listed below must be followed: 

 

1. using the IPerCom Installer Tools application, upgrade the Server 1060/1 (disconnected from the 
system) to the required IPerCom version; 

2. create a basic IPerCom configuration that includes only the Server 1060/1 by means of the IPerCom 
configurator; 

3. configure the Server 1060/1 so that it can upgrade the other system devices (by means of the 
IPerCom configurator); 

4. distribute the configuration thus created to Server 1060/1; 
5. connect the Server 1060/1 to the system. 

 

In this way, the Server 1060/1 can upgrade the other devices in the system: any not configured devices 

added later will be still upgraded by the Server 1060/1. 

For further details see APPENDIX R: First upgrade of a system via Server 1060/1. 

 

If the Server 1060/1 has a firmware version 3.2.0 or lower and the devices connected to the 

system have a version 3.3.0 or higher, they will never be updated by the Server. In this use case, it 

is mandatory to use IPerCom Installer Tools to perform the downgrade of all devices (FULL 

MODE). 

 

If there are several Servers 1060/1, it is necessary to upgrade them via IPerCom Installer Tools in 

step 1 and configure one of them so that it upgrades the other devices. Any other Server 1060/1 

added later to the system need to be upgraded via IPerCom Installer Tools. 

 

If you try to upgrade the system or part of it, while Server 1060/1 is updating some devices, 

operating mode is PASSIVE MODE. In PASSIVE MODE it is possible only monitoring the update 

phases of the various devices (for further details see chapter Update of the entire system (ACTIVE 

MODE and PASSIVE MODE)). 

 

If after connecting a device to be updated, IPerCom Installer Tools is opened before the 1060/1 

Server has started updating the device itself, IPerCom Installer Tools starts in ACTIVE MODE: in this 

situation the device can only be updated by IPerCom Installer Tools. 

 

The upgrade mode via Server 1060/1 is available from IPerCom version 2.1. 
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 It is important to underline that in ACTIVE MODE IPerCom Installer Tools can also update any 

custom video door phones among those listed in Table 3, something that the 1060/1 Server cannot 

do except in a single case. This topic will be seen in detail in paragraph APPENDIX A1: Custom video 

door phones. 

 

These 2 operating modes (FULL MODE and ACTIVE/PASSIVE MODE) will be described in detail in the 

following paragraphs. It is important to note that in both cases, the main purpose is to update the IPerCom 

system. 

 

Regardless of whether the update is performed entirely by IPerCom Installer Tools or partly by IPerCom 

Installer Tools and then by the Server 1060/1, the following applies: 

¶ to perform the upgrade correctly, the PC where the IPerCom Installer Tools application is running 

must be connected to the IPerCom system by means of a LAN cable and not via Wi-Fi. 

Furthermore, the LAN cable must be connected to one of the system switches and not to the 

router; 

 

¶ the IP address of the network card, through which the PC (where IPerCom Installer Tools is running) 

connects to the IPerCom system, must belong to the same IPerCom subnet. 

 

¶ Switchboard and IPerCom Client applications are updated provided they are running on dedicated 

PCs (from version 3.1 the update of the IPerCom Client application is performed correctly even if 

you do not have administrator rights on the PC); 

 

¶ firmware of the following devices does not require any upgrade: Relay Actuators, Key Readers, Lift 

Interface, iPassan Controller, IPerTalk Server and RTSP Cameras. A table listing the upgradable 

devices is provided in the APPENDIX F1: IPerCom devices that can be updated by IPerCom Installer 

Tools. 
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6.6 Main steps in the upgrade process of an IPerCom system 
 

Regardless of the upgrading operating mode (FULL MODE or ACTIVE/PASSIVE MODE), the upgrade process 

follows these steps: 

 

¶ launch IPerCom Installer Tools application; 

¶ select from the drop-down menu the version to which you want to update the system; 

¶ press the άFirmware Upgradeέ button; 

¶ follow all the various steps of the update wizard; 

¶ ǇǊŜǎǎ ǘƘŜ άLoad Selected Versionέ ōǳǘǘƻƴ ǘƻ ǇǊƻŎŜŜŘ ǿƛǘƘ ǘƘŜ ŘƻǿƴƭƻŀŘ ƻŦ ǘƘŜ ǳǇŘŀǘŜ ŦƛƭŜΣ ŀŦǘŜǊ 

choosing where to save the update file on your PC; 

¶ wait for the update file to download and process to finish. 

 

6.6.1 Device upgrade: FULL MODE 
 

At the end of the steps reported below, a dialogue box appears asking the user whether he wants to 

update the entire system or not: 

 
Figure 52: end of processing phase 

 

If it is necessary to update the entire systemΣ ǇǊŜǎǎ ǘƘŜ άYesέ button, if instead it is necessary to update 

ƻƴƭȅ ǇŀǊǘ ƻŦ ǘƘŜ ǎȅǎǘŜƳϥǎ ŘŜǾƛŎŜǎΣ ǇǊŜǎǎ άNoέ ōǳǘǘƻƴΦ ¢ƘŜ н ǳǇŘŀǘŜ ƳƻŘŜǎ ǿƛƭƭ ōŜ ǎŜŜƴ ƛƴ ŘŜǘŀƛƭ ƛƴ ǘƘŜ ƴŜȄǘ 

paragraphs and refer to the operating mode FULL MODE, that is the upgrade of all devices will be made by 

the application IPerCom Installer Tools. 
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Regardless of the type of update performed (selective or full), the following information is shown at the top 

of the screen (blue box): 

¶ άCurrent networkέΥ IP and MAC addresses of the network interface through which the PC, where 

IPerCom Installer Tools is running, connects to the IPerCom system; 

¶ άTotal devicesέΥ number of devices detected to update; 

¶ άUpgrade modeέ: FULL MODE / ACTIVE MODE / PASSIVE MODE; 

¶ άTarget versionέΥ update file version to which the system is about to be updated;  

 

¢ƘŜ άShow File Detailsέ ōǳǘǘƻƴ ǎƘƻǿǎ ŀ ǿƛƴŘƻǿ with the list of the various device models and the relevant 

version of the upgrade file included in the smup file: 

 
Figure 53: update file imported successfully 

 

In the image above you can also see that the symbol  ŀǇǇŜŀǊǎ ƛƴ ǘƘŜ άVersion Matchέ ŎƻƭǳƳƴΣ ƳŜŀƴƛƴƎ 

that the firmware version of all the devices in the system does not match that of the update file loaded (red 

box). 

If an update file is loaded into IPerCom Installer Tools and if the system has already been updated to 

the same imported update file, the following message is shown: 

 
Figure 54: system already updated 

In this case the symbol  ŀǇǇŜŀǊǎ ƛƴ ǘƘŜ ά±ŜǊǎƛƻƴ aŀǘŎƘέ ŎƻƭǳƳƴ ƻŦ Figure 52  and there is no 

possibility to update the system. 
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6.6.1.1 Update of the entire system (FULL MODE) 

 

To update the entire system in FULL MODEΣ ŀŦǘŜǊ ƛƳǇƻǊǘƛƴƎ ǘƘŜ ǳǇƎǊŀŘŜ ŦƛƭŜΣ ǇǊŜǎǎ ǘƘŜ άYesέ button (red 

arrow) in the figure below: 

 
Figure 55: upgrade of the whole system 

 

¢ƘŜ ǎŀƳŜ ǊŜǎǳƭǘ Ŏŀƴ ōŜ ƻōǘŀƛƴŜŘ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άbƻέ ōǳǘǘƻƴ ŀƴŘ ǘƘŜƴ ǇǊŜǎǎƛƴƎ ǘƘŜ άCǳƭƭ tƭŀƴǘ 

¦ǇŘŀǘŜέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿŀȅ ƻŦ ǇǊƻŎŜŜŘƛƴƎ Ŏŀƴ ōŜ ǳǎŜŦǳƭ ŦƻǊ ŎŀǊǊȅƛƴƎ ƻǳǘ ŎƘŜŎƪǎ ƻƴ ǘƘŜ detected 

devices and their firmware version before proceeding with the update (for further details see 

Devices section). 

 

In both cases even if devices are not selected (all or in part), they are automatically selected when 

the update phase starts. 

 

The upgrade process starts as shown in the figure below: 

 
Figure 56: upload and upgrade phases 
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Two different phases are requested for updating the devices: 

¶ upload phase, that is the single firmware upgrade file is uploaded to all the selected devices that 
ƴŜŜŘ ǘƻ ōŜ ǳǇƎǊŀŘŜŘ όƎǊŜŜƴ ǇǊƻƎǊŜǎǎ ōŀǊ ƛƴ ǘƘŜ άProgressέ ŎƻƭǳƳƴύΤ 
 

¶ upgrade phase, that is the devices are upgraded to the new version (red progress bar in the 
άProgressέ ŎƻƭǳƳƴύΦ 

 

In both cases status of devices show icon  ƛƴ άStatusέ ŎƻƭǳƳƴΣ ǘƘŀǘ ƛǎ ŦƛǊƳǿŀǊŜ ǳǇƎǊŀŘŜ ƛƴ ǇǊƻƎǊŜǎǎΦ 

 

άStatusέ ŀƴŘ άProgressέ ŎƻƭǳƳƴǎ ŀǊŜ ƛƴ ōƭǳŜ ōƻȄŜǎ ƛƴ Figure 56. 

 

When the progress bar is red, the devices are out of service. 

 

 

During the whole upgrade phase do not turn off your PC or close IPerCom Installer Tools application, 

as this may affect the correct upgrade of the devices. As a result, we recommend using a PC powered 

by the 230Vac mains. 

 

During the phase of upload and upgrade the Commands section appears as shown below: 

 
Figure 57: commands section during the upload and upgrade phase 

 

 

The upload and update phases are highlighted by a blue progress bar and an appropriate icon (see red box 

in the figure above). 
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During this phase, there is a default automatic mechanism for restoring any errors and repeating the 

ǳǇŘŀǘŜ ŎȅŎƭŜ όŦƻǊ ƳŀȄƛƳǳƳ р ǘƛƳŜǎύ ƛŦ ƻƴŜ ƻǊ ƳƻǊŜ ŘŜǾƛŎŜǎ Ŧŀƛƭ ǘƻ ǳǇŘŀǘŜΦ ¢ƘŜ άStop Automationέ ōǳǘǘƻƴ 

ŀƭƭƻǿǎ ȅƻǳ ǘƻ ōƭƻŎƪ ǘƘƛǎ ƳŜŎƘŀƴƛǎƳ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άYesέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ǊŜƭŜǾŀƴǘ ŘƛŀƭƻƎǳŜ ōƻȄΥ 

 
Figure 58: request to stop the update process at the current cycle 

 

In this case any failed update messages on one or more devices must be manually deleted and a following 

update cycle must be started manually. If the automatic mechanism is not removed, the above is 

performed automatically a maximum of 5 times. For further details see APPENDIX C1: Failure to upgrade 

all devices. 

 

¢ƘŜ ǎǳŎŎŜǎǎ ƻŦ ǘƘŜ ǳǇŘŀǘŜ ǇǊƻŎŜŘǳǊŜ ƛǎ ƛƴŘƛŎŀǘŜŘ ōȅ ŀ ƎǊŜŜƴ ǘƛŎƪ ŦƻǊ ŜŀŎƘ ǎȅǎǘŜƳ ŘŜǾƛŎŜ ƛƴ ǘƘŜ άVersion 

Matchέ ŎƻƭǳƳƴ (green box): 

 
Figure 59: devices upgraded 

 

Lƴ ǘƘŜ άVersionέ ŎƻƭǳƳƴ ŦƻǊ ŜŀŎƘ ŘŜǾƛŎŜ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŦƛǊƳǿŀǊŜ ǾŜǊǎƛƻƴ ǇǊŜǎŜƴǘ ƛƴ ǘƘŜ ǎƳǳǇ ŦƛƭŜ 

imported in IPerCom Installer Tools is shown. 

 

At the end of the upgrade procedure, it is possible to check on the system video door phones that the 

ŦƛǊƳǿŀǊŜ ǊŜƭŜŀǎŜ ŎƻǊǊŜǎǇƻƴŘǎ ǘƻ ǘƘŜ ƻƴŜ ƛƴǎǘŀƭƭŜŘΦ CƻǊ ŦǳǊǘƘŜǊ ŘŜǘŀƛƭǎΣ ǎŜŜ ǘƘŜ ǳǎŜǊΩǎ Ƴŀƴǳŀƭǎ ƻŦ ǘƘŜ 

single video door phones on website www.urmet.com. 

 

 

6.6.1.2 Selective update (FULL MODE) 

 

¢ƘŜ άSelective Updateέ ōǳǘǘƻƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǳǇŘŀǘŜ ƻƴƭȅ ǘƘŜ ŘŜǾƛŎŜǎ ǎŜƭŜŎǘŜŘ ƛƴ ǘƘŜ Devices section, 

therefore it is useful when it is not necessary to update the entire system but for some need you want to 

update only one or more devices. 
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In FULL MODE this function is useful for example if some not configured devices with different firmware 

versions are added to an already updated and functioning system. In this case, after importing the update 

file, the following window appears: 

 
Figure 60: procedure to upgrade one or more devices and not the entire system 

 

.ȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άNoέ ōǳǘǘƻƴ όǊŜŘ ŀǊǊƻǿύΣ ȅƻǳ Ŏŀƴ ƛŘŜƴǘƛŦȅ ǘƘŜ ŘŜǾƛŎŜ ƻǊ ŘŜǾƛŎŜǎ ǘƻ ōŜ ǳǇŘŀǘŜŘ όǊŜŘ ōƻȄύΥ 

 
Figure 61: device added to be updated 
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!ŦǘŜǊ ǎŜƭŜŎǘƛƴƎ ǘƘŜ ŘŜǾƛŎŜ ǘƻ ǳǇŘŀǘŜ ƻƴƭȅΣ ǇǊŜǎǎ ǘƘŜ ōǳǘǘƻƴ άSelective UpdateέΥ 

 
Figure 62: device to be updated selected 

 

Pressing this button starts the update of only the selected devices, after confirming the operation in the 

relevant dialogue box: 

 
Figure 63: dialogue box of selective update 

 

The update mode is like that seen for updating the entire system (for further details see Update of the 

entire system (FULL MODE) ). 

 

To quickly identify the devices to be updated (in the case of large systems) simply select all devices 

in Figure 62 ǿƛǘƘ ǘƘŜ άSelect allέ ŎƘŜŎƪōƻȄ ŀƴŘ ŜȄŎƭǳŘŜ ǘƘƻǎŜ ŀƭǊŜŀŘȅ ǳǇŘŀǘŜŘ όά9ȄŎƭǳŘŜ ǳǇŘŀǘŜŘ 

ƻƴŜǎέ ƛǘŜƳύΦ For full details on this way of proceeding see paragraph Errore. L'origine riferimento 

non è stata trovata.. 
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Updating devices with different firmware versions added to an already updated system can also be 

ŘƻƴŜ ǎƛƳǇƭȅ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άCǳƭƭ tƭŀƴǘ ¦ǇŘŀǘŜέ ōǳǘǘƻƴΥ ƛƴ ǘƘƛǎ ŎŀǎŜ ƻƴƭȅ ǘƘŜ ŘŜǾƛŎŜǎ ǿƘƻǎŜ ŦƛǊƳǿŀǊŜ 

version is not aligned with the update file imported will be updated. Similarly, updating the entire 

ǎȅǎǘŜƳ Ŏŀƴ ōŜ ŘƻƴŜ Ǿƛŀ ǘƘŜ ά{ŜƭŜŎǘƛǾŜ ¦ǇŘŀǘŜέ ōǳǘǘƻƴ ōȅ ǎŜƭŜŎǘƛƴƎ ŀƭƭ ǘƘŜ ŘŜǾƛŎŜǎΦ 

 

¢ƘŜ ά{ŜƭŜŎǘƛǾŜ ¦ǇŘŀǘŜέ ōǳǘǘƻƴ ƛǎ ŀŎǘƛǾŀǘŜŘ ƛŦ ŀƳƻƴƎ ǘƘŜ ǎŜƭŜŎǘŜŘ ŘŜǾƛŎŜǎ ǘƘŜǊŜ ƛǎ ŀǘ ƭŜŀǎǘ ƻƴŜ ǘƘŀǘ ƛǎ 

not aligned with the update file imported. 

 

6.6.2 Device upgrade: ACTIVE MODE and PASSIVE MODE 

During the update phase, ACTIVE MODE is detected if the following two conditions are met: 

¶ in the system to be upgraded there is at least one Server 1060/1 configured to upgrade other 
system devices; 

¶ none of the Servers 1060/1 are upgrading other devices.  
 

 

What was reported above for the FULL MODE remains almost similar for ACTIVE MODE. The main 

differences are listed below. 

 

1) The upper part of the application shows the label ACTIVE MODE instead of FULL MODE: 
 

 
Figure 64: ACTIVE MODE displayed in the upper part of application 

 

 

2) In ACTIVE MODE if you want to update the entire system, IPerCom Installer Tools takes care of 
updating only the devices listed below: 

 
 

System Device Ref. 
IPerCom Server 1060/1 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ тΩΩ VOG7 1761/31-31U-32-33-33U 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ млΩΩ a!· 1717/21-21U-22-22U-23-23U 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ тΩΩ .ŀǎƛŎ 1741/1-2-3 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ тΩΩ a!· 1717/3x-4x 

±ƛŘŜƻ ŘƻƻǊ ǇƘƻƴŜ млΩΩ 1761/23 
Table 4: devices that can be upgraded in ACTIVE MODE 
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Once the devices shown in Table 4 have been updated, the Server 1060/1 will take care of 

updating the rest of the system; during this phase PASSIVE MODE starts. In this operating mode it 

is only possible to view the update phases of the other devices. The transition between ACTIVE 

MODE and PASSIVE MODE occurs automatically: this is valid if you update the entire system via 

ǘƘŜ άFull Plant Updateέ ōǳǘǘƻƴ ƻǊ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άYesέ ōǳǘǘƻƴ ƛƴ ǘƘŜ ŘƛŀƭƻƎǳŜ ōƻȄ ǘƘŀǘ ŀǇǇŜŀǊǎ 

after importing the update file into IPerCom Installer Tools. 

 

The 2 update methods (already seen for FULL MODE) will now be described, that is updating the entire 

system or making a selective update. 

 

 

6.6.2.1 Update of the entire system (ACTIVE MODE and PASSIVE MODE) 

 

To update the entire system in ACTIVE MODEΣ ŀŦǘŜǊ ƛƳǇƻǊǘƛƴƎ ǘƘŜ ǳǇƎǊŀŘŜ ŦƛƭŜΣ ǇǊŜǎǎ ǘƘŜ άYesέ ōǳǘǘƻƴ όǊŜŘ 

arrow) in the figure below: 

 

 
Figure 65: upgrade of the system in ACTIVE MODE 

 

¢ƘŜ ǎŀƳŜ ǊŜǎǳƭǘ Ŏŀƴ ōŜ ƻōǘŀƛƴŜŘ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άbƻέ ōǳǘǘƻƴ ŀƴŘ ǘƘŜƴ ǇǊŜǎǎƛƴƎ ǘƘŜ άFull Plant 

Updateέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿŀȅ ƻŦ ǇǊƻŎŜŜŘƛƴƎ Ŏŀƴ ōŜ ǳǎŜŦǳƭ ŦƻǊ ŎŀǊǊȅƛƴƎ ƻǳǘ ŎƘŜŎƪǎ ƻƴ ǘƘŜ ŘŜǾƛŎŜǎ ŦƻǳƴŘ 

by IPerCom Installer Tools and their firmware version before proceeding with the update. 
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In both cases even if devices are not selected (all or in part), they are automatically selected when 

the update phase starts. 

 

If an update file is imported into IPerCom Installer Tools and if the system has already been updated 

to the same imported update file, the same message reported in Figure 54 is shown. 

 

The upgrade process starts with Server 1060/1 and video door phones as shown in the figure below and as 

was reported in point 2 of the previous paragraph: 

 

 
Figure 66: upload phase and upgrade phase 

 

The update phase of the single device involves an upload phase of the firmware update file (green progress 

ōŀǊ ƛƴ ǘƘŜ άProgressέ ŎƻƭǳƳƴύ ŀƴŘ ŀƴ ǳǇƎǊŀŘŜ ǇƘŀǎŜ όǊŜŘ ǇǊƻƎǊŜǎǎ ōŀǊ ƛƴ ǘƘŜ άProgressέ ŎƻƭǳƳƴύΣ ŀǎ ŀƭǊŜŀŘȅ 

seen before. 

In both cases status of devices shows icon  ƛƴ άStatusέ ŎƻƭǳƳƴΣ ǘƘŀǘ ƛǎ ŦƛǊƳǿŀǊŜ ǳǇƎǊŀŘŜ ƛƴ ǇǊƻƎǊŜǎǎΦ 

¢ƘŜ άShow File Detailsέ ōǳǘǘƻƴ ǎƘƻǿǎ ŀ ǿƛƴŘƻǿ with the list of the various device models and the relevant 

version of the upgrade file included in the smup file: 

 
Figure 67: update file imported successfully 
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Once the update of the Server 1060/1 and video door phones has been completed, PASSIVE MODE 

operation is detected and the Server 1060/1 begins to update the rest of the system: 

 

 
Figure 68: update of the rest of the system 

 

 

 

In PASSIVE MODE IPerCom Installer Tools can only monitor the update phases of the various devices. 

The new operating mode is displayed on the top bar of the application section (red arrows in Figure 68). 

 

When the progress bar is red, the devices are out of service (both in ACTIVE and PASSIVE operation 

modes). 

 

 During the whole upgrade phase do not turn off your PC or close application (both in ACTIVE and 

PASSIVE operation modes), as this may affect the correct upgrade of the devices. As a result, we 

recommend using a PC powered by the 230Vac mains. 
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During the phase of upload and upgrade in ACTIVE mode the Commands section appears as shown below: 

 
Figure 69: Commands section during the upload and upgrade phase 

 

The update phase is highlighted by a blue progress bar and an appropriate icon (see red box in the figure 

above). 

 

During the upgrade phase of ACTIVE MODE, there is an automatism for the points listed below: 

¶ transition from ACTIVE MODE to PASSIVE MODE, 

¶ restoring any errors found during the upgrade process (ACTIVE MODE and PASSIVE MODE), 

¶ repeating the update cycle (for maximum 5 times) if one or more devices fail to update (ACTIVE 
MODE and PASSIVE MODE). 

 

¢ƘŜ άStop Automationέ ōǳǘǘƻƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ōƭƻŎƪ ǘƘƛǎ ŀǳǘƻƳŀǘƛǎƳ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άYesέ ōǳǘǘƻƴ ƛƴ ǘƘŜ 

relevant dialogue box: 

 
Figure 70: request to stop the update process at the current cycle 

 

In this case the automatic transition from ACTIVE MODE to PASSIVE MODE will no longer occur and 

furthermore any failed update messages must be deleted manually and a following update cycle must be 

started manually (only for the ACTIVE MODE). If the automatism is not removed, the 3 points listed above 

are performed automatically for a maximum of 5 times. For further details see APPENDIX C1: Failure to 

upgrade all devices. 
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During the PASSIVE MODE ǘƘŜ ōǳǘǘƻƴ ά{ǘƻǇ !ǳǘƻƳŀǘƛƻƴέ ƛǎ ŦǊƻȊŜƴΦ 

 

The success of the update procedure is indicated by a green tick for each device in the "Version Match" 

column (green box): 

 
Figure 71: devices upgraded 

 

In the "Version" column for each device the corresponding firmware version present in the mup or xmup 

file imported in IPerCom Installer Tools is shown. 

 

At the end of the upgrade procedure, it is possible to check on the system video door phones that the 

ŦƛǊƳǿŀǊŜ ǊŜƭŜŀǎŜ ŎƻǊǊŜǎǇƻƴŘǎ ǘƻ ǘƘŜ ƻƴŜ ƛƴǎǘŀƭƭŜŘΦ CƻǊ ŦǳǊǘƘŜǊ ŘŜǘŀƛƭǎΣ ǎŜŜ ǘƘŜ ǳǎŜǊΩǎ Ƴŀƴǳŀƭǎ ƻŦ ǘƘŜ 

single video door phones on website www.urmet.com. 
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6.6.2.2 Selective update (ACTIVE MODE) 

 

¢ƘŜ άSelective Updateέ ōǳǘǘƻƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǳǇŘŀǘŜ ƻƴƭȅ ǘƘŜ ŘŜǾƛŎŜǎ ǎŜƭŜŎǘŜŘ ƛƴ ǘƘŜ Devices section, 

therefore it is useful when it is not necessary to update the entire system but for some need you want to 

update only one or more devices. To do this, after importing the update file, the following window appears: 

 
Figure 72: how to partially update the system 
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.ȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άNoέ ōǳǘǘƻƴ όǊŜŘ ŀǊǊƻǿύΣ ȅƻǳ Ŏŀƴ ƛŘŜƴǘƛŦȅ ǘƘŜ ŘŜǾƛŎŜ ƻǊ devices to be updated in the section 

άDevicesέ όǊŜŘ ōƻȄύ ŀƴŘ ǇǊŜǎǎ ǘƘŜ ōǳǘǘƻƴ άSelective Updateέ όǊŜŘ ŀǊǊƻǿύΥ 

 
Figure 73: selective update 

 

Pressing this button starts the update of only the selected devices, after confirming the operation in the 

relevant dialogue box: 

 
Figure 74: confirmation of selective update 

 

The update mode is like that seen for updating the entire system in FULL MODE, that is the device update 

is always performed by IPerCom Installer Tools and not by Server 1060/1, whatever device is selected. 

 

LŦ ŀƭƭ ǘƘŜ ŘŜǾƛŎŜǎ ŀǊŜ ǎŜƭŜŎǘŜŘ ŀƴŘ ǘƘŜ ŜƴǘƛǊŜ ǎȅǎǘŜƳ ƛǎ ǘƘŜƴ ǳǇŘŀǘŜŘ ǳǎƛƴƎ ǘƘŜ ά{ŜƭŜŎǘƛǾŜ ¦ǇŘŀǘŜέ 

button, the update mode is like FULL MODE (that is, there is no transition from ACTIVE MODE to 

PASSIVE MODE). 
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If you select and update only the 1060/1 Server configured to update the devices, it is necessary to 

close the IPerCom Installer Tools application so that the Server can update the rest of the system. 

 

If the system has a Server configured to update devices and you connect to the system while the 

Server is performing an update, the operating mode is PASSIVE (both in the update file download 

phase and in the actual upgrade phase). 

 

The 1060/1 Server configured to update the other devices does not update any other Servers present 

in the system. 

 

Any device added to the system will be updated by the 1060/1 Server; the only exception may occur 

if custom video door phones are added (for further details see APPENDIX A1: Custom video door 

phones). 

 

6.7 Devices section 
 

¢ƘŜ άDevicesέ ǎŜŎǘƛƻƴ ƛǎ ŀŎŎŜǎǎƛōƭŜ ŀŦǘŜǊ ƭƻŀŘƛƴƎ ǘƘŜ ǳǇŘŀǘŜ ŦƛƭŜ ŀƴŘ Ǉƻǎǎƛōƭȅ ŀŦǘŜǊ ǳǇŘŀǘƛƴƎ ǘƘŜ ǎȅǎǘŜƳΦ Lƴ 

more detail, after loading the update file the following dialog box appears: 

 
Figure 75: dialogue box for full plant update 
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LŦ ȅƻǳ ǇǊŜǎǎ ǘƘŜ άYesέ ōǳǘǘƻƴΣ ȅƻǳ Ƴǳǎǘ ǿŀƛǘ ŦƻǊ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ŜƴǘƛǊŜ ǎȅǎǘŜƳ ǳǇŘŀǘŜ ǇǊƻŎŜǎǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ 

Devices ǎŜŎǘƛƻƴΤ ƛŦ ȅƻǳ ǇǊŜǎǎ ǘƘŜ άNoέ ōǳǘǘƻƴ ƛƴǎǘŜŀŘΣ ǘƘŜ Devices section is immediately available and the 

following window is shown: 

 
Figure 76: devices section 

 

If you access the Devices section after updating, the screen in Figure 76 is slightly different but the features 

described below remain valid. 

The Devices section displays the devices in the IPerCom system to which you are connected and which can 

be updated. For each device, a series of information is reported such as IP address, MAC address, model of 

device found (blue box). The detailed list is reported in paragraph Information on the devices. 

Furthermore, you can also do the following: 

¶ select and filter the devices found in different ways; 

¶ detect the operating mode. 
 

All these operations will be illustrated in detail in the paragraph Device selection and filtering. 

 

 

6.7.1 Device selection and filtering 
 

Below is the operation of the checkboxes and drop-down menus present in the red box in the Devices 

section: 

 
Figure 77: flags and drop-Řƻǿƴ ƳŜƴǳǎ ƛƴ ά5ŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ 
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Checkbox άSelect allέ: if selected, this checkbox allows selecting all the devices (even those not displayed in 

ǘƘŜ ƭƛǎǘ ŀŦǘŜǊ ŀ ŦƛƭǘŜǊƛƴƎ ƻǇŜǊŀǘƛƻƴ ǇŜǊŦƻǊƳŜŘ ǿƛǘƘ ǘƘŜ άALL MODELSέ drop-down menu). If not selected, 

none of the devices found are selected. 

Drop-down menu άALL MODELSέ: this drop-down menu allows filtering the list of devices found based on a 

ǎƛƴƎƭŜ ŘŜǾƛŎŜ ƳƻŘŜƭ όǎŜŜ άModelέ column with red arrow). Only device models present in the system are 

available in the drop-down menu, but not all the available models. 

Checkbox άSelect visibleέ: if selected, this checkbox allows selecting only the devices displayed in the 

άDevicesέ sectionΤ ŦƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǘƘŜ άALL MODELSέ drop-down menu filter is set to 1060.48, selecting the 

άSelect visibleέ checkbox selects only devices of model 1060.48 and not the other devices present in the 

system. If this box is not checked, no device displayed in the list will be selected. 

This function is useful if, in the presence of many devices, you need to select only those corresponding to 

the model chosen before. 

 

CƛŜƭŘ άSelected x/yέ: this field displays the number of devices selected; άyέ ƛǎ ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ 

ŦƻǳƴŘΣ ǿƘƛƭŜ άxέ ƛǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ ǎŜƭŜŎǘŜŘΦ LŦ Ȅ ŀƴŘ ȅ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ǾŀƭǳŜΣ ǘƘŜƴ ŀƭƭ ŘŜǾƛŎŜǎ ƘŀǾŜ 

ōŜŜƴ ǎŜƭŜŎǘŜŘΣ ŜǾŜƴ ƛŦ ǘƘƻǎŜ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ ƭƛǎǘ ŀǊŜ ŦŜǿŜǊ όōŜŎŀǳǎŜ ƻŦ ǎŜǘǘƛƴƎ ǘƘŜ άALL MODELSέ drop-

down menu to a specific device model). 

 

CƛŜƭŘ άPollingέΥ ǘƘƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǾŀƭǳŜ άNoneέΣ ŀǎ ƴƻ ŘŜǾƛŎŜ Ƙŀǎ ȅŜǘ ōŜŜƴ ǎŜƭŜŎǘŜŘΦ !ǎ ǎƻƻƴ ŀǎ ȅƻǳ ǎŜƭŜŎǘ 

all the devices or even one, the polling service starts. 

 

CƛŜƭŘ άUpdatedέ: this field shows the number of updated devices, after starting the upgrade process. 

 

Further sorting and filtering operations can be done by right-clicking the mouse in the white box where the 

devices are listed. The following drop-down menu appears (red arrow): 

 
Figure 78: drop-down menu of device sorting and filtering 

 

 

  



 
 

MT124-032P  113 
 

aŜƴǳ άAutomatic pollingέ: if selected (default choice), polling will occur cyclically on each selected device; 

if deselected, the menu άSingle polling cycleέ ƛǎ ŜƴŀōƭŜŘΥ ǇǊŜǎǎƛƴƎ ƻƴ ǘƘƛǎ ƳŜƴǳΣ ŀ polling session of all 

selected devices will start from the first and end on the last device. For a further polling cycle press the 

άSingle polling cycleέ menu again (for the result of the polling see paragraph Device status information). 

aŜƴǳ άInvert selectionέ: this menu allows inverting the current selection of the various devices (from 

selected to unselected and vice versa). 

aŜƴǳ άExclude dead onesέ: this menu allows deselecting devices that are no longer connected to the 

system or, more generally, devices that cannot be reached via polling. These devices (if selected) are 

ƳŀǊƪŜŘ ƛƴ ǘƘŜ άStatusέ column by a red arrow (for further details, see paragraph Information on the 

devices). 

aŜƴǳ άExclude updated onesέ: this menu allows deselecting the devices whose firmware release 

corresponds to the one that was previously uploaded, i.e. the devices that were already updated. 

 

6.7.1.1 Device status information 

 

hƴ ǘƘŜ ǊƛƎƘǘ ǎƛŘŜ ƻŦ ǘƘŜ άDevicesέ section there is a summary table on the operating status of the devices, 

as shown below: 

 

¶ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ ƛƴ άUnknownέ status, that is devices not selected in the list, 

¶ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ ƛƴ άAliveέ status, that is devices which are normally working (devices that 
respond to polling), 

¶ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ ƛƴ άDeadέ status, that is devices which are not normally working (devices that do 
not respond to polling), 

¶ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ ƛƴ άFailέ status, that is devices whose upgrade process is not completed, 

¶ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ ƛƴ άWorkingέ status, that is devices whose upgrade process is still running. 
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6.7.1.2 Information on the devices 

 

For each device, a series of information is reported which may vary depending on the operation being 

performed. This information is grouped in a series of columns whose name, meaning, value and possible 

icon is shown in the following table: 

Column Name Meaning/Possible values Icon 
Selected Flag to select/deselect a device 

  /   

ID Unique identifier of the device ----- 

Mac address Device MAC address ----- 

IP address Device IP address ----- 

Status 

Alive: able to poll the device, if the device is selected 
 

Dead: unable to poll the device, if the device is selected (e.g. if 

the device is not connected to the system or is faulty)  

Unknown: the device is not selected or the application is waiting 

for a response from the device  

Upload/Upgrade: device firmware upgrade or firmware upload 

is in progress    

Fail: the upgrade process has failed 
 

Type Device type (*) ----- 

Model Device model (*) ----- 

Version Firmware version on the device ----- 

Mode Type of system detected (field valued only for some devices). ----- 

Progress Progress of the upload and upgrade phase. Progress bar green 

for upload phase / 

red for upgrade 

phase 

Topologic code Device position in the system topological structure (**) ----- 

Version match 

Matches: the imported firmware version matches the one 

already present on the device 
 

Does not match: the imported firmware version does not match 

the one already present on the device 
 

 

Unknown: No firmware updates have been imported yet 
 

Command Button to reboot the device 
 

Table 5: icon meaning 

 

It is possible to sort the list of devices found in ascending or descending mode according to the 

values that appear in each individual column simply by clicking with the mouse on the column 

header. 
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6.8 Consequences of not having a system that is not updated to a version of IPerCom 
 
It is essential that all devices and/or applications (IPerCom Installer Tools, Switchboard and IPerCom Client) 
are aligned to the same IPerCom version, otherwise the proper system operation is not guaranteed. 
 
The possible presence of a misalignment between the IPerCom versions of the devices and/or applications 
is signalled by the IPerCom system via: 

¶ IPerCom Installer Tools application, 

¶ video door phone, 

¶ IPerCom Client application, 

¶ Switchboard application and table switchboard 1060/42. 

The check is not actually done on the IPerCom version but on the software development platform version 

(UPTK) incorporated into the same IPerCom version: in general, the presence of different UPTK versions 

implies the presence of devices/applications with different IPerCom versions in the same system. 

In all the three cases mentioned above a list of software devices/applications whose UPTK version is not 
aligned with the local UPTK version of the device/application that reported the misalignment is shown. 

The mode in which this is reported is explained in detail in the dedicated paragraphs (Maintenance and 

Devices/applications not aligned to the same IPerCom version (or software development platform UPTK)) 

in the sections relating respectively to IPerCom Installer Tools and to the video door phones of the IPerCom 

system. As regards the IPerCom Client application and Switchboard 1060/41-42, please refer to the relevant 

manual available on the website www.urmet.com.  

  

If there are no video door phones in the system, the IPerCom Installer Tools or Switchboard or 

IPerCom Client application must be used to detect the presence of devices and/or applications with 

misaligned IPerCom versions. 

 
  

http://www.urmet.com/
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7 Commissioning a system through IPerCom Installer Tools 
 

To put an IPerCom system into operation, the installer must use the IPerCom Installer Tools application for 

Windows, if the system is large-medium sized. A large-medium sized system means choosing one of the 

following proposed models from the configurator: 

¶ άMulti BlockέΤ 

¶ άMultiple StairsέΤ 

¶ άSingle StairέΦ 

 

For further details on the proposed models by configurator see paragraph Selecting the system topology 

(model) and the configurator structure. 

 

The commissioning of a system via IPerCom Installer Tools essentially concerns the 4 points listed below: 

¶ setting the date and time;  

¶ creating the project, which also includes configuration; 

¶ applying (distributing) the configuration to the system; 
¶ securing the system. 

 

Setting the date and time on the system via IPerCom Installer Tools is of fundamental importance to avoid 

malfunctions related to the distribution of the configuration. The distribution of date and time to the 

system is done by devices equipped with an internal clock (for further details see the paragraph Minimum 

requirements for the installation of an IPerCom system). 

The creation (or the change) of the configuration on IPerCom Installer Tools is done by calling the IPerCom 

Configurator application or more simply configurator (see paragraph The configurator). 

The creation (or the change) of the configuration can only be done by one user at a time and the system 

prevents two open configuration sessions on the same system via IPerCom Installer Tools.  

The configurator allows also saving the configuration associating it to a project. 

By means of IPerCom Installer Tools it is then possible to transfer the configuration to the various devices in 

the system and make the system itself safe (see paragraph Site authorization management). 

For each officially released version of IPerCom (starting from version 1.1.0) there is the corresponding 

version of IPerCom Installer Tools, as the versions of a system and IPerCom Installer Tools must always be 

aligned. 

The application allows the commissioning of an IPerCom system and at the same time features a set of 

additional functions which make it an indispensable tool for system configuration and maintenance. All 

these functions will be explained in detail later in this manual. 
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In the section Upgrading and configuring an IPerCom system all the features of the IPerCom 

Installer tools are listed. 

 

In this introductory chapter it is sufficient to underline that in IPerCom Installer Tools the system you want 

to configure (by system meaning the entire network, devices and IPerCom software applications) is called a 

site. 

It is possible to assign a name to the site (via the configurator of IPerCom Installer Tools). This is a 

fundamental data because it allows the site to be uniquely recognized in all the possible applications in 

which it is involved: 

- the configurator, where when creating a new project, you must enter the name of the site; 

- IPerCom Installer Tools, where the name of the site given in the configurator is visible in the "Site" 

tab on the right side of the screen, 

- CallMe Manager, where the name of the site appears in the list of sites managed by the building 

manager. 

 

The 3 points above are illustrated in detail in APPENDIX MΥ ά{ƛǘŜ ƴŀƳŜέ ŀƴŘ άDƭƻōŀƭ ǎƛǘŜ L5έ ŦƛŜƭŘ 

definition. 

 

On IPerCom Installer Tools in the άSiteέ tab, it is possible to check the alignment status between the 

configuration relating to the project (associated with the site) and the configuration present on the site 

(plant), highlighting the following possible situations: 

 

¶ site configuration aligned with that present in the project (same date and time); 

¶ site configuration older than that present in the project; 

¶ site configuration newer than the one present in the project. 
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7.1 First run of IPerCom Installer Tools 

At the first start of IPerCom Installer Tools application, after the search for a more up-to-date version 

ŀƴŘ ǘƘŜ ǇƻǎǎƛōƭŜ ǳǇƎǊŀŘŜ ǎǘŜǇǎ ƘŀǾŜ ōŜŜƴ ŎƻƳǇƭŜǘŜŘΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ άlauncherέ ƛǎ ŘƛǎǇƭŀȅŜŘΥ 

 
Figure 79: auto-detected or directly selected 3.3.0 IPerCom version 

 

tǊŜǎǎ ǘƘŜ ōǳǘǘƻƴ άManage Siteέ ƛƴ ǘƘŜ ǊŜŘ ōƻȄΤ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴ ƛǎ ŘƛǎǇƭŀȅŜŘΥ 

 
Figure 80: drop-down menu to select the IPerCom version you want to use 

 

From the drop-down menu in the red box, select the IPerCom version you want to work with. 

 

Each officially released version of IPerCom corresponds to a specific UPTK software development 

platform: the IPerCom Installer Tools application (which you want to use) must be aligned with this 

version of UPTK (otherwise IPerCom Installer Tools application reports an error). For further details 

see Devices/applications not aligned to the same IPerCom version (or software development 

platform UPTK). 

 

Lƴ ǘƘƛǎ ǿŀȅ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ŎƘƻƻǎŜ ŦǊƻƳ ŀ ǎƛƴƎƭŜ ŀǇǇƭƛŎŀǘƛƻƴ όάƭŀǳƴŎƘŜǊέύ ǿƘƛŎƘ ǾŜǊǎƛƻƴ ȅƻǳ ǿŀƴǘ ǘƻ 

work with (thus avoiding having different versions of the same application installed on the same PC). 
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If you choose a version of LtŜǊ/ƻƳ ƻǘƘŜǊ ǘƘŀƴ оΦоΦл ŀƴŘ ǘƘŜƴ ǇǊŜǎǎ ǘƘŜ άhYέ ōǳǘǘƻƴΣ ǘƘƛǎ ǾŜǊǎƛƻƴ ǿƛƭƭ 

be downloaded from the Internet, as shown in the figure below: 

 
Figure 81: request to install version 3.2.0 of IPerCom Installer Tools 

 

By pressing the ά/ƻƴǘƛƴǳŜέ ōǳǘǘƻƴΣ ǘƘŜ ŘƻǿƴƭƻŀŘ ƻŦ ǘƘŜ LtŜǊ/ƻƳ LƴǎǘŀƭƭŜǊ ¢ƻƻƭǎ ǾŜǊǎƛƻƴ оΦнΦл 

application starts. When the download ends, the following windows appears: 

 
Figure 82: version 3.2.0 of IPerCom Installer Tools installed 

 

.ȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άhYέ ōǳǘǘƻƴΣ ǘƘŜ оΦнΦл ǾŜǊǎƛƻƴ ƻŦ LtŜǊ/ƻƳ LƴǎǘŀƭƭŜǊ ¢ƻƻƭǎ ƛǎ ǎǘŀǊǘŜŘ. 

After downloading and installing a specific version of IPerCom Installer Tools, if this is updated 

online, the next time you start up you are prompted to update the version in question. 
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{ŜƭŜŎǘƛƴƎ ƛǘŜƳ ά3.3.0έ ŀƴŘ ǇǊŜǎǎƛƴƎ ǘƘŜ άOKέ ōǳǘǘƻƴΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴ ƛǎ ǎƘƻǿƴΥ 

 
Figure 83: start screen page of IPerCom Installer Tools  

 

The first thing the installer is asked to do is to authenticate to Urmet Cloud, creating the relevant account 

(if it has never been created previously).  

 

The icon  indicates that authentication will take place on the European Urmet cloud; if you 

press the mouse once on the icon in question, it turns into , indicating that the authentication 
will take place on the Chinese Urmet cloud. 

 

At the first start IPerCom Installer Tools automatically shows one or the other icon based on the first 
response received following a ping to the European and Chinese Urmet cloud. The setting in 
question is however memorized and maintained at subsequent program starts. 

 

Registration to Urmet Cloud is mandatory for configuring the system: the PC (where the IPerCom Installer 

Tools application is installed) must therefore have an Internet connection. 

Without registration to Urmet Cloud, it is not possible to use the IPerCom Installer Tools. 

Below is a description of what to do to authenticate to Urmet Cloud. 
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7.1.1 Urmet Cloud authentication 
Creating an account is done by pressing the άCREATE ACCOUNTέ button. 

The following window opens where it is necessary to fill in the fields marked with an asterisk: 

 
Figure 84: new account registration window 

 

After filling in all the fields correctly, the άNextέ button is enabled and, after pressing it, the following 

screen appears: 

 
Figure 85:  terms of service and privacy 
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At this point, after accepting the general conditions of use and the privacy policy, you can press the 

άRegisterέ ōǳǘǘƻƴ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ ǊŜƎƛǎǘǊŀǘƛƻƴΣ ŀǎ ŎƻƴŦƛǊƳŜŘ ōȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛŀƭƻƎ ōƻȄΥ 

 
Figure 86: registration successful 

 

The last step to do is to go to your email inbox and click on the account activation link. You are then 

transferred to a web page which confirms that activation was successful: 

 
Figure 87: account activated successfully 

 

Once the account has been activated, access to Urmet Cloud occurs by entering the username and 

password in the authentication window (red box):   

 
Figure 88: login window 
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The "User" field must be filled in with the e-mail address entered during registration, just as the password is 

the one entered during registration. 

!ǘ ǘƘƛǎ ǇƻƛƴǘΣ ǎƛƳǇƭȅ ǇǊŜǎǎ ǘƘŜ άLOGINέ ōǳǘǘƻƴ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ƻƴ ¦ǊƳŜǘ /ƭƻǳŘΦ 

Correct access is indicated by the following pop-up window: 

 
Figure 89: correct access to Urmet Cloud 

 

In Figure 88 ƛŦ ȅƻǳ ǎŜƭŜŎǘ ǘƘŜ άRemember meέ ŦƛŜƭŘΣ ǘƘŜ ƴŜȄǘ ǘƛƳŜ ȅƻǳ ƭƻƎ ƛƴ ǘƻ ¦ǊƳŜǘ /ƭƻǳŘΣ ȅƻǳ ǿƛƭƭ ƴƻ 

longer be asked to enter your username and password as they are automatically pre-loaded by IPerCom 

Installer Tools. 

If you have forgotten your password, you can set it again ǇǊŜǎǎƛƴƎ άForgot your credentials?έ όǎǘƛƭƭ ƛƴ Figure 

88). The window that appears is the following: 

 
Figure 90: credentials recovery 

 

After entering your registration email address, simply press the άSet a new passwordέ button. An email is 

sent to the address entered through which you can set a new password. 
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After logging in, the screen that appears is the following: 

 
Figure 91: IPerCom Installer Tools screen after Urmet Cloud authentication 

 
Pressing the ''Urmet Cloud'' tab displays the screen shown below: 
 

 
Figure 92: screen of the Urmet Cloud tab after cloud authentication 

 

The Urmet Cloud section displays the username (email address entered during account creation) with 

which you logged in to Urmet Cloud. The άEdit profile informationέ button allows you to modify the data 

entered when creating the account. 

 

The IPerCloud Management section instead concerns more directly the configuration of the IPerCloud 

mode and is explained in detail in the next paragraph. 
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7.1.1.1 Pre-activation license bundle and pre-activation license bundle history 

The IPerCloud Management ǎŜŎǘƛƻƴ όōƭǳŜ ōƻȄύ ǇǊŜǎŜƴǘǎ ǘƘŜ ōǳǘǘƻƴǎ άPre-Activate license bundleέ ŀƴŘ 

άLicense bundle pre-activation historyέΥ ōƻǘƘ ŦǳƴŎǘƛƻƴǎ ŀǊŜ ǳǎŜŦǳƭ ŦƻǊ ŎƻƴŦƛƎǳǊƛƴƎ ŀƴ LtŜǊ/ƻƳ ǎȅǎǘŜƳ ƛƴ 

IPerCloud mode. 

Pressing the '' Pre-activate license bundle'' button, the following screen opens:  

 
Figure 93: license bundle pre-activation 

 

In the ''License bundle Serial Number'' field it is necessary to enter the serial number of the license bundle 

for pre-ŀŎǘƛǾŀǘƛƻƴ ōȅ ǘƘŜ ƛƴǎǘŀƭƭŜǊΦ ¢ƘŜ ƴǳƳōŜǊ ƛǎ ǎƘƻǿƴ ƻƴ ǘƘŜ ƭƛŎŜƴǎŜ ŎŀǊŘ ǿƛǘƘ ǘƘŜ ŀōōǊŜǾƛŀǘƛƻƴ άS/Nέ ŀǎ 

shown in the following example figure:  

 
Figure 94: serial number of license bundle 
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After entering the serial number and pressing the "PRE-ACTIVATE NOW" button, the following window is 

shown, through which the installer can accept (or reject) the license agreement relating to the IPerCloud 

software (End User License Agreement): 

 
Figure 95: viewing of the IPerCloud user license agreement 

 

It is required to select the "Accept" item and then press the "Save" button to proceed with the procedure of 
license bundle pre-activation. Once this is done, the positive outcome of the pre-activation is confirmed by 
the following message: 

 
Figure 96: license bundle pre-activation 

 

If a license bundle has already been pre-activated, this is indicated by the following message: 

 
Figure 97: license bundle already pre-activated 
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The "License bundle pre-activation history" button allows you to view all the license bundles already pre-

activated with pre-activation date and time and serial number, as shown below: 

 
Figure 98: License bundle pre-activation history 

 

¢ƘŜ άShow EULA textέ ōǳǘǘƻƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǾƛŜǿ ǘƘŜ ǘŜȄǘ ƻŦ ǘƘŜ ƭƛŎŜƴǎŜ ŀƎǊŜŜƳŜƴǘ accepted during pre-

activation. 
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7.1.2 Project and site 

IPerCom Installer Tools is based on the project and site ŎƻƴŎŜǇǘǎΣ ƘƛƎƘƭƛƎƘǘŜŘ ƛƴ ǘŀō άSiteέΦ 

The site represents the system you want to configure (meaning for system the entire network, devices and 

IPerCom software applications). 

The configuration of a site occurs by creating a project with the related configuration, for example 

definition of the system topology, addition of devices on the topological nodes, addition of apartments 

(IPerCloud or non-IPerCloud), definition of any address books and activation rules, creation of residents and 

not residents, configuration of system and call forwarding parameters. 

The creation (or modification) of the configuration relating to a project takes place from IPerCom Installer 

Tools by launching the IPerCom Configurator application or simply the configurator (see the relevant 

paragraph The configurator). 

Through the configurator it is also possible to assign within the project a significant name to the site you 

want to configure and therefore associate the project with the site (system). 

On IPerCom Installer Tools, after connecting to the system, it is possible to transfer the project 

configuration to the site and check the alignment status by highlighting the following possible situations: 

¶ site configuration aligned with that present in the project; 

¶ site configuration older than that present in the project; 

¶ site configuration newer than the one present in the project. 
 

!ǎ ǎƻƻƴ ŀǎ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ŀ ǇǊƻƧŜŎǘ ƛǎ ŎǊŜŀǘŜŘΣ ǘƘŜ άSystem IDέ ŦƛŜƭŘ ƛǎ ǳƴƛǉǳŜƭȅ ŘŜŦƛƴŜŘ όƴǳƳŜǊƛŎŀƭ 

value calculated starting from the date of creation of the configuration file) (for further information see 

paragraph Project and site parameters). 

Lǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ŀǎǎƻŎƛŀǘŜ ŀ ǇǊƻƧŜŎǘ ŀƴŘ ǎŜǾŜǊŀƭ ōŀŎƪǳǇǎ ǿƛǘƘ ǘƘŜ ǎŀƳŜ άSystem IDέ ǘƻ ŀ ǎƛǘŜ (see 

paragraph άSave backupέ: how to create one or more backups of a project). 

However, it is absolutely forbidden to associate projects with the same "System ID" to different sites. 

All these concepts will be explained in more detail in the following paragraphs. 
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Having defined the concepts of project and site, it is now possible to explain in more detail the items in the 

screen below and how they work: 

 
Figure 99: IPerCom Installer Tools startup screen 

 

After starting the IPerCom Installer Tools application, all the tabs in the red box at the top are disabled 

apart from the άSiteέ and άUrmet Cloudέ tabs. The only operations possible in this phase are those that can 

be performed using the buttons inside the green box and shown below. 

 

¢ƘŜ άhǇŜƴέ ōǳǘǘƻƴ ƛǎ ŀŎǘƛǾŜ ƛŦ ǇǊƻƧŜŎǘǎ ƘŀǾŜ ŀƭǊŜŀŘȅ ōŜŜƴ ǎŀǾŜŘΦ 
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7.1.3 Creating a new project 
To create a new project, ǇǊŜǎǎ ǘƘŜ άNewέ ōǳǘǘƻƴΦ The following window opens where you can enter the 

name of the project and then confirm with "OK" button or cancel with "Cancel" button: 

 
Figure 100: creation of a new project 

 

tǊŜǎǎƛƴƎ ǘƘŜ άOKέ ōǳǘǘƻƴΣ ǘƘŜ ǇǊƻƧŜŎǘ ǿƛƭƭ ōŜ ǎŀǾŜŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƻƴ ¦ǊƳŜǘ /ƭƻǳŘ. 

 

Starting from version 3.3.0 of IperCom it is no longer possible to save projects locally on your own 

PC. 

 

 

 The project name must be unique among those already present on Urmet Cloud and cannot contain 

the following special characters: * : < > ? / \  | . 

 

Using the configurator, it will be possible to associate the project with its configuration to a plant 

site (for further information see paragraph How to use IPerCom Installer Tools for the 

configuration of a system). 
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7.1.4 Opening a project 
 

To open a project already saved on Urmet CloudΣ ȅƻǳ ƴŜŜŘ ǘƻ ǇǊŜǎǎ ǘƘŜ άOpenέ ōǳǘǘƻƴΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ 

window opens where the projects associated with a specific site are displayed: 

 
Figure 101: opening already saved projects 

 

 

The projects displayed are linked to authentication on Urmet Cloud, meaning that only projects created by 

the installer who previously logged in to Urmet Cloud via IPerCom Installer Tools will be displayed. 

The names of the sites are highlighted in blue and immediately below is the date and time of the last 

modification of the project (as shown in the red box). 
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If you select with the mouse the date and time of the last modification of the project, the following screen 

appears: 

 
Figure 102: project associated to the site ά¢uǊƛƴ Ǿƛŀ .ƻƭƻƎƴŀ мууκ/έ 

 

In the Quick Info ǎŜŎǘƛƻƴ όǊŜŘ ōƻȄύ ǘƘŜ ŦƻƭƭƻǿƛƴƎ Řŀǘŀ ǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜ άTurin via Bologna 188/Cέ ǎƛǘŜ ŀǇǇŜŀǊ 

in sequence, namely: 

¶ άProject nameέΥ ƴŀƳŜ ƎƛǾŜƴ ǘƻ ǘƘŜ ǇǊƻƧŜŎǘ ǿƘŜƴ ŎǊŜŀǘƛƴƎ ǘƘŜ ǇǊƻƧŜŎǘ ƛǘǎŜƭŦ όǾƛŀ ǘƘŜ άNewέ ōǳǘǘƻƴύΤ 

¶ άSystem IDέΥ ǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŜǊ ƻŦ ǘƘŜ ǎƛǘŜ ŎŀƭŎǳƭŀǘŜŘ ŦǊƻƳ ǘƘŜ ŘŀǘŜ ŀƴŘ ǘƛƳŜ ƻŦ ŎǊŜŀǘƛƻƴ ƻŦ ǘƘŜ 
configuration file of the relevant project; 

¶ άIPerCom versionέΥ LtŜǊ/ƻƳ ǾŜǊǎƛƻƴ ǿƛǘƘ ǿƘƛŎƘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ǿŀǎ ŎǊŜŀǘŜŘΤ 

¶ άLast configuration changeέΥ ŘŀǘŜ ŀƴŘ ǘƛƳŜ ƻŦ ǘƘŜ ƭŀǎǘ ƳƻŘƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΦ 

 

¢ƘŜ άNotesέ ŎƻƭǳƳƴ ǎƘƻǿǎ ǘƘŜ ƛƴŘƛŎŀǘƛƻƴ άLatest versionέΣ ŀǎ ǘƘŜǊŜ ƛǎ ƻƴƭȅ ƻƴŜ ǇǊƻƧŜŎǘ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ 

site in question. If there is a need to associate a project and multiple backups of the project with the site, 

see the paragraph άSave backupέ: how to create one or more backups of a project. 
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7.1.5 Importing a project 
 

To import a project, you need to press the άImportέ button. There are 2 import methods and they allow 

you to: 

¶ use the same project on another PC other than the one where it was created and saved, 

¶ use a project created with old versions of IPerCom Installer Tools on a newer version (the oldest 

version allowed is 2.0.0), if this project was not saved on Urmet Cloud. 

 

The first import method is useful if the installer transfers the authorization to make changes to the project 

to another installer (for further details see paragraph Transfer of the ǇǊƻǇŜǊǘȅ άInstaller Authorizationέ to 

another installer): in this case the second installer must import the project on his PC after the first installer 

has exported it and sent it to him. 

The second import mode is useful if, after updating a system, you still want to use the project already 

created with the previous version of IPerCom. This mode should be used if the starting project was saved 

locally and not on Urmet Cloud. 

If the starting project has already been saved on Urmet Cloud, at the end of the update, after 

launching the correct version of IPerCom Installer Tools, the project will continue to be visible to the 

installer (as it was before). 

The 2 import modes are now described in more detail. 

 

7.1.5.1 Import a project on another PC 

To import a project on another PC it is necessary to press the "Import" button. The following screen opens: 

 
Figure 103Υ άLƳǇƻǊǘ ǇǊƻƧŜŎǘέ ǿƛƴŘƻǿ 

Then press the button . A window opens through which you can import .gz files or .sbz files. 
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IMPORT OF .GZ FILES 

The .gz files are files previously generated on another PC by IPerCom Installer Tools ǿƛǘƘ ǘƘŜ άExportέ 

button, after having opened the project to be exported. 

The .gz file thus generated must be copied to the PC where it is to be imported, so that the related project 

is available in IPerCom Installer Tools. 

¢ƘŜ ƛƳǇƻǊǘ ƻǇŜǊŀǘƛƻƴ ŘƻŜǎ ƴƻǘ ƻǇŜƴ ǘƘŜ ǇǊƻƧŜŎǘ ŘƛǊŜŎǘƭȅ ōǳǘ ƳŀƪŜǎ ƛǘ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ ǘƘŜ άOpenέ ōǳǘǘƻƴΦ 

The import operation of a project is useful when you want to allow a second installer to make changes to 

the same project. For further details see the paragraph Transfer of the ǇǊƻǇŜǊǘȅ άInstaller Authorizationέ 

to another installer. 

If you import a project on another PC, whose configuration has already been applied on one site, it is 
strictly forbidden to transfer it  to another factory reset system: this would be possible if the installer who 
first created the project with its configuration transfers his ownership of authorized installer to a second 
installer, who would then be able to open the imported project and apply the configuration on a second 
system. 
 
Without transferring the ownership of authorized installer, the above is not possible, because when the 
second installer opens the imported project, IPerCom Installer Tools displays the following message: 

 
Figure 104: installer not authorized to make changes to the project 

 

 

¢ƘŜ ƛƳǇƻǊǘ ŦǳƴŎǘƛƻƴ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ǳǎŜŘ ǘƻ ǘǊŀƴǎŦŜǊ ǘƘŜ άLƴǎǘŀƭƭŜǊ !ǳǘƘƻǊƛȊŀǘƛƻƴέ ǇǊƻǇŜǊǘȅ ŦǊƻƳ ƻƴŜ 

installer to another (see paragraph Transfer of the ǇǊƻǇŜǊǘȅ άInstaller Authorizationέ to another 

installer), provided they are working on the same site. 

 

If a project is exported and then imported to the same PC, this operation returns an error, because a 

project with the same name already exists. 

 

If a project is exported to a PC, then modified on a second PC through IPerCom Installer Tools and 

finally you want to import it on IPerCom Installer Tools from the first PC, the operation is possible 

only if on IPerCom Installer Tools of the first PC the previously created project is deleted. 

 

In the import operations it is recommended to use IPerCom versions equal to or greater than the 

one used in the project export phase. 
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IMPORT OF .SBZ FILES 

The .sbz files (server backup zipped files) are files generated via the "System Backup" tab and are backup 

files that contain the site configuration. Importing a .sbz file is equivalent to locally importing the site 

configuration from which the backup was generated. For further details see the System backup paragraph. 

¢ƘŜ ƛƳǇƻǊǘ ƻǇŜǊŀǘƛƻƴ ŘƻŜǎ ƴƻǘ ƻǇŜƴ ǘƘŜ ǇǊƻƧŜŎǘ ŘƛǊŜŎǘƭȅ ōǳǘ ƳŀƪŜǎ ƛǘ ŀǾŀƛƭŀōƭŜ ǘƘǊƻǳƎƘ ǘƘŜ άOpenέ ōǳǘǘƻƴΦ 

 

7.1.5.2 Import a project from older versions 

The feature to import a project from older versions of IPerCom is useful after performing an update of the 

IPerCom system, if the starting project was saved locally on your PC. In this way the project is also made 

available to the IPerCom version to which the system was updated. 

For example, if an IPerCom version 3.2.0 system has been updated to version 3.3.0, to make the project 

also available in IPerCom Installer Tools ǾŜǊǎƛƻƴ оΦоΦлΣ ƛǘ ƛǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ǇǊŜǎǎ ǘƘŜ άImportέ ōǳǘǘƻƴΦ The 

following screen opens: 

 
Figure 105Υ άLƳǇƻǊǘ ǇǊƻƧŜŎǘέ ǿƛƴŘƻǿ 
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Pressing the button , a window opens with the drop-down menu άIPerCom Versionέ, which allows you to 

choose the IPerCom version from which to import the projectΦ {ŜƭŜŎǘƛƴƎ ǘƘŜ ƛǘŜƳ ά3.2.0έΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

screen is shown: 

 
Figure 106: old project in 3.2.0 IPerCom version 

  

The minimum IPerCom version from which it is possible to import a project is 2.0.0. 

 

Once the project Ƙŀǎ ōŜŜƴ ǎŜƭŜŎǘŜŘΣ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άOKέ ōǳǘǘƻƴΣ ƛǘ ƛǎ ƛƳǇƻǊǘŜŘ ƛƴǘƻ ǘƘŜ ǎŀƳŜ LtŜǊ/ƻƳ 

version selected in the IPerCom Installer Tools launcher (see paragraph Starting the Launcher). 

 

The correct outcome of the operation is indicated by the following dialog box: 

 
Figure 107: import successful 

 

Through the άOpenέ button it will be possible to open the project just imported. 

 

If the project created with old versions of IPerCom Installer Tools was saved locally on your PC, once 

imported into version 3.3.0, it is automatically saved on Urmet Cloud. 
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If the project created with old versions of IPerCom Installer Tools had already been saved on Urmet 

Cloud, the import to IPerCom Installer Tools version 3.3.0 is automatic. 

 

7.1.6 Deleting one or more projects 
 

To delete one or more projects saved on Urmet CloudΣ ȅƻǳ ƴŜŜŘ ǘƻ ǇǊŜǎǎ ǘƘŜ άDelete projectsέ ōǳǘǘƻƴΦ ¢ƘŜ 

following window opens: 

 

 
Figure 108: deleting one or more projects 

 

To select a project, simply press the left mouse button on the relevant date and time or on the name of the 

site to which the project has been associated. 

To select more ǇǊƻƧŜŎǘǎΣ ǎƛƳǇƭȅ Řƻ ǘƘŜ ŀōƻǾŜ ŀƴŘ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ ƘƻƭŘ Řƻǿƴ ǘƘŜ άCTRLέ ƪŜȅ ƻƴ ǘƘŜ 

keyboard. 

To select all the projects of a site (see paragraph άSave backupέ: how to create one or more backups of a 

project), simply press the left mouse button on the name of the site in question. 

¢ƻ ŘŜƭŜǘŜ ǘƘŜ ǎŜƭŜŎǘŜŘ ǇǊƻƧŜŎǘǎΣ ǇǊŜǎǎ ǘƘŜ άOKέ ōǳǘǘƻƴΦ 

¢ƻ ŎŀƴŎŜƭ ǘƘŜ ƻǇŜǊŀǘƛƻƴΣ ǇǊŜǎǎ ǘƘŜ άCancelέ ōǳǘǘƻƴΦ 

7.1.7 Closing the application 
To quit the application, you need to press the "Exit" button. 
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7.2 Project and site parameters 
After logging in to Urmet Cloud, this screen appears: 

 
Figure 109: IPerCom Installer Tools screen after cloud authentication 

 

In the box highlighted in blue all the information related to the project is loaded, whereas in the box 

highlighted in green all the information related to the site is loaded. In both boxes all information is shown 

in άread-onlyέ mode. 

To understand how and when the above parameters vary, some cases of practical use of a system 

configuration will be described. 

Before doing this, a table with the information available in the άLocal statusέ section (related to the project) 

with their meaning is shown (blue arrow): 

Fields Meaning 
System ID Unique identifier calculated from the date of creation of the configuration file 

of the relevant project. 

Configuration available Selected if the project has a configuration file, otherwise it is not selected. 

Created on Date of creation of the project configuration file. 

Modified Date of the last modification of the project configuration file. 

System Logs saved locally Selected if the project contains a copy of the System Logs, otherwise it is not 
selected (for further details see the relevant paragraph System Logs). 

Project saved on Urmet Cloud Always selected as the project is always saved on Urmet Cloud. 

View IPerCom manual online Link to consult the IPerCom manual for the installer online. 
Table 6: meaning of the fields in the "Local Status" section 
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The above fields are assigned a value when creating a configuration file or opening an existing 

project. 

A table with the information available in the ''Live status'' section with their meaning is shown (red arrow): 

Fields Meaning 
System ID Unique identifier calculated from the date of creation of the configuration file 

of the relevant project. 

Global site ID Unique identifier to identify the site in the CallMe Manager application. 

Site name Name to be associated with the site via the configurator. 

Configuration available Selected if the site has a configuration file, otherwise it is not selected. 

Created on Date of creation of the site configuration file. 

Modified Date of the last modification of the site configuration file. 

Connected Selected if you are connected to the site, otherwise it is not selected (to 
connect to the system see below). 

Configuration aligned Selected if the modification date of the project and the site configuration file 
coincide. 

Mode Shows the operating mode of the site, "Server" mode or "No server" mode. 

Server IP  

Connected devices Shows the number of devices connected to the site (present or not present in 
the configuration file). 

Network interface It allows selecting the network interface through which to connect to the site 
(in local or remote mode). 

Remote connection Selected if connecting to a remote site. 
Table 7: meaning of the fields in the "Live Status" section 

 

The above fields are assigned a value when you connect to a system and when the system has a 

configuration file. The last 2 are set manually by the installer. 

 

Regardless of whether the project is saved on a PC or on Urmet Cloud, all the operations described in the 

following paragraphs are valid (for example transfer of the configuration to the system, export of the 

configuration and more). 
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7.3 How to use IPerCom Installer Tools for the configuration of a system 

Below is the description of the various steps to follow to configure a site (system) with IPerCom Installer 

Tools and how the application parameters listed in the previous paragraph vary. The most common ways to 

configure an IPerCom system are shown below (assuming the system has already been installed and wired). 

 

7.3.1 Mode 1: system installed but not configured, creation of configuration associated to the 

project without connection to the system 

The various devices that make up the system have been installed and wired but have not been configured, 

that is the system has no configuration file. The steps to configure the system are described below: 

 

¶ create a new project and the related configuration; 

¶ connect to the system; 

¶ set the proper system date and time; 

¶ apply the newly created configuration to the system. 

This is a practical example of use, as the installer usually creates the configuration in the laboratory, then 

goes to the system, where the devices have already been installed, connects to the system, and distributes 

the configuration. It is necessary to know the MAC addresses of the devices to be added to the 

configuration and the system topology, that is to know on which nodes the devices must be positioned. 

 

7.3.2 Mode 2: system installed but not configured, creation of configuration associated to the 

project with connection to the system 

The various devices that make up the system have been installed and wired but have not been configured, 

that is the system has no configuration file. The steps to configure the system are described below: 

 

¶ create a new project and the related configuration, being connected to the system itself; 

¶ set the proper system date and time; 

¶ apply the newly created configuration to the system. 

 

In this way of proceeding, it is not necessary to know the MAC addresses of the various devices (when 

creating the configuration) as these are automatically suggested by the configurator, which is not the case 

if you are not connected to the system. This will be described in more detail in paragraph The configurator. 

Instead, it is always necessary to know the system topology, that is to know on which nodes the devices 

must be positioned. 
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7.3.3 Mode 3: system installed but not configured, creation of configuration associated to the 

project by importing it from external file 

The various devices that make up the system have been installed and wired but have not been configured, 

that is the system has no configuration file. The steps to configure the system are described below: 

 

¶ create a new project; 

¶ import from external file the configuration to associate to the project; 

¶ connect to the system; 

¶ set the proper system date and time; 

¶ apply the newly created configuration to the system. 

 

In the last case there may be the variant in which you are already connected to the system while 

importing the configuration file. 

 

The first 2 ways of proceeding are now described in more detail, which are almost the same, since the only 

difference is the creation of the configuration file from the configurator (for more details see paragraph 

The configurator). 
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7.3.4 Creating the project and the related configuration file 

When IPerCom Installer Tools is started, this screen appears: 

 
Figure 110: IPerCom Installer Tools startup screen 

 

¢ƘŜ άhǇŜƴέ ōǳǘǘƻƴ ƛǎ ŀŎǘƛǾŜ ƛŦ ǇǊƻƧŜŎǘǎ ƘŀǾŜ ŀƭǊŜŀŘȅ ōŜŜƴ ǎŀǾŜŘΦ 

 

The starting point is to create a new project: to do this it is necessary to press the άNewέ button. The 
following screen opens, where it is necessary to enter the name of the project (to be associated with a 
site): 

 
Figure 111: name assigned to the project 
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Pressing the άOKέ button, the start screen of IPerCom Installer Tools becomes as follows: 

 
Figure 112: project created ("Site" tab) 

 

The "New", "Open", "Import"Σ άSaveέΣ άSave backupέΣ ϦExport" and "Delete projects" buttons are disabled 

while the άClose siteέ ŀƴŘ άExitέ buttons are enabled. All the tabs in the red box are enabled, even if the 

useful tabs for configuring a system are άSiteέ and άConfigurationέ. The other tabs όŜȄŎŜǇǘ ǘƘŜ ǘŀō άUrmet 

Cloudέύ cannot be used until you connect to the system and until the configurations associated to the 

project and site are aligned. 

¢ƘŜ άClose siteέ ŀƴŘ άExitέ ōǳǘǘƻƴǎ ŀǊŜ ǳǎŜŘ ǊŜǎǇŜŎǘƛǾŜƭȅ ǘƻΥ 

¶ close the site (to which you want to associate a project) without exiting the IPerCom Installer Tools 

application; 

¶ exit the IPerCom Installer Tools application. 

!ŦǘŜǊ ŎǊŜŀǘƛƴƎ ŀ ƴŜǿ ǇǊƻƧŜŎǘ ōǳǘ ƴƻǘ ȅŜǘ ǘƘŜ ǊŜƭŀǘŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΣ ǘƘŜ άSystem IDέ ŦƛŜƭŘ ƛǎ ŦƻǊŎŜŘ ǘƻ ȊŜǊƻ 

όǊŜŘ ŀǊǊƻǿύΦ ¢ƘŜ άCreated onέ ŀƴŘ άModifiedέ fields are not filled in, as they are linked to the date of 

creation and last modification of the configuration file. These 3 fields will take on a non-zero value when 

creating a configuration file. 

{ƛƳƛƭŀǊƭȅΣ ǘƘŜ ƛƴŘƛŎŀǘƛƻƴ άLast configuration change: N/Aέ όǊŜŘ ŀǊǊƻǿύ ŘƻŜǎ ƴƻǘ ǊŜǇƻǊǘ ŀƴȅ ǾŀƭǳŜ ŀǎ ǘƘŜ 

project has not yet been associated with a configuration file and consequently a last modification date is 

not available. 
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To create a configuration file associated to a project, press the άConfigurationέ tab. The following screen 

opens: 

 
Figure 113: "Configuration" tab 

 

The άCreateέ button allows creating and associating a configuration file to the project through the 

application IPerCom Configurator or simply configurator. 

The άFrom Fileέ button, instead, allows associating a configuration file to the project by importing it from 

an external file previously saved on PC. This way of importing the configuration will be described in detail 

later in paragraph Creating the configuration file with import from external file. 

As you can see, if you are not connected to any system yet, the only active buttons are άCreateέ and "From 

file". 

 

To create a new configuration, it is necessary to press the άCreateέ button, which opens the configurator. 

The screen displayed is as follows: 

 
Figure 114: configurator start screen 

 

The steps to follow to create a new project associated to a configuration file are described in paragraph The 

configurator. 
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The configurator allows you to create (and subsequently modify) the configuration of a project, which will 

then be applied to the system. The main configuration points are listed below: 

¶ topology definition (whether small, medium, or large system) (Selecting the system topology 

(model) and the configurator structure); 

¶ adding devices to the configuration (Adding devices); 

¶ definition of address books (Contacts); 

¶ creation of activations (Activations); 

¶ creation of residents and non-residents (User management); 

¶ access control setting (Access control); 

¶ setting system and call forwarding parameters (System parameters). 

Each of the points listed above is described in a specific paragraph (in brackets). 

Since the topics concerning the configurator are many, in order not to lose track of what we are describing 

about IPerCom Installer Tools features, we suppose at this stage to have already created and saved a 

configuration file associated to the project, referring to paragraph The configurator and to those listed 

above for all the relevant details. 

At this point it is important to underline the presence of the άSite Nameέ field (red box), which is the 

significant name that is assigned to the site and which will also appear in the IPerCom Installer Tools and 

CallMe Manager applications. 

 

Then, after creating and saving a local configuration, the following screen is displayed: 

 
Figure 115: ά/ƻƴŦƛƎǳǊŀǘƛƻƴϦ ǘŀō ŀŦǘŜǊ ŎǊŜŀǘƛƴƎ ǘƘŜ ƭƻŎŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
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The newly created configuration file is named userconfig.ccf and the date of last modification and the date 

of creation (red box) are displayed on this file. 

The data in the blue boxes are not assigned a value because you are not connected to any system yet: their 

meaning will be explained below. 

The άEditέ button allows editing the configuration file just created: the configurator opens again, and it is 

possible to make the desired modifications and close the configurator. 

Now, by pressing the άSiteέ tab, the άSystem IDέ, άCreated onέ and άModifiedέ fields are assigned a value as 

a configuration file associated to the project is present and the άSystem IDέ value is linked to the creation 

date of this file. The άConfiguration availableέ field is also selected as there is a local configuration 

associated with a project. 

At this stage the name of the project displayed at the top of the left panel of IPerCom Installer Tools (see 

Figure 112) is replaced by the name of the site, as this field is available (it was filled in following the 

creation and saving of the configuration). 

The above is displayed in the following screen: 

 
Figure 116: άSiteέ tab with local configuration created 

 

At the bottom right (blue box) the last modification date of the configuration file is shown. 

If during the installation phase the configuration requirements change and at the same time you do not 

want to lose what was done before any requested changes, it is possible to make a backup of the project 

(and therefore also of the configuration) and then make the changes. In this way it will always be possible 

to restore the situation prior to the changes themselves. How to do this will be seen in detail in the next 

paragraph. 
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7.3.5 άSave backupέ: how to create one or more backups of a project 
 

If the system requirements change during the installation phase and at the same time you do not want to 

lose what was done before any required changes, it is useful to make a backup of the project using the 

άSave backupέ ōǳǘǘƻƴΦ 

With reference to the figure belowΣ ǘƘŜ άTurin via Bologna 188/Cέ ǎƛǘŜ ƛǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŀ ǎƛƴƎƭŜ ǇǊƻƧŜŎǘ 

ǿƛǘƘ ǘƘŜ ŘŀǘŜ ƻŦ ƭŀǎǘ ƳƻŘƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ά05/20/2025 11:07:20 AMέ (red and blue boxes): 

 
Figure 117: "Site" tab with local configuration created 

 

If you need to make changes to the project but do not want to lose what you have done before, once you 

have opened the starting project, simply press the άSave backupέ button (red arrow above). 

The following screen appears: 

 
Figure 118: backup of a project 

 



 
 

148 MT124-032P 
 

The date and time in which the project backup is being created is highlighted (red arrow) and, if necessary, 

an identifying note can be associated with the same backup: in this way the installer creates a restore point 

of his project which he can access at any time if the changes made are no longer necessary. 

!ŦǘŜǊ ŜƴǘŜǊƛƴƎ ŀƴȅ ƴƻǘŜǎ ŀƴŘ ǇǊŜǎǎƛƴƎ ǘƘŜ άOKέ ōǳǘǘƻƴΣ ǘƘŜ ŎƻǊǊŜŎǘ ƻǳǘŎƻƳŜ ƻŦ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ƛǎ ŎƻƴŦƛǊƳŜŘ 

by the following dialog box: 

 
Figure 119: backup saved successfully 

 

After making a backup copy, you can make the required changes to the current project and save with the 

άSaveέ ōǳǘǘƻƴΦ ¢ƘŜ άClose siteέ ōǳǘǘƻƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŎƭƻǎŜ ǘƘŜ ǎƛǘŜ ȅƻǳ ŀǊŜ ǿƻǊƪƛƴƎ ƻƴ ǿƛǘƘƻǳǘ ŎƭƻǎƛƴƎ ǘƘŜ 

IPerCom Installer Tools application. 

!ŦǘŜǊ ŎǊŜŀǘƛƴƎ ǘƘŜ ōŀŎƪǳǇΣ ƛŦ ȅƻǳ ǇǊŜǎǎ ǘƘŜ άOpenέ ōǳǘǘƻƴΣ ŀ ǎŎǊŜŜƴ ƭƛƪŜ ǘƘŜ ƻƴŜ ǎƘƻǿƴ ōŜƭƻǿ ŀǇǇŜŀǊǎ ŦƻǊ 

ǘƘŜ άTurin via Bologna 188/Cέ ǎƛǘŜΥ 

 
Figure 120: site with 2 projects (one of which is backup) 

 

Lƴ ŘŜǘŀƛƭΣ ǘƘŜ ǇǊƻƧŜŎǘ ƛŘŜƴǘƛŦƛŜŘ ǿƛǘƘ ǘƘŜ ƴƻǘŜ άLatest versionέ ƛƴŘƛŎŀǘŜǎ ǘƘŜ Ƴƻǎǘ ǊŜŎŜƴǘ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ 

project. 

¢ƘŜ ǇǊƻƧŜŎǘ ƛŘŜƴǘƛŦƛŜŘ ǿƛǘƘ ǘƘŜ ƴƻǘŜ άBackup 1έ ƛƴŘƛŎŀǘŜǎΣ ƘƻǿŜǾŜǊΣ ǘƘŜ ōŀŎƪǳǇ ŎǊŜŀǘŜŘ ǇǊŜǾƛƻǳǎƭȅ ǿƛǘƘ 

respect to the latest changes to the most recent version. 
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 ¢ƘŜ ά[ŀǎǘ ǎŀǾŜŘέ ŎƻƭǳƳƴ ǎƘƻǿǎ ǘƘŜ ŘŀǘŜ ŀƴŘ ǘƛƳŜ ƻŦ ǘƘŜ ƭŀǎǘ ǎŀǾŜ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ ƻǊ ōŀŎƪǳǇ ŎǊŜŀǘƛƻƴ 

date and time. 

By selecting the most recent project (red box) or the backup (blue box), the following data relating to the 

selected object is displayed in the Quick Info section (red and blue box): 

 
Figure 121Υ ǇǊƻƧŜŎǘ ŀƴŘ ǊŜƭŀǘŜŘ ōŀŎƪǳǇ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ǎƛǘŜ ά¢ǳǊƛƴ Ǿƛŀ .ƻƭƻƎƴŀ мууκ/έ 

 

In details: 

¶ άProject nameέΥ ƴŀƳŜ ƎƛǾŜƴ ǘƻ ǘƘŜ ǇǊƻƧŜŎǘ ǿƘŜƴ ŎǊŜŀǘƛƴƎ ǘƘŜ ǇǊƻƧŜŎǘ ƛǘǎŜƭŦ όǾƛŀ ǘƘŜ άNewέ ōǳǘǘƻƴύ 
(in the case of backups, the date and time of backup creation is added in brackets to the project 
name). 

¶ άSystem IDέΥ ǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŜǊ ƻŦ ǘƘŜ ǎƛǘŜ ŎŀƭŎǳƭŀǘŜŘ ŦǊƻƳ ǘƘŜ ŘŀǘŜ ŀƴŘ ǘƛƳŜ ƻŦ ŎǊŜŀǘƛƻƴ ƻŦ ǘƘŜ 
configuration file of the relevant project; the data coincides for both the most recent version and 
the backup. 

¶ άIPerCom versionέΥ LtŜǊ/ƻƳ ǾŜǊǎƛƻƴ ǿƛǘƘ ǿƘƛŎƘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ǿŀǎ ŎǊŜŀǘŜŘΤ ǘƘŜ Řŀǘŀ 
coincides for both the most recent version and the backup. 

¶ ά[ŀǎǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŎƘŀƴƎŜέΥ ŘŀǘŜ ŀƴŘ ǘƛƳŜ ƻŦ ǘƘŜ ƭŀǎǘ ƳƻŘƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ŀƴŘ 
related backups.  
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If a backup is ǎŜƭŜŎǘŜŘ ŀƴŘ ǘƘŜ άOKέ ōǳǘǘƻƴ ƛǎ ǇǊŜǎǎŜŘΣ IPerCom Installer Tools shows the following screen: 

 
Figure 122: opening a backup 

 

In detail, the following information is shown in the blue box: 

¶ the [BACKUP] identifier to indicate that the open project is a backup; 

¶ ǘƘŜ ƴƻǘŜ ŜƴǘŜǊŜŘ ǿƘŜƴ ŎǊŜŀǘƛƴƎ ǘƘŜ ōŀŎƪǳǇ όάBackup 1έύΤ 

¶ date and time of the last configuration change. 

 

7.3.5.1 How to restore a backup 

 

To restore a backup, simply do the following after opening IPerCom Installer Tools: 

¶ ǇǊŜǎǎ ǘƘŜ ōǳǘǘƻƴ άOpenέΤ 

¶ identify the site for which you want to restore a backup; 

¶ identify the backup to restore from the notes entered when creating the backup itself; 

¶ ǎŜƭŜŎǘ ǘƘŜ ōŀŎƪǳǇ ŀƴŘ ǇǊŜǎǎ ǘƘŜ άOKέ ōǳǘǘƻƴΤ 

¶ ǇǊŜǎǎ ǘƘŜ άSaveέ ōǳǘǘƻƴ. 

 

The effect will be as follows: 

¶ ǘƘŜ ǇǊƻƧŜŎǘ ƛŘŜƴǘƛŦƛŜŘ ǿƛǘƘ ǘƘŜ ƴƻǘŜ άLatest versionέ ǎƘƻǿǎ ƛƴ ǘƘŜ άLast savedέ ŎƻƭǳƳƴ ǘƘŜ ŘŀǘŜ ŀƴŘ 

time of the saving just made, 

¶ date and time of modification of the configuration file are those of the project identified as 

άBackup 1έΣ ƛΦŜΦ ǘƘŜ ōŀŎƪǳǇ ŎƻƴŦƛƎǳǊŀǘƛƻƴ Ƙŀǎ ōŜŜƴ ǘǊŀƴǎŦŜǊǊŜŘ ǘƻ ǘƘŜ άLatest versionέ ǇǊƻƧŜŎǘΦ 
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The following figure shows the above: 

 
Figure 123: restore of a backup 

 

It is important, therefore, to keep in mind that: 

¶ ǘƘŜ άSaveέ ōǳǘǘƻƴ ǎŀǾŜǎ ǘƘŜ current project as latest version (regardless of whether the current 

project is the latest version or a backup copy) 

¶ ǘƘŜ άSave backupέ ōǳǘǘƻƴ ƛƴǎǘŜŀŘ ŎǊŜŀǘŜǎ ŀ ƴƻƴ-editable backup copy that can be used as a restore 

point and at the same time saves the most recent version of the project with the current date. 
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7.3.6 Connecting to the system and transferring the configuration 

Once the configuration associated with the project has been created and defined (backup or the most 

recent one), the next step is to connect to the system site and apply the newly created configuration to it, 

to configure the system. The relevant box on the άSiteέ tab shows values that are all unavailable because 

the system status is still offline ( ), that is you are not connected yet: 

 
Figure 124: ά{ƛǘŜέ ǘŀō ǿƛǘƘ ƭƻŎŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŎǊŜŀǘŜŘ ŀƴŘ ƴƻ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳ 

 

To connect to the system, select the network interface through which the PC is connected to the IPerCom 

system in the lower part of the red box and then press the άConnect to siteέ button. 

To find out the IP and MAC addresses of the network interface through which you are connected to 

the IPerCom system, you need to click on the item "Open Network and Internet settings", which 

appears by pressing the right mouse button the icon  at the bottom of right on your PC monitor. 

A screen opens with the list of available networks. After pressing the corresponding "Properties" 

item, you can view the IP address and MAC address. 
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After pressing the "Connect" button, the Windows operating system may notify the user of the need 

to unlock the communication ports on the IP network used for communication between the IPerCom 

system and the IPerCom Installer Tools application. This operation is required for proper application 

operation. If this operation is carried out by Windows Firewall, a warning like the one below is 

shown to the user: 

 

You must select both kind of networks and press the άAllow accessέ button. 

 

A progress bar is displayed, during its progress it is detected whether the system is with Server 1060/1 or 

without it, then the number of devices connected to the system is detected. At the end, the following 

window is displayed: 

 
Figure 125: ά{ƛǘŜέ ǘŀō ǿƛǘƘ ƭƻŎŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŎǊŜŀǘŜŘ ŀƴŘ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳ 
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In the box relating to the site (system), the status is now ONLINE (red box), as indicated by the relevant icon 

. The system ID is zero, since the system does not have a configuration yet: therefore, also the άCreated 

onέ and άModifiedέ fields are not assigned a value since they are linked to the creation date and the last 

modification of the configuration file. The άConnectedέ field is selected, because the site is online. 

The configuration is not aligned because the modification date of the configuration associated with the 

project and that associated with the site are different, that is the project has a modification date while the 

site still has none (blue boxes). 

The other fields contain the following information: 

¶ άModeέ: άServer-managed" or άServerlessέ, depending on whether the system is with or without a 

Server; 

¶ άServer IPέ: IP address of the Server (if any); 

¶ άConnected devicesέ: indicates the number of all devices connected to the system (present and not 

present in the configuration). 

 

7.3.7 How to set date and time on the system 

Before transferring the configuration to the system, it is necessary to correctly configure the date and time 

on the system. To do this, press the άDate/Timeέ tab. The screen displayed is as follows: 

 
Figure 126: Ϧ5ŀǘŜκ¢ƛƳŜέ ǘŀō 

 

 

Now it is necessary to press the άSet date and time" button. Press άYesέ on the relevant dialogue box, date 

and time of the devices will be aligned with those of your PC. An additional dialogue box indicates that the 

operation has been completed correctly: 

 
Figure 127: date and time aligned with those of the PC 
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When setting the date and time of the system, it is recommended to check that the date and time of 

your PC are correct. 

 

If the system is connected to a router with an Internet connection, the correct date and time are 

already provided by the NTP (Network Time Protocol) service. 

 

7.3.8 Transferring the system configuration 

After configuring date and time, to apply the configuration to the system, simply go to the άConfigurationέ 

tab. The screen displayed is as follows: 

 
Figure 128: local configuration not yet transferred to the system 

 
 
The green section shows schematically the condition of all the devices connected to the system. The 
example in question shows that: 
 

¶ the number of devices connected to the system (άInvolved devicesέ) is 6; 

¶ the number of devices not in configuration is 6. 

 The configuration status is not aligned (red section), as explained above. 

To apply the previously created configuration to the devices of the system, it is necessary to press the 

"Apply Changes" button. 
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The following pop-up window appears: 

 
Figure 129Υ ǇƻǇ ǳǇ ǿƛƴŘƻǿ ŀŦǘŜǊ ǇǊŜǎǎƛƴƎ ǘƘŜ ά!ǇǇƭȅ ŎƘŀƴƎŜǎέ ōǳǘǘƻƴ 

 

This window is useful to remind the installer that a project must be associated with only one site and 

cannot be associated with other sites, as this could cause malfunctions on the systems themselves. 

Therefore, projects with the same ά{ȅǎǘŜƳ IDέ must not be associated with different sites, that is a same 

project must not be used as template for different sites. 
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!ŦǘŜǊ ǇǊŜǎǎƛƴƎ ǘƘŜ άOKέ ōǳǘǘƻƴΣ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ǇǊƻƧŜŎǘ ƛǎ ŀǇǇƭƛŜŘ ƻƴ ǘƘŜ Ǉƭŀƴǘ ǎƛǘŜΦ 

Correct transfer of the configuration is highlighted by a progress bar which turns green once the transfer 

has taken place correctly, as shown below: 

 
Figure 130: local configuration transferred to the system 

 

The red boxes indicate that the configuration transfer has taken place correctly, i.e.: 

¶ all devices in the system have the same configuration (άDevices with the same configurationέ item); 

¶ the configuration status is aligned. 

 

Once the configuration has been applied, the άLast modifiedέ field is renamed to άAppliedέ and 

shows the date and time in which the configuration was applied (or modified) to the system. 

 

 

  



 
 

158 MT124-032P 
 

The άShowέ button displays a table with the list of devices with the same configuration, their MAC and IP 

address and the last modification date of the configuration file, as shown below: 

 
Figure 131: list of devices with the same configuration 

 

Press the άSiteέ tab to display the following screen: 

 
Figure 132: ά{ƛǘŜέ ǘŀō ǿƛǘƘ project and site aligned 
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The most important things to observe are the following: 

¶ the identifier of project and site are the same, because the 2 identifiers are calculated starting from 

the creation date of the same configuration file; 

¶ the configuration is aligned as the last modification date of the configuration file of the project and 

system site are the same; 

¶ the "Site name" field, after applying the configuration, was filled in with the name given in the 

configurator. 

Now the system has been configured: it is possible to save the project by pressing the άSaveέ button. 

In this way the project with άSystem IDέ field reported in Figure 132  (high red box) has been associated to 

the newly configured system: any attempt to apply to the system a configuration coming from a project 

with a different ID is prevented. This is to avoid loading άwrongέ local configuration files on the system. Any 

modifications must be made starting from the project just saved (or from any of its backups that have the 

same identifier) and then transferred to the system so that the situation is always aligned between the 

project and the system. The correct way to operate will be explained later in a dedicated paragraph (How 

to use IPerCom Installer Tools to edit the configuration with system already installed and configured). 

From what is written above it can be deduced that once a system has been configured via a project, this 

(with any backups) becomes the only point of reference for any subsequent changes. In other words, each 

Ǉƭŀƴǘ Ƴǳǎǘ ōŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ƻƴŜ ƻǊ ƳƻǊŜ ǇǊƻƧŜŎǘǎ ǿƛǘƘ ǘƘŜ ǎŀƳŜ άSystem IDέΦ 
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7.3.9 Creating the configuration file with import from external file 

In the third system configuration mode, the open project configuration file is imported from an external file 

instead of being created from scratch. In this way the steps to follow are the following (still assuming that 

the system has been installed but not configured): 

¶ import the configuration from external file; 

¶ connect to the system; 

¶ set the proper system date and time; 

¶ distribute the newly imported configuration to the system. 

In detail, after creating a new project with system ID equal to zero, press the άConfigurationέ tab, the 

"From File" button allows importing a previously saved configuration file from PC: 

 
Figure 133: creating the local site configuration from an external file 

 

The configuration files that can be imported have the ccf extension and, for example, can come from 

configurations created on MAX, VOG7 or Basic video door phone, exported to SD card and then saved on PC 

(for further details see paragraph Export and import configuration to SD card). 

After importing a configuration file, you are prompted to enter the installer password used to create the 

project. 

 
Figure 134: entering the installer password after importing the file 
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After entering the correct password, the configurator opens the relevant project: 

 
Figure 135: configuration of the imported file 

After saving the configuration and exiting the configurator (see paragraph How to save the configuration), 

the way the configuration is transferred to the system is like the previous case. 

 
If you import a configuration file to another PC and this configuration has already been applied on one 
site, it is strictly forbidden to apply it to another factory reset system: this would be possible if the 
installer who first created the project with its configuration transfers his ownership of authorized installer 
to a second installer, who would then be able to open the imported project and apply the configuration 
on a second system. 
 
Without transferring the ownership of authorized installer, the above is not possible, because when the 
second installer opens the imported project, IPerCom Installer Tools displays the following message: 
 

 
Figure 136: installer not authorized to make changes to the project 

 

¢ƘŜ ƛƳǇƻǊǘ ŦǳƴŎǘƛƻƴ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ǳǎŜŘ ǘƻ ǘǊŀƴǎŦŜǊ ǘƘŜ άLƴǎǘŀƭƭŜǊ !ǳǘƘƻǊƛȊŀǘƛƻƴέ ǇǊƻǇŜǊǘȅ ŦǊƻƳ ƻƴŜ 

installer to another, provided they are working on the same site. 
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7.4 How to use IPerCom Installer Tools to edit the configuration with system already 

installed and configured 

When a system has been installed and configured, it may be necessary to modify its configuration for 

various reasons (that is change of topology, change of system parameters or addition of devices). The 

various steps to follow to modify the configuration of a system with IPerCom Installer Tools are described 

below: 

¶ open the project connected to the previously configured system; 

¶ make the required modifications; 

¶ connect to the system; 

¶ distribute the newly modified configuration to the system. 

A variant of this procedure can be to connect to the system and then make the modifications: the 

advantage of this procedure is that, if new devices must be added, it is not necessary to know their MAC 

addresses, as these are automatically proposed by the configurator, which is not the case if you are not 

connected to the system. In this way it is also possible to check that the dates of the last modification of 

project and system are aligned and therefore be sure that you are starting from an already aligned 

situation. 

In both cases, the essential point is that the project associated with the system with which the first 

configuration was made is available and to make sure that the system has not been modified by the MAX, 

VOG7 or Basic video door phone which have the configurator on board. 

In this situation, after opening the right project with the "Open" button from the άSiteέ tab, connecting to 

the system with the άConnectέ button and making the required modifications with the "Edit" button (from 

the άConfigurationέ tab through the configurator), the following screen is displayed: 

 
Figure 137: "Site" tab with project modified and connected to the system 
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As the local configuration has been modified with the "Modify" button, this is highlighted on the άSiteέ tab, 

as shown in the figure above: the modification date of the project is more recent than the modification 

date of the system site. This means that the configuration is not aligned (red boxes). 

Local configuration modification requires the installer password, set through the configurator the 

first time the configuration has been created. 

 

¢ƘŜ ά{ȅǎǘŜƳ L5έ fields are the same, since they are calculated starting from the creation date of the 

same configuration file (that of the project then transferred to the site); 

 

The άConfigurationέ tab instead shows that the system devices have an older configuration than the project 

(as shown in the red box): 

 
Figure 138Υ ά/ƻƴŦƛƎǳǊŀǘƛƻƴϦ tab with local configuration not yet transferred to the system 
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The "Apply changes" button allows you to align the configuration: in fact (after applying the changes) the 

άModifiedέ field on the άSiteέ tab is the same both on the project and on the system site and therefore the 

configuration is aligned. In the άConfigurationέ tab, the άDevices from factory or with an older 

configurationέ field is reset to zero, while the άDevices with the same configurationέ field takes the same 

value as the system devices (with the same configuration associated to the project): 

 

Figure 139: aligned configuration between project and system site 

 

 
Figure 140: system devices aligned to the local configuration 

 

Now it is possible to save the project and then close it: the modification to the system has been correctly 

made through the same project that was used to configure the system for the first time. 

 

The configuration distribution procedure ends correctly when the number of devices with an old 

configuration or without configuration and the number of devices with a newer distribution are 

zero. 

 

The next paragraph describes an example of devices in the system with a newer configuration. 
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7.5 System configuration newer than project configuration 

The case described in the previous paragraph is the most common one: once connected to the system, the 

installer modifies the project configuration, which is therefore more recent than the system configuration. 

¢ƘŜ άApply changesέ ōǳǘǘƻƴ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŀƭƛƎƴ ǘƘŜ ǇǊƻƧŜŎǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǿƛǘƘ ǘƘŀǘ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ 

 

It could also happen that the installer, once connected to the system, finds himself in a situation where the 

project configuration is older than that of the system. 

For example, having a project with several backups, if you open one of these backups that has an older 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƘŀƴ ǘƘŜ Ƴƻǎǘ ǊŜŎŜƴǘ ǇǊƻƧŜŎǘ όŎŀƭƭŜŘ άLatest Versionέύ ŀƴŘ ǘƘŜƴ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǇƭŀƴǘΣ ȅƻǳ ƎŜǘ 

ǘƘŜ ŦƻƭƭƻǿƛƴƎ όƛŦ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜ άLatest Versionέ ǇǊƻƧŜŎǘ ǿŀǎ ǇǊŜǾƛƻǳǎƭȅ ŘƛǎǘǊƛōǳǘŜŘ ǘƻ ǘƘŜ 

plant): 

 
Figure 141: site configuration not aligned to project configuration 

 

The modification date of the site configuration is more recent than the modification date of the project 

configuration. This means that the configuration is not aligned (blue box). 
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¢ƘŜ άConfigurationέ ǘŀō ŎƻƴŦƛǊƳǎ ǘƘŜ ŀōƻǾŜΣ ƛƴ ǘƘŜ ǎŜƴǎŜ that the system devices have a newer 

configuration than the project: 

 
Figure 142: devices with a newer configuration 

Pressing the άApply changesέ button, the following message is shown: 

 
Figure 143: alignment of system site to local site with loss of modifications 

tǊŜǎǎƛƴƎ άOKέ ōǳǘǘƻƴ allows you to align the configuration associated to the project to the configuration 

associated to the site, losing all the modifications made on the system site (as explained in the message 

above). 
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At the end of the configuration distribution on άSiteέ tab, the άModifiedέ field on the project and the 

system site have the same date and then the άConfiguration alignedέ field is selected: 

 
Figure 144: aligned configuration between project and system site 

 

¢ƘŜ άaƻŘƛŦƛŜŘέ ŦƛŜƭŘ ǊŜǇƻǊǘǎ ǘƘŜ ŘŀǘŜ ŀƴŘ ǘƛƳŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǿŀǎ ŀǇǇƭƛŜŘΦ 

 

In the άConfigurationέ tab, the άDevices with a newer configurationέ field is reset to zero, while the 

άDevices with the same configurationέ field takes the same value as the system devices with the same 

configuration associated to the project: 

 
Figure 145: system devices aligned to the project 

If, on the other hand, you do not want to lose the changes made on the system site and you want to align 

the local configuration with the system configuration, simply press the άFrom systemέ button in the 

άConfigurationέ tab. In this way the system site configuration is transferred to that associated to the 

project. The following screen is displayed, where the only configuration available on the system must be 

selected: 

 
Figure 146: window to select the configuration to be imported on the local site 
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 In systems with at least one Server 1060/1, when importing the configuration from the system site 

to the project, the only device recognized is one of the Servers.  

!ǘ ǘƘƛǎ Ǉƻƛƴǘ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ άImportέ ōǳǘǘƻƴΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ƛƳǇƻǊǘ ǘƘŜ ƛƴǎǘŀƭƭŜǊ ǇŀǎǎǿƻǊŘ ŀƴŘ 

configuration, as shown below: 

 
Figure 147: importing passwords 

After pressing the άOKέ button, the configuration is aligned again, that is the project and the system site 

modification date is the same and the devices have the same configuration. 

Lƴ ǘƘŜ ŜȄŀƳǇƭŜ ŀōƻǾŜΣ ǿƘŜǘƘŜǊ ȅƻǳ ǇǊŜǎǎ ǘƘŜ άFrom systemέ ōǳǘǘƻƴ ƻǊ ǘƘŜ άApply changesέ ōǳǘǘƻƴΣ ǎŀǾƛƴƎ 

ǘƘŜ ǇǊƻƧŜŎǘ ǿƛǘƘ ōǳǘǘƻƴ άSaveέ ǎŀǾŜǎ ǘƘŜ ŎǳǊǊŜƴǘ ǇǊƻƧŜŎǘ ŀǎ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴΦ 
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7.6 Importing configuration files with different IDs 

After locally creating a project with a configuration file and transferring the configuration to the system, the 

situation is as follows: 

 
Figure 148: ά{ƛǘŜέ ǘŀō ǿƛǘƘ project and system site aligned 

 

The system is aligned, as shown in the red boxes, that is the modification date of the local configuration 

and that of the system are the same. 

The άModifiedέ field is useful to understand if the configuration file is more recent on the project or on the 

system site and then to understand where the last modifications were made (whether on project or on 

system). The identifier of project and system site are also aligned (blue box), because the 2 identifiers are 

calculated starting from the creation date of the same configuration file. 

This parameter is useful to avoid importing configuration files from other sites with different system 

identifiers on an already configured and functioning system, and thus creating malfunctions. If 

modifications need to be made to the system, they must be made from the project associated with the 

system and then transferred to the system, so that there is always an aligned situation between the project 

and the system site. 

If project and system site have different identifiers and you try to apply the project configuration to the 

system site, the following occurs. 
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If you create a configuration file with an identifier other than ά1689259875έ (which is the right system 

identifier reported in Figure 148), i.e. with a creation date other than ά16/06/2023 16:52:42έ, and if you are 

not yet connected to the system (which has the same identifier as the local site ά1689259875έ), the 

following situation occurs: 

 
Figure 149: ά{ƛǘŜέ ǘŀō ǿƛǘƘ project identifier different from that of the system site 

As shown in the figure above, the project identifier is different from ά1689259875έ. If you connect to a 

system already configured and working (with identifier ά1689259875έ) and try to apply this configuration, 

you could inevitably lose the work already done. To avoid this, when the local identifier does not coincide 

with the system identifier (that is with system already configured), after pressing the "Connect" button, the 

following message is displayed: 

 
Figure 150: error message if project identifier and system site identifier do not match 

 

Press the "OK" button to close the application and open it again on the άSiteέ tab with no project open. 

The only way to connect to the system is to load the project connected to this system: the correct use of 

the application requires in fact to have a unique project for each system from which to connect to the 

system and make the modifications. 
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The above error also occurs if the project configuration is taken from an external configuration file 

saved on a PC and you try to connect to a different identification system. 

 

If by mistake the project has been deleted and you want to restore it from the system site, you can create a 

new project with a zero identifier (that is without any configuration file): 

 
Figure 151: ά{ƛǘŜέ ǘŀō ǿƛǘƘ project identifier equal to zero 

 

Now, after choosing the right network interface, it is necessary to connect to the system. 
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The following screen is displayed: 

 
Figure 152: ά{ƛǘŜέ ǘŀō ǿƛǘƘ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳ ŀƴŘ project identifier equal to zero 

 

The system ID 1689259875 corresponds to that of the first configuration. Now move to the άConfigurationέ 

tab, the following screen is displayed: 

 
Figure 153: ά/ƻƴŦƛƎǳǊŀǘƛƻƴέ ǘŀō ǘƻ ƛƳǇƻǊǘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ǎȅǎǘŜƳ 

 

In this case the "Create" button is frozen because any local configuration created would have a different 

identifier from the one already present on the system site and could not be transferred.  
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The quickest way to restore a project configuration compatible with the system site configuration is to 

press the "From system" button. The following screen is displayed: 

 
Figure 154: importing from system configuration 

 

After selecting the only available configuration on the system, the "Import" button is enabled. Press the 

"Import" button to import the keys and the system configuration, as already described above. 

 

Press the "OK" button, the άSiteέ tab restores the alignment: 

 
Figure 155: ά{ƛǘŜέ ǘŀō ǿƛǘƘ project and system site aligned 

 

The procedure of creating a new project without any configuration is mandatory if you want to change the 

configuration of a villa kit in IPerCloud mode with a 1060/21 entry panel. In this case, however, after having 

connected to the system and downloaded the configuration, to modify it it is necessary to set an installer 

password from the άSecurityέ tab (see paragraph Security). With this password you can then access the 

configuration for any changes. 
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LŦ ŀƴ ƛƴǎǘŀƭƭŜǊ ŎǊŜŀǘŜǎ ŀ ǇǊƻƧŜŎǘ ǿƛǘƘ ŀ ά{ȅǎǘŜƳ L5έ Ŝǉǳŀƭ ǘƻ ȊŜǊƻΣ ŎƻƴƴŜŎǘǎ ǘƻ ŀƴ ŀƭǊŜŀŘȅ ŎƻƴŦƛƎǳǊŜŘ 

ǎȅǎǘŜƳ όƻŦ ǿƘƛŎƘ ƘŜ ƛǎ ŀƴ ŀǳǘƘƻǊƛȊŜŘ ƛƴǎǘŀƭƭŜǊύ ŀƴŘ ƛƳǇƻǊǘǎ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ Ǿƛŀ ǘƘŜ άCǊƻƳ ǎȅǎǘŜƳέ 

button, the operation in question is prevented if the installer has already created a project with a 

ά{ȅǎǘŜƳ L5έ Ŝǉǳŀƭ ǘƻ ǘƘŀǘ ƻŦ ǘƘŜ ǎƛǘŜ ǘƻ ǿƘƛŎƘ ƘŜ ƛǎ ŎƻƴƴŜŎǘƛƴƎΦ ¢ƘŜ ŜǊǊƻǊ ǊŜǇƻǊǘŜŘ ōȅ LtŜǊ/ƻƳ 

Installer Tools is the following: 

 
Figure 156: attempt to create a second project for the same site prevented 

 

 

7.7 Systems with two configurations 
 

Once an IPerCom system has been configured and is operational, it is assigned a unique identifier, called 

άSystem IDέΣ calculated from the date the configuration file was created. 

LŦ ƻƴŜ ƻǊ ƳƻǊŜ ŘŜǾƛŎŜǎ ǿƛǘƘ ŀ ŘƛŦŦŜǊŜƴǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƘŀƴ ǘƘŜ ǎȅǎǘŜƳ όƛΦŜΦ ǿƛǘƘ ŀ ŘƛŦŦŜǊŜƴǘ άSystem IDέύ ŀǊŜ 
connected to this system and these devices are put into configuration, IPerCom Installer Tools reports the 
anomaly with the following dialog box: 
 

 
Figure 157: message in case of devices/applications with different configurations (different system IDs) 

 

In this situation it is impossible to distribute the configuration; in fact, if you close the previous dialog box 

ŀƴŘ ǇǊŜǎǎ ǘƘŜ άApply changesέ ōǳǘǘƻƴΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƳŜǎǎŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΥ 

 
Figure 158: different system IDs 
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Lƴ ǘƘŜ άSiteέ ǘŀōΣ ƻƴ ǘƘŜ ƭŜŦǘ ǎƛŘŜ όǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜ ǇǊƻƧŜŎǘύΣ ǘƘŜ άSystem IDέ ƻŦ ǘƘŜ ŎƻǊǊŜŎǘƭȅ ŎƻƴŦƛƎǳǊŜŘ 

ǎȅǎǘŜƳ ƛǎ ǎƘƻǿƴΣ ǿƘƛƭŜ ƻƴ ǘƘŜ ǊƛƎƘǘ ǎƛŘŜ όǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜ ǎȅǎǘŜƳύ ǘǿƻ άSystem IDέ ǾŀƭǳŜǎ are shown: the first 

is related to the correctly configured system, while the second is related to the system from which the 

added device comes.  The above is reported below: 

 
Figure 159: ŘƛŦŦŜǊŜƴǘ ǎȅǎǘŜƳ L5ǎ ƛƴ ǘŀō ά{ƛǘŜέ 

 

This situation is abnormal and must be fixed immediately by disconnecting the device added incorrectly. 

Therefore, before adding a new device on an already configured system, it is good to make sure that it is 

not configured: otherwise, it is advisable to proceed with a factory reset of the device.   
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7.8 System remote access 

All the operations described above can also be carried out with the system in remote mode, that is without 

being physically connected to the system with your PC. This operating mode is possible if the following 

conditions are met on the system to which you need to connect remotely: 

¶ at least one of the following devices is present: Server 1060/1, Modular Calling Station with 

1060/48, Entry Panel 1060/21, Entry Panel 1060/33, Entry Panel 1060/34, Video door phone тΩΩ 

VOG7 1761/3x, Video door phone рΩΩ ±hD5+ 1761/15-16-18-19, Video door phone рΩΩ VOG5 1761/6, 

Video door phone MAX 1717/2x, 3x, 4x, Video door phone тΩΩ Basic 1741/1-2-3, Door phone Miro 

1160/3; 

¶ the system is connected to the Internet; 

¶ the system has the remote access function enabled. 

The remote access function can be configured in the άMaintenance settingsέ section of the άSystemέ 

tab of the configurator. For further details see the Maintenance Settings paragraph. 

The list of devices reported above also includes video door phones in the U version, i.e. VOG7, MAX 

млΩΩΣ ±hD5+. 

 

Remote access is carried out via an already existing project with the same identifier όάSystem IDέ ŦƛŜƭŘύ as 

the (remote) plant site to which you want to connect. 

This represents the most common use case: the installer, connected to the system with his PC, defines the 

configuration of the system itself; the relevant project remains available on IPerCom Installer Tools for any 

modifications, even remotely, by the installer himself. 

How to remotely access a system is now described in more detail. 
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REMOTE ACCESS THROUGH AN ALREADY EXISTING PROJECT (WITH IDENTIFIER SAME AS THE REMOTE SYSTEM SITE) 

After starting IPerCom Installer Tools and opening the correct project with the άOpenέ button, the screen 

that appears is the following: 

 
Figure 160: project with the same identifier as that of the remote site 

 

At this point, in the red section of the above figure: 

¶ select the network interface (IP address and MAC address) through which your PC connects to the 

remote system via the Internet; 

¶ select the "Remote connection" item; 

¶ ǇǊŜǎǎ ǘƘŜ άConnect to siteέ ōǳǘǘƻƴ. 
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The following window is displayed: 

 
Figure 161: system ID like that of the remote site 

 

 

To complete remote access, only the installer password must be entered. 

The "System id" field is already filled in and cannot be changed and is the same as the system id of 

the project previously opened. 

 

After entering the right installer password and pressing the άOKέ button in Figure 161, a window like the 

one below appears: 

 
Figure 162: remote access done 
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As you can see in the red box, the system identifier and that of the project are the same and the connection 

to the system is a remote connection (blue box). 

 

 If the installer password entered is incorrect, the following error message appears: 

 
Figure 163: error message in case of incorrect installer password 

 

 

The configuration may be aligned or misaligned: in the latter case it is advisable to align it with that 

of the remote system or the project, after which any changes can be made to the project and then 

remotely transferred to the system. 

 

 If remote access has not been enabled, after entering the installer password, the following error 

message appears: 

 
Figure 164: remote access not enabled by configurator 

 

From version 3.1.0 of IPerCom it is no longer possible to connect remotely to a system with a project 

whose identifier is equal to zero. 

 

Once connected remotely to a system, it is not possible to perform the following operations: 

¶ firmware upgrade, 

¶ ŜǊŀǎŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻƴ ŀƭƭ ŘŜǾƛŎŜǎ όōǳǘǘƻƴ ƻƴ ǘŀō άaŀƛƴǘŜƴŀƴŎŜέύΣ 

¶ ǊŜōƻƻǘ ŀƭƭ ŘŜǾƛŎŜǎ ƻŦ ǎƛǘŜ όōǳǘǘƻƴ ƻƴ ǘŀō άaŀƛƴǘŜƴŀƴŎŜέύΣ 

¶ erase configuration on a ǎƛƴƎƭŜ ŘŜǾƛŎŜ όōǳǘǘƻƴ ƻƴ ǘŀō ά5ƛŀƎƴƻǎǘƛŎέύΣ 

¶ ƳŀƪŜ ŀ ŦŀŎǘƻǊȅ ǊŜǎŜǘ ƻƴ ŀ ǎƛƴƎƭŜ ŘŜǾƛŎŜ όōǳǘǘƻƴ ƻƴ ǘŀō ά5ƛŀƎƴƻǎǘƛŎέύΦ 
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LŦ ȅƻǳ ƻǇŜƴ ŀ ǿǊƻƴƎ ǇǊƻƧŜŎǘΣ ǘƘŀǘ ƛǎ ǿƛǘƘ ŀ ŘƛŦŦŜǊŜƴǘ ά{ȅǎǘŜƳ L5έ ǘƘŀƴ ǘƘŜ ǊŜƳƻǘŜ ǎƛǘŜΣ LtŜǊ/ƻƳ 

Installer Tools displays the following error message: 

 
Figure 165: attempting to connect to a remote site from an incorrect project 
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7.9 Other functions of IperCom Installer Tools 

The other functions of IPerCom Installer Tools concern the άSecurityέ, άDate/Timeέ, άDiagnosticέ, άSystem 

Logέ, άSystem backupέ, άMaintenanceέ ŀƴŘ άUrmet Cloudέ tabs. 

The functions relating to these tabs are enabled based on the following events: 

¶ opening a project using the "Open" button; 

¶ connection to the site Ǿƛŀ ǘƘŜ άConnectέ ōǳǘǘƻƴΤ 

¶ alignment of the configuration between project and plant site; 

¶ presence of one or more 1060/1 Server in the system. 

 

The following table shows which of the above events must occur (symbol V) for the tab functions to be 

active (the symbol --- indicates that the relevant condition is not mandatory): 

Tab 
Condition 

Project opening Site connection 
Configuration 

alignment 
System with server 

Security V V V --- 
Date/Time V V --- --- 
Diagnostic V V V --- 
System Log V V V V 

System backup V V --- V 

Maintenance V V --- --- 
Urmet Cloud --- --- --- --- 

Table 8: activation condition for IPerCom Installer Tools tabs 

¢ƘŜ άUrmet Cloudέ ǘŀō ƛǎ ǘƘŜ ƻƴƭȅ ƻƴŜ ǘƘŀǘ ƛǎ ŀƭǿŀȅǎ ŀŎǘƛǾŜ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǿƘŜǘƘŜǊ ǘƘŜ ŀōƻǾŜ ŎƻƴŘƛǘƛƻƴǎ ŀǊŜ 

verified or not. The functions of this tab are mainly linked to the installer's access to the Urmet cloud and 

will be explained in detail in the next paragraph. 

 

  



 
 

182 MT124-032P 
 

7.9.1 άUrmet Cloudέ ǘŀō 

After authenticating to Urmet Cloud, IPerCom installer Tools appears as shown below: 

 
Figure 166: IPerCom Installer Tools after Urmet Cloud authentication 

 

All the tabs in the red box at the top are disabled except for the άSiteέ and άUrmet Cloudέ tabs. The άUrmet 

Cloudέ tab allows you to do the following: 

ω  disconnect from Urmet Cloud or connect to Urmet Cloud, 

ω  modify the user profile data with which you registered to Urmet Cloud, 

ω  pre-activate the license packages for the IPerCloud mode, 

ω  view the history of the pre-activated license packages, 

ω  activate the IPerCloud test mode, 

ω  manage the site access authorizations (for another installer or for the building manager via the 

CallMe Manager application). 

 

The activation of the test mode and the management of access authorizations is also linked to the opening 

of a project, the connection to the system and appropriate settings made via the configurator. 

The following paragraphs will explain in detail how to do the above. 

 

 

 
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































