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1 Introduction

IPerCon.3.0is an IP video door phone system with the following features

1. it supports small and mediursized systems with a maximum number of 1000 IP devices and a
maximum number of 1000 users without having to use any system server

2. it supports large-scale systems with a maximum number of 4000 IP devices and a maximum
number of10000 usersif the system is equipped with one or more servers;

3. itis updated and configured via tiBerCom Installer Toddpplication (released for the Windows
operating system) if the system imediumlarge sized both for the update and for the
configuration an Internet connection is required as it is necessary to register to Urmet @oud
further details see théJpgrading and configuring an IPerCosystemparagraph)

4. itis updated by theVilla Kit Updateapplication (released for the Windows operating system) and
configured by video door phones of the system, & flystemis smalsized(singlefamily systems):
for the updatingan Internet connection is requirednd it is not necessary to registéo Urmet
Cloud(for further details see thé&pgrading and configuring an |PerCosystemparagraph)

5. allows you to receive calls on a smartphone/tablet via @alMeapp, even without having door
phone or a video door phonein the apartment (for further details see thePerCloud mode
paragraph);

6. it allows thesystemlogs to be displayed on the systeswitchboarddand IPerCom Installer Tools
(in this case only if there is at least one server in the syktérat isthe events relating to system
operatiors (call log, access point activity, user activity, alarms and so on);

7. it allows displaying oswitchboards and IPerCom Installer Todlse system diagnostic, i.e. a set of
information that allow understanding if all the devices connected to the system work properly and
if they have been correctly updated and configured;

8. provides high cyber security in relation to the followjpgjnts:

0 passwords used by system applications and deyices
o0 system firmware update
0 access to the system configuration
o calls to theCallMeapp,
(for further details see théT security of the IPerCom systgraragraph.

9. it does not have single vulnerability points both in case of systems without servers and in case of
systems with several servérs

10. it can work on an existing network with other already installed deyices

11.it is not necessary for the installer to havedapth knowledge of IP networks: it is sufficient to
have a basic knowledge of network equipment (switches, routers and PoE ports) and their
connections;

1The presence of a server is however recommended for systems with more than 500 devices to better optimize the workloagstérthend make the use of the IP network by

the system more efficient.

2 Theswitchboardallows the concierge staff of a building to manage the typical functions of a switchboard station: starting from ver§i@f B22rCom the switchboard station is
implemented not only with the Switchboard software application but also with a physical device with table support 1060/42.

3 In systems with up to 1000 IP devices and/or 1000 users and only one server, there will only-iménatésdowntime if it stops operationWith more than 1000 IP devices and/or
1000 users and only one server the disruption would be permangrgrefore, in these conditions, it is recommended to have more servers (at least 2) in the system, so that any

malfunction of one of the servers is compensated for by the presence of the others, and this does not cause any disiingtisystem.
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allows you to manage technical assistance in two different ways:
0 connect remotelyvia IPerCom Installer Tools the system if the system is properly
configured;
o0 export the configuration file (typically <IMB) frolRerCom Installer Tooty video
door phoneand send it to assistance, which always imports itIPerCom Installer
Tools
allows, throughlPerCom Installer Toad®d in systems with at least one server, to have the backup
of the configuration file, even periodically (in automatic mode) on a USB stick (connected to the
server)
allows, in systems with at least one system server, to automatically perform the firmware update
of all devices via the server itself (appropriately configured and updated).
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1.1 Upgradng and configuring an IPerCeystem

The IPerCom system allows you to choose betwkpnssible types of system

GMulti Block = T 2sitédiinstaldichs;

éMultiple Stair§ = T 2 Nbizédimdtalidons with multiple stairs on a single block;
oSingle Stair = meduhbizedinstallations with a single stair;

dvilla kit (onehousehold = T 2-fdilit iksyadhfioSs.

= =4 =4 =4

The first three types represent a medium or large sized system and the use Ifaf@om Installer Tools
application for both updatingnd configuing the systemo 3.3.0 version (or highei$ mandatory

The last typ represents a smabized system: in this case the update is performed byMifia Kit Updater
application while the configuration is domkrectlyvia a video door phone of the system its&fiqG, Basic
or MAX.

The update via IPerUpgrade is no longer supported by versions of IPerCom 3.3.0 or higher.

O Both IPerCom Installer Tools and IPerCom Kit Villa Updater are applications for Windows.

For more information on the various types of systems supported, see the paraggagating the
system topology (model) and theonfigurator structure.

To configure a system, théerCom Installer Tooégpplication and thevOG, Basicand MAX video door
phonesusethe sameintegratedapplication, theconfigurator. the operating mode is completely similar in
both casegfor further detail see paragraphheconfigurator).

O In general, the singtaamily system can also be configured using IPerCom Installer Tools, but all the
features of IPerCom Installer Tools are not necessary for configuring this type of system: therefore,
to simplify the procedure, it is advisable to use the configurator integrated into the video door
phones of the system itself.

O If the singlefamily system does not have video door phones that integrate the configurator, it is
mandatoryto use the IPerCom Installer Tools application for configuration.
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To update a system, the applicatiaized by IPerCom Installer Toodnd the Villa Kit Updatemapplication
have different functioning.

For all the details on how th¥illa Kit Updaterapplication works and more generally on the configuration
2 F Villa kit (onehouseholdd G & LIS &a&adSYs NBEFSINGaddZonigkiSga kitgdd I NI L
family system

In reference to thdPerCom Installer Todpplication, please refer to the paragraphs below:

91 IPerCom Installer Tookpplication, for a general introduction to the application;
1 Upgrading a system throughPerCom Installer Toglfor the upgrade of a system;
T Commissioning a system throudRerCom Installer Toglfor the configuration of a system.

Reqistration to Urmet Cloud is mandatory both for updating and configuring a swsidmIPerCom
Installer Toolsthe PC (where théPerCom Installer Toodpplication is installed) must therefore have an
Internet connection.

Without registration to Urmet Cloud, it is not possible to use thieerCom Installer Toals
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Below is a list of the main features of the application

= =4 =4 4 =4

= =9

=A =4 =4 =4

=A =4 =4 4 4 =9

check if a more upo-date version than the one installed is availalttesn download and install;it

detect the IPerComersion installed on a system;

select which version of IPerCom you want to work with

select the IPerCom version to update the systerand then proceed with the upgracle

create aproject to be associated with a systemitg), if the system is still to be configured,;

modify and save a project with its configurationly on Urmet Cloud so as not to lose them (for
example if the data on your PC is no longer available);

import a project from PC and export a project to PC;

import a project to ahigher IPerCom version (import is possible for projects created starting from
IPerCom 2.0.0);

connection to the systensite) you want to configure;

distribute the configuration associated with a project to the systsite];

set the time of the system or retrieve its time;

view the system diagnostics, that is view if all the devices are aligned with the same version of
IPerCom, if they are correctly connected to the system and if the configuration is aligned across the
entire system;

view the system logs, for example list of calls, access to main doors and gates, alarms (this function
is only available if there is at least one 1068#rvelin the system);

carry out a backup of the system configuration directly on your PC or in automatic mode on a USB
stick connected to the 1060/%ervey

change the configuration of a system even remotely (with a remote system properly configured);
use theCallMe Managegpplication to configure call forwarding;

transfer of ownership of a systerife) to another installer or building manager;

pre-activate the licenses for IPerCloud mode;

view the history of preactivated licenses;

run the test mode for IPerCloud mode.

All these features, which will be explained in detail in this manual, nlR&sCom Installer Toods useful

and versatile tool for the installer.

[F

&

The system technical manual for the installer is intended as a manual for setting up an IPerCom
system, so for the use and the detailed installation of the single devices and software applications
please refer to the relevant user and installation manuals, available on the websiteurmet.com.

In this manual, calling station means a generic call module or entry panel of the system, while an
apartment station means a video door phone or door phone in an apartment.
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1.2 IT security of the IPerCom system

To increase the IT security of the IPerCom systsame changes have been introduced regarditig
following points

= =4 —a -8

passwords used by applications and system devices;

access to theonfiguration of a system;

firmware update of a systemialPerCom Installer Tools

calls to smartphones/tablets on which theallMeapp has been installed and configured
(reattime calls via the Internet).

1.2.1 Passwordecurity andremediesto preventbrute forceattacks

18

1. The complexity of new passwords must meet the requirements below:

&

minimum length: 8 characters,

maximum length: 19 characters,

presence of at least one uppercase character,
presence of at least one lowercase character,
presence of ateast one numeric character,
presence of at least one special character.

If your password does not meet these requirements, a dialog box listing all the above
requirements is displayed.

Therefore, there must be no fixed passwords, which can easily be recovered by attackers to carry
out attacks on the system

The passwords subject to this change are detailed below:

installer password, both when it is entered when creating the configuration of a new
project and when it is modified (fromonfiguratoror IPerCom Installer Togis

password to start the&switchboardapplication (entered from theonfiguratod;

password to enable RTSP streaming video of one or more calling stations;
password(when requested)o change the date and time from the video door phones
VOG, Basicand MAX
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0 This manual will explain in detail where the passwords listed above appear and their use

In the case of IPerCom systems created with versions prior to vedsidnh the old
£ . . : . .
U passwords continue to be valid even if they do not satisfy the above requirements. However,
it is advisable to modify them as previously written.

The Urmet Cloud registration passwords for the IPerCom Installer Tools, CallMe Manager
and CallMe applications already meet the above requirements in versions prior to 3.1.0.

&

2. Because of point 1), the fixed passworti937' (where present) has been removed from the
applications and devices of the IPerCom system.

3. Protection againstbrute force attacks aimed at discovering passwords in use.

To protect applications and software from possibleute force attacks, it is necessary to wait 5
seconds to enter a new password (if the previous one was wrong). This delay, combined with the
new password security requirements, makes this type of attack practically impractical for an
attacker.
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1.2.2 Access to a system configuration

To ensure a high level of security regarding access to the configuration of an IPerCom system, it is
necessary tdollow the instructions below based on the type of system model you wish to configure. The
available system models are listed below:

dvilla kit (onehousehold = T 2-fdilit iksyadhfioSs,

6Single Sta#r fbr mediumsized installations with a single stair

GMultiple Stairs = T 2 N&izédinstalidadns with multiple stairs on a single block,
GMulti Block =~ T 2siddihstalaioSs.

=A =4 =4 4

For further details on the 4 system models above, see the para@aplting the system topology
(model) and theconfigurator structure.

¢tKS AyaiaNdzOdAizya (2 F2tt26 I NB RAViRKNSghduseRoBY ISY RA
model or one of the last 3 models listed, as explained below.

GSNGLESTAIE OROMULTIPLESTAIRS OROMULT BLOCKSSYSTEM

For these models, the presence of the installer and building manager is required to guarantee the safety of
the systemBoth play a specific role using specific applications, as shown below:

- IPerCom Installer Tod¢Vindows application) for the installeregistration on Urmet Cloud
is required and therefore the PC where thigerCom Installer Toospplication is installed
must have an Internet connectidn

- CallMe ManagerWindows application) for the building manageedistration on Urmet
Cloud is required and therefore the PC where @alMe Managerpplication is installed
must have an Internet connectipn

0 Both applications cannot work without registration to Urmet Cloud.

The list of actions to be carried out by the installer &odding manageis shown.
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INSTALLER

The installer, after installing the system, uses lRerCom Installer Todagplication to:

- create an Urmet Cloud account and authenticat@gh this accounton Urmet Cloud by
means oflPerCom Installer Toqlsee paragrapk/rmet Cloud authenticatio

- update the system if necessary (see paragrapigrading a system throughlPerCom
Installer Tool$;

- create a new project (see paragrafifeating a new project);

- connect to the system (see paragraglonnecting to the system and transferring the
configuration);

- create a configuration with the related password to access the configuration itself (see
paragraphlheconfigurator);

- distribute the configuration to the system (see paragraPbnnecting to the system and
transferring the confiquration;

- invite the building manager via email to acquire ownership of the plant site (see paragraph
Transfer of the ownership of the site from installer to a building manayer

The email sent by the installer to the building manager contains the links to download the CallMe
Manager application and related manual and a third linkatguire ownership of the system site.

Authentication on Urmet Cloud ensures that projects can only be opened by the authorized installer,
i.e. the same installer who created the project, and by no one else, unless the authorized installer
transfers his authorization to a second installer. Without this transfer of authorization, any attempt
to open a project by an unauthorized installer is blocked by the application.

BUILDINGMANAGER

The building manager, after acquiring ownership of the plant site, useGaliMe Manageapplication to:

- suspend the installer once he has finished the configuration phase and the same
configuration has been applied to the systethig is useful to prevent the installer from
making changes to the system without thailding manages knowledgé

- re-enable the installer (if you need to make new configuration changes) and suspend it
again;

- change installer (if necessary);

- invite a new building manager to transfer ownership of the site (if necessary).

For further information, consult th€allMe Manager application booklein the download area
relating to IPercom
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No installer, other than the one authorized by the building manager, can make changes to the
system.

Managing an IPerCom system with thBPerCom Installer Toolsind CallMe Manager applications
therefore guarantees a high safety standard for th&ihgle Stait, "Multiple Stairs' and "Multiple Blocks$

system types.

OVILLA KITONEHOUSEHOL® SYSTEM

In this case theafter a possible updateonfiguration does not require the use of specific applications and
the role of abuilding managers not required. In fact, given that the system generally consists of a calling
station and one or more video door phones, the configuration can be done by the installer directly from the
VOG, MAXor Basicvideo door phones (after entering the installer password). Once the configuration has
been completed, the owner of the apartmentust always block the systerwith the VOG, MAXor Basic

video door phones using an appropriate password and no one will be able to access the configuration
again.

G For further information, see the paragraplpgrading and configuringa singlefamily system

The owner can unlock the system to allow access to the installer (when it is necessary to make substantial
changes to the configuration): once the installer has made changes to the system, the owner can lock it
again.

Changing the installer password does not require knowing the previous one. This means that if the owner
decides to change installer, the new installer can enter his own password without knowing that of the
previous installer. Similarly, if the installer has more simply forgotten the password, he can enter a new one
without entering the previous one.

Finally, the owner can change the installer password if necessary.

The management of an IPerCom system of tfidilla kit (onehousehold§ type therefore guarantees a
high safety standard if the system itself is blocked by the owner of the apartment after the installer has
finished the configuration part.
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1.2.3 Updating the firmware of a system

To update an IPerCom system, you miadlow the instructions below depending on the type of system
you want to update.

The available system models are listed below:

@villa kit (onehousehold§ = T 2-tdinilst iksyalhfioss,

éSingle Stair = F 2 NbizZéSidtalidzons with a single stair,

éMultiple Stair§ = F 2 NbiZzédimstalldtdns with multiple stairs on a single block,
GMulti Block > T 2¢iddiinstallAiéhs.

=A =4 =4 =4

0 For further details on the 4 system models above, see the para@alphting the system topology
(model) and theconfigurator structure.

¢tKS AyailiNHzOlGAz2ya (G2 F2ftt26 | NB RAVilRK&NSghduseRoBHIS Y RA
model or one of the last 3 models listed, as explained below.

GSNGLESTAIFE OROMULTIPLESTAIRSE OROMULT BLOCKSESYSTEM

The firmware update of a system to version 3.3.0 (or higher) must be performé8ear@om Installer Tools
after authenticating to Urmet Cloudhis requires having an Internet connection available on the PC where
IPerCom Installer Todksinstalled.

0 Upgrading to version 3.3.0 (or higher) via the IPerUpgrade application is no longer supported.
Depending on whether the system is only installed or installed and already configiueetghts to be able
to update the system are different

If the system is only installed but has not yet been configuegt, installer can proceed to update the
system (vidPerCom Installer Todlafter authenticatimyto Urmet Cloud.

If the system is installed and configureshly the authorized installercan proceed to update the system
(vialPerCom Installer Toglafter authenticatimy to Urmet CloudIn general, theauthorized installeris the
installer who configured the system.

An installer other than the authorized one does not have permission to perform the firmware update: in
fact, after authentication to Urmet Cloud, tHeerCom Installer Toodpplication notifies the installer that
he does not have the rights to update the system.
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- If after configuring a system or in general after making changes to the system configuration, the
U building manager suspends the installer, the latter is not authorized to update the system until he is
re-enabled by the building manager.

If the installer is replaced by thmiilding managewith a new installer, the first installer no longer
has the rights to update the system.

&

If a system has been updated to version 3.3.0 (or higher), any other update (even to versions lower than
3.3.0) must always be performed MRerCom Installer Toadéd not vialPerUpgradeThe installer who can
perform the update is always the authorized one, as reported above.

In general, starting from IPerCom version 3.3.0,IferCom Installer Todgplication can update a system
to a generic version of IPerCom, regardless of the IPerCom version present on the system itself.

0 The IPerUpgrade application allowed to update the system without checking whether the
installer was authorized or not. Updating a system through IPerCom Installer Tools makes the
operation safer as it is not allowed to any installer.

£, 1he |IPerUpgrade application can update systems to IPerCom versions up to 3.2.0, provided that
U the version already present on the system is not version 3.3.0 or higher.

OVILLA KITONEHOUSEHOL® SYSTEM

The firmware update of a system to version 3.3.0 (or higher) must be performed vidiltheit Updater
application in this case athentication on Urmet Cloud is not required but it is mandatory that the PC
where theVilla Kit Updateapplication is installed has an Internet connection available.

If a system has been updated to version 3.3.0 (or higher), any other update must always be performed via
Villa Kit Updateapplication and not vi#PerUpgrade

Villa Kit Updaterapplication can only update a singlmily system: downgrade procedure is not
supported.

&, Upgrading to version 3.3.0 (or higher) via the IPerUpgrade application is no longer supported.
U The IPerUpgrade application can update systems to IPerCom versions up to 3.2.0, provided that
the version already present on the system is not version 3.3.0 or higher
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Regardless of whether the system is not configured or has been configured via thé,\Ba&ic or
Max video door phones, any installer can proceed with the system updateceauthentication
on Urmet Cloud is not required

For full details on th&/illa Kit Updateapplication see thdollowing paragrapls:

1 Upgradingand configuringa singlefamily system
1 Upgrading asinglefamily system through appV/illa Kit Updater

1.2.4 Calls tacCallMeapp (realtime calls over the Internet)

All devices(exceptCall Modulel060/1213-17-18-23 andEntry Panell060/71-74-75-78) that can make
calls to smartphones/tabletghat have CallMeapp installed, have theSRTRSecure Real Time Protocol
protocol active this option cannot be changéd

Devices generally mean calling stations, door phones and video door phones (for further information on
IPerCom devices séeerCondevices anddatures offered by the systehn

TheSRTRSecure Real Time Protocptotocolguarantees high security of reine communication on the
Internet thanks to the following features:

0 audio/video stream encryption (to protect data from interception),
0 data integrity (to detect any changes to packets),
0 protection against replay attacks (using tokens).
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1.3 IPerCloud mode

The IPerCloud mode, integrated into the IPerCom system starting from version 3.0.0, allows to receive calls
on thedUrmet CallMe 2023 eglapp (for smartphones/tablets) without the need for a door phone or video
door phone in apartmentin this mode, the apartments are defined l&erCloud apartments

The dUrmet CallMe 2023 eélapp is available for both Android (minimum version 8) and iOS (minimum
version 13jand in this manual it will simply be called t@allMeapp.

" In general, the CallMe app can be used with IPerCom systems with a minimum version of 2.1.0. For
U versions below 2.1.0, it is necessary todige N SG /£ f aS¢ | LII | @ AflofS
version 5) and iOS (minimum version 12.5)

0 Thecall forwarding to a smartphone/tablet is also possible with versions of IPerCom prior to version
3.0.0, with the only difference that a door phone or a video door phone is required in the apartment.

The IPerCloud mode requires the usdicgnsedo function. These licenses have a duration of 5 years or 15
years and are distributed in versions from 1 to 200 users. Licenses can be renewed for one year through
CallMein-app purchase.

TheCallMeapp naturally requires an Internet connection on your smartphone/tablet to function correctly.

In cases where Internet coverage is absent or unstable, it is possible to forward the call over the GSM
(smartphonef/tablet) or landline phone network, thus avoiding potential disruptions and making the system
more reliable.

The call to the GSM or landline phone network, if enabled, is forwarded both in the presence and
£ . . : .
U absence of an Internet connection. In the first case, the call arrives approximately 10 seconds after
the call forwarded through the CallMe application. If the user answers the call via the app, the call
forwarded to the GSM or landline phone network is cancelled.

The call forwarding service to the GSM or landline phone network is linked to licenses and has a duration of
30 days for 15ear licenses and a duration of 5 years feyear licenses. In both cases, renewal can be
done throughCallMein-app purchase and is valid for one year.

£, For 5year licenses, renewing the license for one year also includes the renewal of the call
U forwarding service to the GSM or landline phone network for one year. B@at%icenses, after 30
days, it is possible to renew only the call forwarding service to the GSM or landline phone network
for one year.
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The configuration of the IPerCloud mode requires the mandatory use of the following applications to be
used in the following order:

1 [IPerCom Installer Tool®indows application) for the installere@istration on Urmet Cloud is
required),

1 CallMe ManagerWindows application) for the installer and building managegiétration on
Urmet Cloud is requiréd

1 CallMe (Android or iOS smartphone/tablet application) for the emskr ¢egistration on Urmet
Cloud is required

The first two applications are available on thevw.urmet.com website, the third is available on the
respective app stores.

Below is the list of actions to be carried out by the installer, building manager andisemdor correct
configuration of an IPerCom system in IPerCloud mode.

INSTALLER
The installer uses therCom Installer Toddgplication to:

1 create an Urmet Cloud account and authenticatelymet Cloudwith this account,

9 create a system configuration with IPerCloud apartments,

1 enable thetest mode(from the configurato) and then verify that the call to a test IPerCloud
apartment from any calling station reaches ti@allMe application without preactivating (and
therefore wasting) any license,

9 disable the test mode (from theonfiguratop,

1 pre-activate license bundles.

The installer uses th€allMe Managerapplication (authenticating with the same account l&erCom
Installer Toolsto:

9 activate the licenses and apply them to the IPerCloud apartments,
9 transfer the property of the site to the building manager via invitation sent via email.

All these features will be explained in detail in the relevant paragraphs.

Creating the configuration in IPerCom systems in IPerCloud mode must beddusvelyby
0 IPerCom Installer Tools. Any changes must also always be made by IPerCom Installer Tools starting
from the relevant projectsee paragraptHow to uselPerCom Installer Tool®r the configuration

of a systen).
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BUILDING MANAGER

The building manager must first accept the invitation sent by the installer, then us€dhisle Manager
application to:

I create an Urmet Cloud account aadthenticate on Urmet Cloud with this account
9 acquire the site created by the installer,

1 generate letters (pdf format) with the Qébde,

1 send letters via email or post to users.

Printing the letters in PDF is an activity that the installer could also do via the CallMe Manager
application, after assigning the licenses. Once printed, the installer can send them via email to the
building manager, who forwards them to the various apartment residents.

The point of union between the two apps is the transfer of the ownership of the site from the installer to
the building manager, meaning by site the topological structure of the system. The transfer takes place, as
already mentioned, by means of an invitation sent via email from the installer to the building manager via
the CallMe Manageapplication.

0 The topological structure (of the system) is intended as a simplified map of the various elements that
compose it (blocks, stairs, floors, and apartments) and their relative positioning.

For furtherdetails on the use of the CallMe Manager app, see paragf@aphfiguring the call
forwarding function in IPerCom systems in IPerCloud moaikere themain steps to activate the
license bundles, associate the licences to an apartment and print the relevant QR codes are shown.
For more detailed information, please refer to the app user manual which can be downloaded from
the websitewww.urmet.com.

END-USER
The enduser uses th€allMeapplication to:

M create an Urmet Cloud account and authenticate on Urmet Cloud with this account
1 scan the QR code sent by the building manager to associate the account (created in the previous
point) with the apartment.

Once this is done, you can receive the call to an IPerCloud apartment on your smartphone/tablet.
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For further details on using the CallMe app, see the paragfaphfiguring the call forwarding
function in IPerCom systems in IPerCloud moatbere the fundamental steps to follow to receive a
call from an IPerCloud apartment will be illustratédr more detailed information, please refer to
the app user manual which can be downloaded from the website.urmet.com.

The various points reported above can be summarized as follows:

End User
Creation of an account Urmet N Creation of an account Urmet
QR-code sharing Cloud to use CallMe

Installer Building manager

Creation of an account Urmet T
ansfer of the site
Cloud to use IPerCom Installer Cloud to use CallMe Manager
Tools and CallMe Manager

Scan QR code

Acquire the site Creation of letters Sending letters to associate
the account

to the apartament

Canfiguration Test mode Pre-activations Licence activation
with TPerCloud () of licences (IIT) | | and associations to created with QR code to end users

apartments (IIT) IPerCloud by the installer
e — —f| apartments (CHM) — ——

Figurel: IPerCloud mode configuration

Since the IperCloud mode is integrated into the IPerCom system, it is important to underline that all the
IPerCom functions are also available for the IPerCloud apartments (for example access control and
activations); therefore, everything written for the Ipercom system also remains valid for the Ipercloud
mode, except where explicitly indicated.
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2 |PerContdevices anddatures offered by the system
IPerConsystem3.3.0 supports the devices indicated beléw

i1 Server:
o IPerCom Servé&060/1
1 Switchboards:
o Switdboard(PCsoftware application]060/41°
o Switchboard(physical device with table suppoP60/42
i Calling stations:
o Call modulesoft touch 1060/1213 andvandalproof 1060/17-18
Vandatproof call moduledt060/23
Modular entry panel witi060/48
Entry panell060/71-74-75-78
Entry panell060/33
Entry panell060/34
Entry panell060/21
o Private Call Modul&060/22
1 Apartmentstations:
o Video door phone Q Q 7 1761/B1-32-33
+ARS2 R22N7LIRENWUB3IUr QQ +hD
Video door phon&" VOG*1761/1516-18-19
Video door phon&" VOG*1761/15U16U
Video door phon&" VOG 1761/6
Video door phong WMAX1717/31-32-33-34-41
Video door phon&0QNPAX1717/21-22-23
Video door phon&0QMIAX1717/21U23U
Video door phone ®&»ic1741/1-2-3
Video door phonéPerCom Clierit060/43 (softwareapplication
Video door phonen n X7&1/23 (for the Chinese market only)
Door phoneMiro 1160/3
1 Key Readers:
0 Key readef060/45
o0 Key readet060/86
1 Relay Actuators:
0 RelayActuator1060/84 v. 2.07
0 RelayActuator 1060/84 v. 3.04
0 RelayActuator 1060/84 v. 4.05
91 Integration Devices:
o0 IPerTalk&rver/ IPerTalk Server V1
o IPassarController
0 2VoiceGatewayl083/59

O O 0O O O O

O OO0 O O0OO0OO0OO0o0OOo0OOoOOo

4 |PerCom supports a maximum of &fartmentstations per apartment and a maximum of $@itchboards1060/41

5 Theswitchboards (both the PC application and the physical devi&g)ports event log and diagnostic functions. For further details see the user nsaualww.urmet.com.
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9 Other Devices:
o0 IPerConClock Moduld060/85
0 Lift Interface1l060/37
0 RTSKamera
0 RTSP Camera (NVR)

It is recommended to have a maximum of 200 devices in an IPerCom sydliging Key Reader
1060/45, Key Reader 1060/8Relay Actuators 1060/84nd Lift Interface 1060/37

The set of supported devices for each version of IPerCom officially releaspdrted inrAPPENDIX
W: Devices supported by IPerCom versions
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IPerConB.3.0 systemsupports the following services

32

(0]

o O

O O O O O

Audio/video communicatioron calls from calling station to an apartment station and on
intercom calls
Opening of the main door and gate from apartment stations during call and conversation
with calling stations,
Auto-on on all calling stationgnd RTSEameradrom all video door phone®f the system
(for VOG and VOG" video door phonessee the list of supportedRTSPCameras in
APPENDIX: RTSP Cameras supported by IPerCom video door phones
Access control,
Addition of 2Voice type columns to the IPerCom system through?2iieice Gateway
1083/59,
Display of thesystem logs (if there is at least oné&erverl060/1 in the system) and the
diagnostic through thdéPerCom Installer Toodpplication(both services are available on
the Switchboardeven without the presence of @erverl060/1 in the system
Activation ofRelayActuator 1060/84 outputs through:

A system events,

A events orRelay actuatomputs (starting from firmware version 3.04),

A scheduling.
Calling station gate contact configurable as 1060R&lay Actuatooutput,
System alarm generation through events Belay actuatorl060/84 inputs (starting from
firmware version 3.04),
Userdetectionfunction, that isthe passage of a proximity key or thateringof an opened
doorkey code associated with a resident or A@sident, in addition to opening the access
point, also activates one or more outputs oRalay Actuatodepending on the user,
Remote relay, remote hall button an@loor left opened)remote sensorfunctions (by
means ofRelay Actuatorswith firmware version 4.05),
Control of one or more lifts through thft Interfacel060/37,
Call divert to another apartment or to switchboard
Hrmware upgrade vidPerCom Installer Toads Villa Kit Updatetapplicatiors for Microsoft
Windows (available atww.urmet.com) or viaServerl060/1,
IPassaradvanced access contrahd IPerTalkystemintegration,
IPerCloud mode integration,
Floor call button on apartment station configurable as an alarm button,
Hall button configurable aswitchboardcall button
Services on Android and iOS smartphones/tabletCeailMeapp:
A Call forwarding orsmartphone/tablet
Auto on on IPerCom calling statigns
Intercomcalls to apartment staions
Display of missed calls with snapshot from calling stations,
Opening of main doors and gates during and outside calls,
Sending commands to activate the outputs of one or nieelay Actuators
Alarm history display with emergency ¢all
Renewal of licenses with in app purchasely inlPerCloud mode)
Callback to a landline or GSM telephone network if Internet coverage is absent
(only in IPerCloud mode

> > > D> >
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A Sharing of the service up to 3 users (in IPerCloud mode sharing is up to 9 users).

o Switchboard service

A Day mode tanterceptcalls

Night mode

Standby with divet functionon other switchboards

Door opening

Display of active calls on the system,

Visual and acoustic signalling of alarms witlslofyeceived andesetalarms,
Auto-on function on calhg stations andRTSFEameras
Systemogsdisplayedin 2 different modes,

Diagnostidunction,

Activation ofRelay actuatod060/84 outputs (even through code),

Lift Interfacel060/37relay activation,

Call forwarding to Android and iG@8artphones/tabletssia appCallMe
Alarm, apartment call and door openerservicesavailable also viaaps (function
not available for the 1060/43witchboardl

D> > D> D> D> D>

IPerComnsystem 33.0 supportsthe following licence$or the IPerCloud mode

5 years luser license (5¥)065/001,

5 years 10 users license (3955/010,

5 years 50 users license (3955/050,

5 years 100 users license (39%5/100,
5 years 200 users license (39%5/200,
15 years 1 user license (10B5/601,

15 years 10 users license (LU$5/610,
15 years 50 users license (LU$5/650,
15 years 100 users license (L095/700,
15 years 200 users license (L395/800.

O OO0 OO O0OO0OO0oOOoOOo

£, The 5Y license includes the callback service on the landline/GSM network for a period of 5 years
U while for the LT license the same service has a duration of 30 days.
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2.1 Server 1060/1

The Server1060/1 is a device required to manage large installations (with more than 1000 IP devices
andor 1000 users) and to have th®ystem Logavailable onlPerCom Installer Toolft is possible to
configure up to 4000 IP devices and0DD users with at least on8erverl060/1 in the systemTheServer
1060/1, properly configured, can also update independently the various devices of the system: this means
that it is sufficient to upgrade only theerverl060/1, which will upgrade the rest of the system

It is mandatory that alkerversconnected to the system are configured (and therefore added to the
configuration) vidPerCom Installer Tools this is not the case (i.serversconnected but not configured)
the system will not work properly

It is strongly recommended to connect a UPS (uninterruptible power supply) device 8etkierl060/1,

to avoid irreparable damage caused by possible voltage drops and sudden power outages. The UPS models
currently supporéd are BK350EI/BK500EI/BK650B¢rCom Installer Toole used to obtain information

about the UPS parameters, including the battery charge level. Appendices P1, P2 and P3 contain detailed
information on how to properly turn 1060/8Eerveron and off, how to connect it to the UPS device and

how to replace it in case of failure

£
U For the correct system configuration see the paragrapaconfigurator.
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2.2 Call Modulel060/1213-17-18
TheCall Modulel060/1213-17-18 is a call station with 3.5" colour display and alphanumeric keyboard

The graphic display allows access to various functions (such as the residieintss bookdirect call to the
relevant switchboard, door opening via numeric code) and the display of a welcome mébsadisplay is
switched on automatically by means of a proximity sehsor

The Call Module can independently control two different outputs. The first is used to open a pedestrian
door, the second to control the gate opening control unit of a possible garage gate.

The device allows access to the pedestrian door and to the driveway also by means of an integrated
proximity key reader (with 125KHz technology) or by typing a user code on the alphanumeric keypad; in the
latter case it also allows managing the attiercion function through which a silent alarm is sent to the
gatekeeper lodge exchange at the same time as the door is opened

It is also possible to set access to the pedestrian door and the driveway through both the reading of a key
and the typing of a code (both enabled)

The version 1060/1-23 features a softouch alphanumeric keypad and glass panel, while the version
1060/17-18 features a vandal resistant steel front panel

It can be used in both 50Hz (1060£18) and 60Hz (1060/127) systems

2.3 Call Module 1060/23

TheCall Modulel060/23 is a call station with 3.5" colour display, alphanumeric keyh@ard steel vandal
resistant front panel.

The graphic display allows access to various functions (such as the residieintss bookdirect call to the
relevant switchboard, door opening via numeric code) and the display of a welcome mébsadisplay is
switched on automatically by means of a proximity sehsor

TheCall Modulecanindependently control two different outputs: the first one used to open a pedestrian
door, the second one to control the gate of a driveway

The device allows access to the pedestrian door and to the driveway also by means of an integrated
proximity key reader (with MiFare Plus technology) or user code on the alphanumeric keypad; in the latter
case, it also allows managing the acdiercion function through which a silent alarm is sent to the
gatekeeper lodge exchange at the same time as the door is opened

It is also possible to set access to the pedestrian door and the driveway through both the reading of a key
and the typing of a code (both enabled

It can be used in both 50Hz and 60Hz systems
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2.4 Modularcalling statiorwith 1060/48

Modular Calling Sation with 1060/48is a calhg station consisting of atPaudio and vide@utdoor station
1060/48 with 2 call buttons, based oflpha mechanicswith singlemodule Thecalling stationcan be
extended up to a maximum of 45 buttons on one row or 90 buttons on two rows by means of proper
expansion modules 1168/4 and 1168/8.

The Modular calling station with 1060/48an independently control two different outputs: the first one
used to open a pedestrian door, the second one to control the gate opening control unit of a possible
driveway.

On thelP audio and video outdoor statidi060/48 there are 3 LEDs for signalling the system status (call in
progress, line busy, door open and othe3ystem status can also be signalled via vocal messages.

For more detag on configuration of theModular Calling Station with 1060/48eerelatedbooklet.

It can be used in both 50Hz and 60Hz systems

2.4.1 Call module

ThelP audio and video outdoor statidt060/48 with the displaymodule 1168/1 and thenumeric keypad
1168/46make up the standard configuration ofall module

Thedisplay modulel168/1 allows access to various functions (such as the residesdisess bookdirect
call to the relevant switchboard, door opening via numeric code) and the display of a welcome message

ThelP audio and video outdoor statidt060/48 canindependently control two different outputs: the first
one used to open a pedestrian door, the second one to control the gate opening control unit of a possible
driveway.

On thelP audio and video outdoor statidi060/48 there are 3 LEDs for signalling the system status (call in
progress, line busy, door open and other). System status can also be signalled via vocal messages.

Thecall moduleallows access to the pedestrian door and the driveway also by entering a user code on the
numerickeypad1168/46.In the latter case, it is also possible to manage the-emgircion function through
which a silent alarm is sent to tlmncierge switchboardt the same time as the door is opened

Using the extended configuratidike call moduleit is possible to integrate proximity key readermodule
1168/45(with MiFare Plus technologjor access control.

For more detag on configuration of theAlphacall module, seethe links to the booklets below:

IP_audio and video outdoor station 1060/48
Display modulel168/1;

Key reader module 1168/45

1 Numeric keypad 1168/46

= =4 =4

It can be used in both 50Hz and 60Hz systems
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2.5 Entry Panel 1060/714-75-78

TheEntry Panel060/71-74-75-78is a calling station with 2 push buttons (only 1 for 1060/71).
By means of special adoh modules it is possible to extend theattons up to a maximum number of 32

The Entry Panel can independently control two different outputs. The first is used to open a pedestrian
door, the second to control the gate opening control unit of a possible garage gate.

It can be used in botBOHz (1060/74) and 60Hz (1060/75) systems
The onebutton version 1060/71 is to be used in 50Hz systems
TheEntry Panel060/78 It can be used in both 50Hz and 60Hz systems

2.6 Entry Panel 1060/21

The Entry Panell060/21 is a vandgbroof calling station with a single push button with weatipgoof
zama front.

It can independently control two different outputs. The first is used to open a pedestrian door, the second
to control the gate opening control unit of a possible driveway.

TheEntry Paneintegrates a proximity key readgwith MiFare technologyfor access control only for the
pedestrian door.

It can be used in both 50Hz and 60Hz systems

2.6.1 Villa Kit withEntry Panel060/21 in IPerCloud mode

The villa kit with Mikra entry panel 1060/21 in IPerCloud mode is aimed at a-&amgjly unit and does not
require the use of thelPerCom Installer Tooland/or CallMe Managerapplications for the initial
configuration. All configuration operations can be performed by simply scanning a specifmd®Rvith

the CallMeapp. The license automatically provided on tGallMeapplication (via the previously scanned
QRecode) is of the LT type (15 years) with 1 month of fallback service on landline/GSM included. For further
information, consult theelevant booklet
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2.7 Entry paneMikra Plus 1060/33
TheEntrypaneMncnkoo Aa | OFftft adrdAzy gAGK | odpé RAA&LX
The graphic display allows accessing a directory with 4 names (the display switches on automatically thanks

to a proximity sensor).

It canindependently control an output to open a pedestrian door and a second output to control the gate
of a possible driveway.

Visual and acoustic (vocal messages) signalling of system status (call in progress, line busy, door open, etc.).

It can be used in both 50Hz and 60Hz systems

2.8 Entry paneMikra Digital 1060/34

TheEntrypaneMncnkon Aa | OFftf adrdAzy gAGK | odpé RAAELX

The graphic display allows accessing the resident directory (the display switches on automatically thanks to
a proximity sensor).

It canindependently control an output for pedestrian door and a second output to control the gate of a
possible driveway.

Visual and acoustic (vocal messages) signalling of system status (call in progress, line busy, door open, etc.).

It can be used in both 50Hz and 60Hz systems.

2.9 Private Call Module 1060/22

ThePrivate Call Modul&060/22 is a ongush button call station to be installed directly outside the main
door of the apartment.

It can only call thapartment stationof the apartment to which the call station is associated.

Apartment stationcan make auteon on thePrivate Call Module
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2.10 Video door phone 7VOG 1761/31-32-33

The video door phon®¥OQG 1761/31-:32-33 is a handéree video door phon@partment stationwith a 7"
touch-screen

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture or voice commands)

Through the video door phone, the IPerCom system can be configured ivilie Kit(one-household
system topology only.

Versions 1761/38B3 also integrate light and shutter automatiqmia integrated Yokis remote contrpl)
intrusion detection and video surveillance functions

Version 1761/32 integrateanly intrusion detection and video surveillance functions

2.11 Video door phone 7VOG 1761/31U33U

The video door phon®¥OQG 1761/31U33U is a handfree video door phone apartment station with a 7"
touch-screen

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture or voice commands).

¢ KNRdzZAK GKS @ARS2 R22NJ LK2ySs {KSVilaKitdidhausehoide a i SY
system topology only.

Versions 1761/31t33U also integrate light and shutter automation (via integrated Yokis UP remote
control), intrusion detection and video surveillance functions.

For further details on Yokis UP, see the Urmet web page relating t8rtteat Home

The 7"VOG 1761/31U33U video door phones, apart from the light and shutter automation
functions, arelike the 1761/3133 videodoor phonesand therefore in this manual we will always
refer to the versions without U.

212+ ARS2 R2 2 NJ°LIK62/¢536-1819Q =+ h D

The video door phon¥OG* 1761/1516-18-19 is a handéree video door phone indoor station with a 5"
display and softouch keys.

The video door phone allows call forwarding to smartphones/tablets viecC#éVieapp (for Android and
i0S), as well as enabling normal video door phone functions (also via gestaieecommands).

Versions 1761/18 6 also integrate light and shutter automation (via integrated Yokis remote control).

0 The video door phon¢OG*1761/1516-18-19 does not allow you toonfigure the IPerCom system
or export the configuration file to an Siard
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213+ ARS2 R2 2 NJLIRGR/Y5816P QQ =+ h D

The video door phon&OG* 1761/15U16U is a handfree video door phone indoor station with a 5"
display and softouch keys.

The video door phone allows call forwarding to smartphones/tablets vicCiakMeapp (for Android and
i0S), as well as enabling normal video door phone functions (also via gesturieecommands).

Versions 1761/15W16U also integrate light and shutter automation (via integrated Yokis UP remote
control).

For further details on Yokis UP, see the Urmet web page relating trtleet Home

The video door phone V&G761/15U16U does not allow you to configure the IPerCom system or
export the configuration file to an Sard

The 7" VOG1761/15U16U video door phones, apart from the light and shutter automation
functions, are like the 1761/156 video door phones and therefore in this manual we will always
refer to the versions without U.

2.14 Video door phone 5" VOG&761/6

The video door phon®¥OG 1761/6 is a handfree video door phon@partment stationwith a 5" display
and softtouch buttons

The video door phone allows call forwarding to smartphones / tablets througiCgiiMeapp (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture commands)

The video door phone 1761/6 does not allow you to configure the IPerCom systxport the
configuration file to an SPard
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215+ A RS2 R2 2MWAX1IK7ZB¥32-338440

The video door phon®AX1717/31-32-33-34-41 is a handé$ree video door phon@partment stationwith
I T Q Gscréef displéy

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture or voice commands for
1717/3x versions)

¢ KNRdZAK (KS @ARS2 R22N) LK2yS> {KSvVildKitgaghauseholde 4 G SY
system topology only.

Versions 1717/3B3 also integrate light and shutter automatidmia integrated Yokis remote control)
intrusion detection and video surveillance functions

Versions 1717/3:84 integrates intrusion detection and video surveillance functions

Version 1717/41 integrates only the video door phone functions

2.16 Video door phonen n NAX1717/21-22-23

The video door phon®IAX1717/21-22-23 is a handsree video door phon@partment stationg A G K | M ¢
touch-screen display

The video door phone allows call forwarding to smartphones / tablets througiC&i®eapp (for Android
and i0S), as well as allowing normal video door phone functions (also via gesture or voice commands)

¢ KNRdZAK (GKS @ARS2 R22N) LK2yS3> {KSVildKitgdghauseholdde &4 G SY
system topology only.

The video door phon®AX ™M n &s@ integrate light and shutter automatidiwia integrated Yokis remote
control), intrusion detection and video surveillance functions

The video door phon®AXm 1 Q Q w28 avertacbe used for the Chinese market anly
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2.17 Video door phoner n MMAX1717/21U22U-23U

The video door phon®AX1717/21U22U-23Uis a handdree video door phone apartment station with a
M N Q Q -sdreennBplay

The video door phone allows call forwarding to smartphones / tablets througiC#iiMeapp (for Android
and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands).

¢ KNRdZAK (KS @ARS2 R22N) LK2yS> {KSVildKitgaghauseholde 3 G SY
system topology only.

The video door phon®IAXM 1 QQ | f a2 Ay dSaANI GS fA3IKAG | yBPrenktezi G S NJ
control), intrusion detection and video surveillance functions.

The video door phon®MAXM N Q Q  W-R3W are ta e used for the Chinese market anly
For further details on Yokis UP, see the Urmet web page relating trtleet Home

The MAXv n XY r/21U22U-23U video door phones, apart from the light and shutter automation
functions, are like the 1717/222-23 video door phones and therefore in this manual we will always
refer to the versions without U.
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2.18 Video door phone 1761/23

The video door phond761/23is a handsF N6 S @ARS2 R22NJ LK2yS | LI-NLYSyY
screen display

The video door phone allows call forwarding to smartphones / tablets througiC#iiMeapp (for Android
and iOS), as well as allowing normal video door phone functions (also via gesture or voice commands).

¢ KNRdZAK (KS @ARS2 R22N) LK2yS> {KSVildKitgaghauseholde 3 G SY
system topology only.

¢CKS mMnQQ @ARS2 R22N) LK2yS |fa2 AyadSaNIrdsS tA3AKG
control), intrusion detection and video surveillance functions.

¢tKS mMnQQ @A RE123 Ret@bdliskdid® fieSChinese market only

2.19 Video door phone 7" Basic 1741213

The video door phondasic1741/1-2-3 is a handdree video door phoneapartment stationwith a 7"
touch-screen display

The video door phone allows ctdrwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions (also via voice commands)

Version 1741/2 is to be used for the Chinese market.only

2.20 IPerCom Client video door phone 1060/43

The video door phon#éPerCom Cliert060/43 is a software application for Windows PCs which integrates
with the IPerCom system and implements all the functions of a video door phpagment station
without the need for a dedicated hardware device

The video door phone allows call forwarding to smartphones / tablets through the CallMe app (for Android
and i0S), as well as allowing normal video door phone functions

Once installed, the application is enabled for operation via a special hardware key

0 The IPerCom Client application and the Switchboard application must be used on 2 different PCs
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2.21 Miro door phone 1160/3
TheMiro door phone 1160/3 is a handsee audioapartment station

It is provided with a door opening button and four buttons for optional functions, two of which are
configurable for use in the IPerCom system.

In addition to the normal door phone functions, it also allows call forwarding to a smartphone/tablet via
the CallMeapp (for Android and iOS)

2.22 Relay actuator 1060/84 v. 2.07

TheRelay Actuatod060/84 is an IP device, which can be used to activate two electrical loads via double
exchange relay capable of working in bistable or monostable timed mode. The activation of the relays in
monostable or bistable mode occurs through events generate@ddyModule Entry PanelModular Entry

Panel with 1060/48Private Call ModulKey Readeapartment stationor locally through the inputs of the
Relay Actuatoitself.

2.23 Relay actuator 1060/84 v. 3.04

The activation of the relays imonostable or bistable mode occurs through events generated by call
stations, key readersandapartment statiors or locally through the inputs of tHeelay ActuatarThe same
inputs (properly programmed) can activate one or more outputs of seekly Actuatorand generate an
alarm towards theSwitchboardapplication

2.24 Relay actuator 1060/84 v. 4.05

TheRelay Actuatod060/84 is an IP device, which can be used to activate two electrical loads via double
exchange relay capable of working in bistable or monostable timed nibiue.activation of the relays in
monostable or bistable mode occurs through events generated by call stations, key readbapartment
stations or locally through the inputs of thRelay ActuatarThe same inputs (properly programmed) can
activate one or more outputs of sever@elay Actuatorand generate an alarm towards tt&witchboard
application. TheRelay Actuatorl060/84 with firmware version 4.05 is the only one that supports the
remote relay function, remote entrance hall button and door open remote sensor
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2.25 Key Reader 1060/86

TheKey Readet060/86 is al-modulelP devicewith Sinthesi Steel mechaniosed to read proximity keys.
The device is equipped with a relay output to control an electric lockwdtidan input available for a door
operer button.

The electric lock is activated by passingad proximity key(with MiFare Plus technologgy pressing the
door opener button

When a key is passed, the reader, in addition to opening the relevant door, can activate one or more
remote relay outputs (user activation function) depending on the user who passed the key.

2.26 Key Reader 1060/45

TheKey Readet060/45 is a dmodule IP device with Alpha mechanics used to read proximity keys. The
device is equipped with a relay output to control an electric lock and with an input available for a door
opener button.

The electric lock is activated by passing a valid proximity key (with MiFare Plus technology) or pressing the
door opener button.

When a key is passed, the reader, in addition to opening the relevant door, can activate one or more
remote relay outputs (user activation function) depending on the user who passed the key.

2.27 Switchboard 1060/41

The 1060/41 Switchboardimplements the concierge switchboard functions via a &Cwhich the
SwitchBoardoftware application must be installedownloadable from the websiteww.urmet.com. The
1060/41 door phone cahe connected to the PC via the USB port and 4aick audio connectors.

O Switchboard and IPerCom Client applications must be used on 2 different PCs

O For details on the operation of the Switchboard app, please refer to the relevakitt.
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2.28 Switchboard 1060/42

The 1060/42 desktogswitchboardimplements the concierge switchboard functions via an industrial PC
with a preinstalled software applicatianThe industrial PC is equipped with a Windows 10 operating
a2a0GSYZI Iscreen dsQlayfiazhdrdsit, a call speaker, a camera and a 230Vac local power supply.
Connection to the IPerCom network via a LAN cable.

For operating details of the Switchboard 1060/42 device, please refer to the relevant booklet which
can be downloaded from the websitevw.urmet.com.

2.29 IPerCom Clock Module 1060/85

ThelPerCom Clock Module 1060/85a device that provides date and time to BEerConsystem if the
latter does not include devices with an internal clock (RTC)

The minimum duration of theattery is 3 years.

2.30 Lift Interface 1060/37

TheLift Interfacel060/37 is used to control the lift control units in order to enable the movement to the
defined floors according to the apartment called.

The interfacing to the lift control units is typically made by changing the status of one or more inputs of

these control units through the 24 control relays of the interface. The device is controlled directly from the

system's IperCom system; the relays drive the lift control unit in response to user actions. The lift interface
allows enabling the lift to reach the desired floors according to certain system events (e.g. door opening
following a call to an apartment, or entering a door opening code, or passing a key, etc.).

Operation can be in floor mode or apartment mode.

In the first mode it is possible to associate the control devices of the interface according to the apartment
floor: in this case the apartments on the same floor share the same relay activation layout.

In the second mode, instead, it is possible to associate a different configuration for every single apartment
(useful if several apartments are on the same floor with their own dedicated lift).

The events that activate the relays can be of 2 types:

1 request for access from the outside to a certain floor or apartment (opening of an access point);
1 request for access from the inside to a floor other than the one where you live.

For details on configuring the device, refer to paragraph

Adding a Lift Interface 1060/37 on a stair node

Configuration parameters of IPerCom devices

46 MT124032P



|Per

com

2.31 Gateway IPerCoiaVoice 1083/59

The Gateway IPerCor2Voicel1083/59 allows integrating the 2Voice system with the IPerCom system: in
detall, it allows the addition of a riser column (stair) of 2Voice audio / video apartment stations to an
IPerCom system.

In this way, it is possible to create systems with an IPerCom common backbone on street side and 2Voice
riser columns with only 2 nepolarized wires. Each riser column (associated with a gateway) can manage a
maximum of 128 apartment stations, 127 users, 2 secondary door units on 2 backbones. It is therefore
possible to have several main door unitSall Modulesand Entry Panelsand switchboards (IPerCom)
higher than the known limits of the 2Voice system (for further details, follow instructions in the 2Voice
technical manual).

For device configuration details, follow instructions in theding a Gateway IPerCoi?\Voice on a stair
nodeand inConfiguration parameters of IPerCom devices

2.32 IPassamrontroller

The IPassanControllerallows integrating the IPerCom system with tHeassanaccess control system.
Integration concerns the following aspects:

1 sending to thelPassarsystem a door opening request (pedestrian or driveway) coming from the
IPerCom system with consequent access point opening;
1 allowing thelPassarsystem to control any lifts in the system.

The integration is done by exporting frofderCom Installer Toads xml file which shows the topology of
the system and its devicgand manually importing this file on thBassarsystem

For further details seéPPENDIXI: I[Passan integration with IPerCom

2.33 IPerTAlk Server

The IPerTAlk Servallows integratiig the iPerTAIK systerwith the IPerCom systeniThis integration is
useful to perform all the main video door phone functiotisa isaudio-video calls, gate opening and atto
on function) between the two systems

For the details for the integration of the iPerTAlk system with the IPerCom systemmisgetion with the
iPerTAIK system
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2.34 RTSFameras

RTSP Camerase cameras that use the network protocBleal Time Streaming Protodolr the video
streaming. The auton function onRTSP Cameras available from all video door phones of the IPerCom
system and from theSwitchboardand IPerCom Clienapplications for video surveillance functions (in
addition to auteon on calling stations).

The auteon function on RTSP camefasvideo door phone¥OG 1761/6 and VO&1761/1516-
18-19is available on a limited numbef RTSP camerasee the list of supported RTSP cameras in
APPENDIX: RTSP Cameras supported by IPerCom video door phones

RTSP CamerasNB na#véE dt SNI 2Y RSGOAOSE odzi Oly &adAatt oS8
paying particular attention to the assignment of the IP addré&ss further details, seePPENDIX E: How
to use customized network settings in IperCom system

2.34.1 RTSP Cameras (NVR)

TheRTSP Cameraan also be integrated into the IPerCom system through Urt088/324R326R328P
NVR devices if, for example, the network infrastructure requires havindQRfeP Cameram a different
subnet from that of the IPerCom devices due to nedds. further details on integration seePPENDIX
RTSP Cameras with NVR Urmet device
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3 Basic concepts

IPerComis based on the following basic concepitgology, topological group and topological path

3.1 Topology

O_
o
3

(D
s

Thetopology of a building (orsite) is a simplified map thatonsiderghe various elements that make it up

and their relative positioning.

Typicallythe types of elements that make up a building are: blocks, stairs, floors, apartments.

An example of a topology is provided in the following figure:

Stair "01"
Floor "05"
Floor "04"

Floor "03"

Floor "02"

Floor "01"

Apt 01" Apt"02" Apt 03" Apt "04"

Block "01"

Stair "02"
Floor "05"
Floor "04"
Floor "03"
Floor "02"

Floor "01"

Apt 01" Apt 02" Apt 03" Apt "04"

Figure2: Example of a building topology

where there is ablock containing two stairs; in staio01€ and 602 there are fivefloors with four
apartmentseach: each of these elements isopological nodewithin the topology.

In IPerComeach topological node is assigned a #Rd 3 A

automatically assigned by the system when defining the system topology.

In the example given iRigure2¢ S G A f
Iy R
GKSNEI &
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Since each node can be associated with two digitsdlentify in the entire topology an apartment that is

below a floor, a stair, a block and a site, a numeric code of 10 digits is needed. In the exampleat,

08 laaArdyAiay3d (2 GKSOHEa%2a4KS o6f DARSH KF dARERS 206206 m ¢
0KS GKANR TOZE2MyRT (2K 3 KB(G ASD2¥ R24 1J NEY STy @FNIAIRD |
can be identified by thaO-RA 3 A i Yy dzZ0DMNROG2 @2 RS &

If we decide to use always 10 digits to identify the position of all the topological nodes of the system, to
identify the floor of the example above it will not be necessary to enter the numeric code of the apartment;

AlG Ol y 0S5 #88 LU KSARIFmadBefollowing IR A A (1010A@6388 & { A YA | NI
stair, the block and the site of the example will be identified respectively by the following codes:
C010102####HH#8 DI0hHHHHE | QLRHHHHHE

The 10digit code that identifies the generic topological node in the system topology is ¢alketbgical
code

EachlPerCondevice must be placed (installed) in a specific topological node (site, block, stair,ofloor
apartment).

Apartment station (e.gVOGvideo door phones) are normally installed in an apartment, call stations or
calling statios (e.g.Call ModulesandSwitchboardsre generally installed on a unit or block
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3.2 Topological path and topological group

Thetopological pathis the set of (topological) nodes which start from a certain node and arrive to the site
node.

Thetopological groupof a node is given by the set of nodes contained in the group itself (the node in
question and all the nodes below it).

Considering the topological structure shown in the following figure, we can say that:

SITE

BLOCK

/ﬂk / =

Figure3: Example of topological path and group

FLOOR 2

1 the path highlighted in red from théStair Z node to thedSitef node is the topological path of the
oStair Z node: visually speaking the topological path goes from the node considered upwards (
OStair Z ->dBlock E -> 6Siteg);

1 the set of nodes included in the red rectangle is thpological groupof nodes 6Stair E: visually
speaking the@opological group goes from the node considered towards the bottom.

By topological group of a device is meant the node where the device is installed and all the underlying
nodes.

By topological path of a device is meant the path from the node wheredéwice is installed to the site
node.
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3.3 Applications of the concepts of topological path and topological group

The above concepts can be applied to quickly and unambiguously define the operation of the main services
offered by the IPerCom system.

The following services are linked to the topological group concept:

1 display of residents in the directory oéllingstations with displayCall Modulel060/12-13-17-18-
23, Alpha Call ModuleEntry Panel060/34),

9 propagation of contacten video door phonesanddoor phones(with or without address bodk

1 propagation of the activation rules on tlapartment statiors,

9 default view of the apartments on th€allMeapp linked to theSwitchboardapplication.

The following services are linked to the topological path concept:

1 access of residents to the doors of the system to enter their own apartment,
1 competenceSwitchboardslefinition,
1 realisation of the cameraddress bookor the apartment statiors.

3.3.1 Automatic display of residents in the address boatadiing statios with display

Thecalling statiows with displayshow automatically in the address book all the residgrét as visibleof

their own topological group. For exampleCall Modulel060/18 placed on a stair node will automatically
show in the address book all the residents (set as visible) of all apartments in its topological group, that is
the topological group of stair node.

3.3.2 Propagation of contacts in address bookdértment station

A (public) contact created on a node is propagated omdirtment stationcontained in the topological
group of the node in question. For example, a contact created on a stair node will be automatically
propagated in the address books of gllartament statiorplaced within the topological group of that stair.

For all the details on how to create a contact see the dedicated para@aptacts

3.3.3 Propagation of activation rules

An activation rule created on a node is propagated ommadirtament stationcontained in the topological
group of the node in question. For example, an activation rule created on a stair node will be automatically
propagated on alhpartament statiorplaced within the topological group in question.

For all the details on how to create an activation rule see the dedicated paragi@piations
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3.3.4 Default view of apartments on tt@allMeapp linked to theSwitchboardpplication

The CallMe app linked to theSwitchboardapplication automatically shows is address book all the
apartments of the topological group of thewitchboardapplication itself ¢ompetence apartmenis For
example, if theSwitchboardapplication is placed on a stair node, the relatallMeapp will automatically
show inits address book all the apartments of the topological group of that stair (that is, the topological
group of theSwitchboardapplication).

3.3.5 Practical example of application of the topological group concept

The figure below shows an example of application of the 3 concepts above:

SITE

BLOCK
1
H STAIR 1 STAIR 2 n

FLOOR 1

Figure4: Example of application of topological group concept

TheCall ModuleLJt + OSR 2y y2RS WwQ.t201 mMQQ KI
apartments, that is the 12 apartments of its topological group. Th# Moduled.Jt I O
MQQ YR WQ{UlIANI HQQ KI @S Ay GKSAN IRR
that is six apartments each.

z P

The contacts andi KS | OGA G GA2Yy NHzZ Sa ONBIFGSR 2y (KS wQ. ¢
underlying apartments, that is those of the topological group of the node in question.

TheCallMeapp linked to theSwitchboard- LILI A OF (G A 2 y SthifH OBRR R yYKIIEK SA Vv Al a
GKS FLINGYSyGa 2F G(KS 0 Staidi 2y PARS A INBdzLJ NBEF G Ay 3
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3.3.6 Resident access (with key code and door code) to doors/gates of the system

Residents have automatic access by means of door codes and proximity key cadlethase entrances
(pedestrian doors or driveways of Call Modules, Entry Panel and Key readers) that are placed on their
topological path, that is on the topological path of their respective apartment nodes.

In this conditionapartment stationcan open these entrances even if you are not in conversation, that is if
the entrances are not under secret.

3.3.7 Competenceéswitchboards

The competence switchboards for a device are those found on its topological path.

The competenceswitchboardgor apartment stationin day status intercept the calls coming fraralling
station.

Specific buttons are present dball ModulesModular Entry Panel with 1060/4#nd video door phoneto
be able to call all the relevant switchboards at the same time

3.3.8 Creation of the camera directory for the video door phones for-aattunction

Camera address book wideo door phone shows the cameras of alhlling statios and RTSRamerasthat
are on their topological path, that is on the topological path of the respective apartment nodes.
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3.3.9 Practical example of application of the topological path concept

The figure below shows an example of application of the tlu@®cepts above:

An SITE

F G
= |l

FLOOR 2

Figure5: Example of topological path concept application

As for resident access, everyone has access to the entrand@alldfloduleA and B (placed on the node
oSiteg and éBlock ). Access to th&ey Readeb is automatically only allowed to the residents of the left
while only those on the right automatically have access tokbg ReadeG. The same concept applies for
what concerns the address book of the cameras for aunpall residents can see thiemages of the
cameras A and Hhe displays of the camera E altowed to the residents of the left while only those on
the right can see the images coming from the camera F.

SwitchboardC is of competence for all apartment stations in apartments andCall ModuleB while it is
not for Call ModuleA, as its topological path does not intercept the ofwitchboardpresent in the
system. According to what is reported in paragrapimpetenceswitchboards this means that:

9 the Call ModuleB has a specific button to call the competerwitchboardC;

9 the video door phones in apartments have a specific button to call the competnitehboardC;

SwitchboardC (in day status) intercepts calls to video door phones made by @alihModuleA andCall
ModuleB.
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3.3.10 Summary table

Below is a summary table of what has been written above regarding the main services offered by the
IPerCom system and whiatoncepts they are connected to (whether topological group or topological
path):

Topological Group Topological Path

Contacts in address boak calling statiois with display | Access to resident entrances

Contact propagation in address bookagfartment Calling stations and RTSP cameras that can be displ;
stations from the video door phones (auton)

Activation rule propagatioon theapartment statiors Competenceswitchboards

Tablel: properties related to the topological group and topological path

3.4 Main and secondary calling stations

Thecalling statiors, according to the topological node where they are positioned, are divided into

1 main, if placed on the site or blodkpological node;
1 secondary if placed on the unit or floor topological node

This difference is reflected in the audio settings of dggartment station which allow assigning two
different ring tones for calls coming from the two different typesalling statiors.

The calling stationthat can be divided into main and secondary aBall Modulesl060/1213-17-18-23,
Entry panell060/21-33-34-71-74-75-78 and Modular Calling Stationvith 1060/48
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4 System installation

Theinstallation of an IPerCom system can be done independently of its configuration.

IPerCom devices are uniquely identified by their MAC address (physical address of the network interface
connected to the IPerCom system, for example 00:1E:E0:01:02:03): all video door phones, not yet
configured, show this MAC address on the display.

The VOG, Basig IPerCom Clieraind MAX video door phones also display a QR code which, if scanned,
shows the MAC addresses of the 3 available network interfaces:

Figure6: QR code example of an IPerCom Y @@sic, IPerCom Client and MAX video door phone

Among these 3 addresses there is also the address of the network interface connected to the IPerCom
system (the first in the list).

0 When thesystem is installed but not configured, all the devices with display show that the device is
not configured

&, |tis recommended to take note of the association between the position of the installed device and its
U physical MAC address.

When installing an IPerCom system, keep in mind the 3 points below.
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4.1 Minimum requirements for the installation of #rerConsystem

An IPerCom system can be installecny IP_network where the IGMPv2 or IGMPv3 Multicast service is
enabled

The network must offer aavailable bandwidth compatible with the number of simultaneous conversations
expected on the system (the maximum bandwidth during a single video call session s Mb

The prerequisite for IPerCom system correct operation is #tdeast one device with internal clock is
installed in the system

TheEntry Paneld060/21-33-34, theModular Calling Statiorwith 1060/48 the Gateway2Voicel083/59,
the Server1060/1 andVOG, VOG, VOG*, Basic MAX and 1761/23video door phonesare devices
equippedwith an internal clock

The Call Modules1060/1213-17-18-23, the Entry Panelsl060/71-74-75-78, the Private Call Module
1060/22, the Switchboardsl060/41-42, the IPerCom Clierdipplication 1060/43, théDoor phonel160/3,
the Key Reader$060/45-86, the Relay Actuatord060/84, theLift Interfacel060/37, thelPerTalk Server
andIPassan Controlléntegration devicesre devices not equipped with an internal clock

Therefore, if an IPerCom system is made up only of devices without an internal clock, it is necessary to
insert a device that behaves as such, i.e. the IPerCom 1060/85 Clock Module.

The initial setting of the date and time of the internal clock is done throlRgrCom Installer Toots
through VOG, Basic MAXor 1761/23video door phonegsee paragraph®ate/Time or Setting the date
and time respectively)

The life of the IPerCom Clock Module and the Server 1060/1 batteries is 3 years in the event of a
long power failure. In contrast, the batteries of other devices last a few days
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4.2 |P network structure

Although no knowledge of IP networks and their configuration is required for the installation of the system,
it is recommended to refer to the wiring diagram shown in the following figure:

Level 1 > T @ n?oifbr::lxlgr
Level 2 Wi o Ii Ig

Level3 —» "

switch |! devicas

Figure7: recommended network topology

The shown network structure is of thiree typeg, in which the switches are arranged on different levels of
the network: if you use switches with 24 POE pojist 3 levels are sufficiento reach the maximum
number of 1000 devices.

G In large systems it is important to pay attention to the fact that the number of switches can greatly
reduce the passband of the network. In this case, ask an experienced network administrator

O All IPerCom devices (except the Server 1060/1, the IPassan Controller, the IPerTalk Server, the
1060/41-42 Switchboards and the IPerCom Client video door phone) must be connected to a PoE
port on the system switches. The RTSP cameras are not native IPerCom devices and may or may not
support a PoE power supply

For a correct operation of the system, it is necessary that the network ports shown below are not
blocked:

1 UDPports: 506Q 5061,6060 6061(SIP protoco]8 (BOOTP and DHCP protocal®) 69 (TFTP
protocol) 1024+65535 (RTP protocol)

1 TCPports. 5060, 5061, 6060, 606{SIP protoco])13451+13500, 187527015 and 51234
(proprietary protocols)

1 group UDP Multicas?38.0.0.200port range fromb5000 to 55100;

1 group UDP Multicas239.255.0.200port range fromb5000to 55100.
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0 For the system to functiatorrectly, the following servers and their ports must be reachable

G

60

1

1
1
1

Server StRBip.urmet.com |ports 5060 6060 5061, 6061
URMET Application Servaapk.urmet.com | port 443HTTPS)
URMET CLOUBvw.cloud.urmet.com| port 443(HTTPS)
ipercomremote.srvqt.corp port 13459

Only one IPerCom system can be installed on the same network infrastructure.

The correct operation and IT security of the -TERetworks on whicbirmet products are installed
are the full responsibility of those who manage the network infrastructure (consisting of switches,
routers, firewalls, etc.) and cannot be charged either to the products or to Urmet. It is recommended

to use certified personnel specialized in IT network security to properly configure the network
infrastructure.
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4.3 Maximum distances and sections cables

Toensure correct operation dPerCormnsystem, the following installation prescriptions must be respected,;
GKSe8 gAft 0S RSAONAOSR Ay G(GKAA OKFLIISN®Y | 246SOSNE
installation must be followed, for ensuring a sufficient protection against noise and a good system reliability.
All devices must be correctly installed and wired, according to national installation standards. Pay special
attention to wiring operations and particularly to crimp operations of connectors on CAT5 cable, in order to
ensure a correct and reliable electric connection, that is fundamental for correct operation of the system
detail, the following must be respected:

Type of connection Max distance Max distance

LAN 100m (*) CAT5e (#)

Table2: Maximum distance and cable cross section by type of LAN connection

(*) The max. allowed distance is that defined by IEEE 802.3 standards for Fast Ethernet networks (100
Mb/s), connected with UTP CATS5 cable: according to these standards, the distance between two
Ethernet devices must not be longer than 100 m.

(#) To ensure longestange door phone operation, the cable must be a class 5e device and the twisted
LI ANBQ ONR&aa aSOGA2Y YdaAaG oS !'2Duno

The maximum resistance of thedividual wires must not exceed 10ohm / 1Q0fhe connection
between the door phone and POE switch must be ensured by a single cable without any extra patch
cords. The cable must be up to the following standards: EIA/TIABB80 EIA/TIA 568.2,
EN50288 3., IEC 61156.

In presence of &ateway 2Voicd083/59 for the maximum distances and cable section of the 2Voice side,
follow the instructions in the 2Voice technical manual, sec@ateway Ipercor?Voice
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5 IPerCom Installer To@pplication

Upgrading a system to version 3.3.0 (or higher) and putting it into operation requires the use of the
IPerCom Installer Toddgplication if the installed system is among those listed below:

1 oMultiBlock = T 2shddiinktalAiGhs:
f  dMultiple Stairs = T 2 N&izédimstalidtidns with multiple stairs on a single block;
 &Single Stagr = T 2 N&i2ébinstalidtdns with a single stair.

0 The update via IPerUpgrade is manger supported by versions of IPerCom 3.3.0 or higher.

ThelPerCom Installer Todgpplication can be downloaded from the Urmet website in the secHofiware
and Firmware(registration on the site is required).

For each officially released version of IPerCatarfing from version 1.1)0there is the corresponding
version ofIPerCom Installer Toglas the versions of a system aliRerCom Installer Toafsust always be

aligned.

5.1 Hardware and software refements

Hardware and software minimum requirements for installation are the following:

1

1
)l
)l

62

PC with Windows 10 / 11 operating system, quad core CPU and frequency greater than 2GHz;
SSD disk with 512GB or higher capacity (no hard disk);

8GB or higher RAM memory;

10/100/1000 Mbit/s network card.
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5.2 IPerCom Installer Toofsnctions

To use thelPerCom Installer Toodgpplication in all its functions, registration to Urmet Cloud is required
and thereforethe PC (where théPerCom Installer Toodpplication is installed) must have an Internet
connection

Without registration to Urmet Cloud, it is not possible to use thieerCom Installer Toals

The application allows thapdatingand commissioning of the system and at the same time presents a
series of functions that make it an indispensable tool for the installer. All this will be explained in detall
later in this manual.

Once the application is launched, it allows you to:

T

= =A =4 =4 4 =4

=

= =4 =4 4

=A =4 =4 4 -8 -9

check if a more upo-date version than the one installed is availalttesn download and install;it

detect the IPerCommersion installed on a system;

select which version of IPerCom you want to work with

select the IPerCom version to update the systerand then proceed with the upgragle

create aproject to be associated with a systersitg), if the system is still to be configured;

modify and save a projeawith its configurationonly on Urmet Cloud so as not to lose them (for
example if the data on your PC is no longer available)

import a project from PC and export a project to PC;

import a project to a higher IPerCom version (import is possible for projects created starting from
IPerCom 2.0.0);

connection to the systensite) you want to configure;

distribute the configuration associated with a project to the systsite];

set the time of the system or retrieve its time;

view the system diagnostics, that is view if all thevices are aligned with the same version of
IPerCom, if they are correctly connected to the system and if the configuration is aligned across the
entire system;

view the system logs, for example list of calls, access to main doors and gates, alarms (this function
is only available if there is at least one 106@#rvelin the system);

carry out a backup of the system configuration directly on your PC or in automatic mode on a USB
stick connected to the 1060/%ervey

change the configuration of a system even remotely (with a remote system properly configured);
use theCallMe Manageapplication to configure call forwarding;

transfer of ownership of a systergife) to another installer obuilding manager

pre-activate the licenses for IPerCloud mode;

view the history of preactivated licenses;

run the test mode for IPerCloud mode.

All these features will be described in detail in the following paragraphs.
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5.3 Automatic update to the latest available version

At the first start, the application checks if there is a moretejolate version than the one installed, as
shown below

Checking for updates

Figure8: check for updates

If the PC is connected to the Internet and the application is not updated to the latest available version
message like the one below is displayed

A new IPerCom Installer Tools version 3.3.0.17 is available. You
are using version 3,.3.0.10, This is a mandatory update, Press
Ok to begin updating the application.

OK
Figure9: mandatory update available
Press theiYes button to start downloading the new version
Software Update ﬂ
Downloading at 1.4 MB/s 11 MB / 49.8 MB

Y -

Figurel0: upgrade download in progress

As soon as the upgrade is finished, thstallation starts

Updates can be mandatory (like the one showfiure9) or optional: in the latter case, you can
decide whether or not to perform the update.
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If there is no Internet connection, the application displays the following screen

IPerCom Installer Tools is unable to check whether a new
I version is available, Continue?
S Mo

Figurell: no Internet connection

t NB¥Ye&d @2 adk NI GKS | LILX AOF (A 2y Néiloilése thelapptizhfiarNI RA y 3

If you are not able to check the availability of upgrades for a period longer than 6 months, the application
will not start (if not with an available Internet connectipnin this case a window like the one below is
displayed:

far more than & months, Please connect to Internet and

e IPerCom Installer Tools was unable to check for new versions
restart this program.

OK

Figurel2: failure to check for updates for more than 6 months

5.4 Starting the Launcher

Once the search for a more #p-date version and the possible upgrade steps have been completed, the
F2ff Adatriched && RA&LI I @ SRY

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

|PerCom version check on the system

Figurel3: IPerCom Installer Tools launcher
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Through the3 buttonsin Figurel13(in the red box) it is possible to:

1 selecta version of IPerCom (among those officially released) with which you want towitbrk
OManage Sité o6dziG2y 0T

1 selecta version of IPerCom (among those officially released) to which you want to update the
systemo Birmware Upgradé o6 dzid G 2y 0 T

9 detect which version of IPerCom is installed on a system, if the PC, on whitfPeti@om Installer
Toolsl LILIX AOIF GA2y A& Ayadl ff BP&Com NaisiorOchetk/od hd §@emi 2
button).

The operation of the 3 buttons listed above will be explained in detail in the following paragraphs

1 1PerCom versiodetection¥ 2 IR&r@om version check on the systemo dzii (i 2 y

1 Upagrading a system throughPerCom Installer Toofs 2 Rdniare Upgrade 6 dzii (i 2 v

f  Commissioning a system throudRerCom Installer Toof 2 Mdnage Sité 6 dz(i G 2 v

5.5 IPerCom versiodetection

VVVVVV

¢ K $Per@om version check on the systemo dzi G2y A& dzaS¥Fdz F2NJ RSGUSOGAY:
to which your PC witlPerCom Installer Toaksconnected

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

|PerCom version check on the system

Figurel4: IPerCom Installer Tools launcher
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Choose network interface

192.168.88.112 [74:78:27:7D:16:16] v |

Connect Cancel

Figurel5: selecting the network interface

The® button allows updating the list of available network interfaces.

To find out the IP and MAC addresses of the network interface through which you are connected to
GKS LtSNI2Y aeéadSyz e2dz ySSR (G2 LINBKaa 2y GKS
appears by pressing with the right mouse button the at the bottom right on your PC

monitor. A screen opens with the list of available networks. After pressing on the corresponding
Gt NPLISNIIASaeg AGSYZ @&2dz Ory. 9AS¢g GKS Lt | RRNBaa

PFGSNI aSt SOGAYy 3T GKS OGohbidhotion détcis the IR4rCo deviGeddbringzed K
to it with their firmware version (after checking if the system is with or with®etverl060/1).

[7 After pressing the "Connect" button, the Windows operating systeynotify the user of the need
to unlock the communication ports on the IP network used for communication between the IPerCom
system and the IPerCom Installer Tools application. This operation is required for proper application
operation. If this operation is carried out by Windows Firewall, a warning like the one below is
shown to the user

4

O Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of IPERCOM_InstallerToolz on all public
and private networks,

Mame: IPERCOM_InstallerTools

Publisher: Unknown

Path: Ct\urmetljpercominstallertools\2. 2.0Ypercom installer
tools.exe

Allows IPERCOM_InstallerTools to communicate on these networks:
[] private networks, such as my home or waork network

[ Public networks, such as those in airports and cafés (not recommended
because these networks often have litte or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

You must select both kind of networks and press the "Allow access" button.
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Depending on the firmware version detected on the various devices, 2 different cases can occur:

1 the systemis updatedto one of the officially released versions;

1 the systemis not updatedto one of the officially released versians

5.5.1 System updated to a version among those released

If the version detected on the system is one of the officially released versions, you will see a screen of this
type, where in bold (red box) the IPerCom version detected is shoB1 (8. this case)

IPerCom Version Detection Result

IPerCom System v.3.3.0
Well done. A proper official IPerCom version has been detected on your system.

Model MAC Address IP Address Firmware ersion
» 1160.3-1139.3 | 0B.1EEO:01.03B5 |192.168.88.183 | ipercom-3.3.0-10 330
186013 0OEED:02.00-30 |192 16888187 |330-909 81 330
17174164 | 00E-EQ:03:DE:CO (19216888181 | 3.3.0_VER_O_0_8_RI_ROOT |3.30
176131 O04E-EQ-05-261F 192168 88186 | 33 0.VER_A_A_A_RIROOT |330
1060 48 00E-E0:05B3:03 |192 16888179 |330-6 330
18601 C4:00:AD:3F72-83 |192168.881858 | 3305 330

Copy to Clipboard 0K

Figurel6: system aligned with one of the officially released versions

The following information about thdevices on the system is shown in this order:
the model (whether apartment station, calling station or other)

the MAC address;

the IP address;

the internal firmware version;

the IPerCom version corresponding to the internal firmware version.

= =4 =4 -4 =

The 'Copy to Clipboafdoutton allows copying the table displayed above to a text or Excel file.
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If the firmware versions of the various devices are the same as one of the IPerCom versions released, the
system is correctly updated. When tb@®K button is pressed, the following screen is displaggdin

IPerCom Installer Tools Version 3.3.0.46

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

[PerCom version check on the system

Figurel7: IPerCom Install€Fools launcher

@ LINB & Mangha Sité K 8 dzd (i 2-go®n nenuRalld®slyou to choose the corresponding version
of IPerCom Installer Toolgith which to create or modify the projedfor further details see paragraph
Commissioning a system througRerCom Installer Toals

5.5.2 System not updated to a version among those released

If the versiondetected on the system does not coincide with one of the officially released versions (for
example version 3.0), a screen like this appears:

IPerCom Version Detection Result

i IPerCom System v. 3.3.0 (outdated)

Devices in your system have the same IPerCom version [3.3.00, but not the latest release. |t is advisable to upgrade
all devices to the latest IPerCom version, else the system may not work properly.

Model MAC Address IP Address Firmware Version
» 1160.3-1139.3 | 0O.IE:EQ:D1.D3:B5 |192.168.88.183 | ipercom-3.3.0-10 3307
1060.13 00JEE0:02.00:30 |192168.868187 | 3.3.0-9_09.81 3307

1
1
171741_A64 | O0JE:EC:03:DECD |192168.86.181 | 3.3.0_VER.0_0_8.RI_ROOT |3.3.07
176131 00:1EED:05:26:1E |192.168.86.186 | 3.3.0_VER_0_0_8_RIROOT | 3.3.07
168.881
1 1

1060.48 00:1EE0:05:B3:03 |192.168.868.179 | 3.3.0-6 3307

18601 C400:AD:3F72:83 |192168.88.188 | 3.3.0.5 3307

Copy to Clipboard Upgrade System to IPerCom 3.3.0 0K

Figurel8: system not aligned to the latest versior3.8.

The red box shows that an IPerCor8.@.version has been detected on the system, but it is not the latest
released one.
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The information shown is the same as for a system upgraded to the latest version. However, it should be
noted (blue box) that the data in theversion O2 f dzYy R2 y 2 02 B3J0D MRabt, itdsh (G K
AK2Bg0% T2NJ 0KS RSOAOSa oK2aS FANNGEINB Aa y24 |fA

In this caset is recommended to updatethe systemthrough the dUpgrade System to IPerCord.3.0¢
button (for further details see paragraghpgrading a system throughiPerCom Installer Tod)s

After updating the system, it is possible to repeat the procedure described in paratifapbom version
detectionand check that the latest version33 of IPerCom is detectedfter that, it is possible launahg
the corresponding version 30 ofIPerCom Installer Tools

In Figure 18 the &Copy to Clipboagdbutton allows copying the displayed table to a text or Excel file
whereas the OK' button simply returns to the initial screen:

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

|PerCom version check on the system

Figurel9: IPerCom Installer Tools launcher

For_each version of IPerCom releasédhe detected version is obsolete, it is always possible to
download the most updated one. For example, if a system has an obsolete version 1.2.0, it is possible
to download (by means of IPerCom Installer Tools) the latest versionIiLiB® detected version is

the latest version 1.2.0, you are not prompted to upgrade to vers®@.3.
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5.5.3 Mixed system

If in the system devices are upgraded to different versions among those released (more recent or not), a
screen of this type is displayed:

Mixed IPerCom System
|
Your system has devices with multiple Ipercom versions: [2.1.0,3.0.01
— Itis advisable to upgrade all devices to the same firmware version

Model MAC Address IP Address Firmware ersion

» 1160.3-139.3 | 00IEED.01.03.B5 |192168.88183 | ipercom-2.1.0-47 210
1060.13 00EE0:02.00.30 |192.168.88.187 | 3.0.0-55_uB.31 300
171741_A64 | 00.JEEQ:03.0ECD |192168.88.181 | 3.0.0_37_VER_8_4_7 RB_ROOT |3.0.0
176131 O0-1E-EQ:05-26:1E |192168.88186 |3 0.0_37_VER_B_£ 7 RB_ROOT | 300
1060 48 001E:£0:05:B3:03 |192168.88 179 | 3.0.0-58 300
10601 C400:AD-3F-72-83 |192168.88 188 | 3.0.0_37 300

Copy to Clipboard Upgrade System to IPerCom 3.3.0 0K

Figure20: system with devices upgraded to different IPerCom versions

The information shown is always the same as in the previous screen: you can immediately see that the
Gversio O2f dzyYy AYRAOI (1Sa (KS diffékBtiaesi\@SionB T RSOAO0SA dzLJF

In this caseit is necessary to upgradé K S & & & i S Y UpgkatlePSgsiii to iPEréomdBé3.0 6 dzii G 2 v
(for further details see paragrapbpgrading a system throughPerCom Installer Toals

After updating the system, it is possible to repeat the procedure described in parafifapfiom version
detectionand check that the latest version 3.3.0 of IPerCom is detected. After that, it is possible launching
the corresponding version 3.3.0 ¢PerCom Installer Toots making the firmware upgrade as already
shown inFigurel7.

The 'Copy to Clipboatdand "OK' buttonshave the same functions as described in the previous paragraph.

Whatever the different versions detected, you are always asked to updatee ttatest version

0 released: for example, if a system had some devices updated to version 1.2.0 and some updated to
version 1.4.0 (more updated versions or not), you are prompted to update to the latest version
released (in this case versior3.B).
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6 Upgradng a system throughPerCom Installer Tools

After the installation of the systemit may be necessario upgrade the firmwareof all devices and the
software of any applications.

Upgrading an IPerCom system to versions 3.80 highern must be done usindPerCom Installer Tools
applicationversion 3.3.0 (or higher)

In general, usingPerCom Installer Toadgplication, it is possible to upgrade or downgrade a system to a
generic version of IPerCom, regardless of the version of IPerCom present on the systekeip@tiy in
mind that a generic downgrade always requires deleting the system configuratficsi.

Upgrading an IPerCom system to version 3.80higher) via IPerUpdgrade application is no longer
supported

IPerUpgrade application can only be used to upgrade systems to IPerCom versions 3.2.0 or lower, if
O the system has not been upgradedviersion 3.3.0 or higher.

O To delete the systeronfiguration,see paragrapltvaintenance

The above can be schematized in thiggures below, where the starting condition is shown on the left and
the arrival condition on the right (in reference to the firmware version of an IPerCom system):

Firmware version: any

Firmware version: any

IPerCom Installer
Tools

Figure21: IPerCom Installer Toafvays allowedo upgradea system

Firmware version: <= 3.2.0

Firmware version: <= 3.2.0

IPerUpgrade

Figure22: use of IPerUpgrade still allowed
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The above refers to system updates made exclusively with the IPerCom Installer Tools application.
For updates via Server 1060/1, refer to paragrafterCom deviceupgrade mode

We will now explain in detail how to update the system to version 3@&.thigher)with IPerCom Installer
Tools distinguishing between 2 cases: system not yet configured by the installer and system already
configured by the installer.

6.1 Upgrading to version 3.3.0: system not yet configured

The main steps to updaterat configured IPerCom system to version 3.3.0 (or higher) will be listed below.

1. LaunchlIPerCom Installer Toglence the search for a more tip-date version and the possible
upgrade steps have been completed, the following startup screen is displayed:

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

[PerCom version check on the system

Figure23: IPerCom Installer Todé&uncher

2. t NFaa (KBrmwadziUpgage buiton in the red box; the following startup screen is
displayed:

IPerCom version to install

330 &

0K

Figure24: dropdown menu to select the IPerCom version to which to update the system
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Select item 3.3.0 from the dregown menu in the red boxHat is, the version to which you want
to update thesystem Yy R G KSy LINBaa adhYé¢ odzid2yT GKS F2f€f

Site Firmware Upgrade

To update the firmware of the devices on site, you must be the authorized installer. You will be
prompted to authenticate on Urmet Cloud, then a check of the firmware versions of the devices
on the system will be performed. Only then will it be possible to proceed with the actual update.

Next

Figure25: conditions for updating theystem (site)

The screen above highlights the fact that to update the system, you must be the authorized
installer and therefore authentication on Urmet Cloud is requested in the next step, so that

IPerCom Installer Toatan verify whether you have this requiremg(ii most cases the authorized
installer is the one who configured the system)

In the case of an unconfigured system, any installer is authorized to proceed with the update of
the system itself (as no installer has previously configured the system).

If the system has already been configured by an installer, not all installers can update the
system, as will be explained in more detail in the next paragtggirading to version 3.3.0
or higher: system already configured
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4. Presshe 6 dzii (N2xg; thé followingscreenis displayed:

INSTALLER LOGIN
To use this application, you need to login. If you don't have an
Urmet Cloud account, you can create one in a few clicks.
User
[ ]

A

a Pasziord
O Remember me Forgot your credentisls?

LOGIN

CREATEACCOUNT

Figure26: login window

The first thing the installer is asked to do is to authenticate Wnmet Cloud, by entering a
dZASNYIFYS |yR LI dag2NROGIN RO deiK B8y oINS & & NIAI {KES ta
KFE@S |y ' NXYSG /f2dzR | 002 dzy (CREATR ACCOWNT O dA@eBBY G S
paragraphUrmet Cloud authenticatiorfor further details)

The icorm indicates that authentication will take place on the European Urmet cloud,; if

you press the mouse once on the icon in question, it turnu indicating that the
authentication will take place on the Chinese Urmet cloud.

At the first start IPerCom Installer Tools automatically shows one or the other icon based on
the first response received following a ping to the European and Chinese Urmet cloud. The
setting in question is however memorized and maintained at subsequent program starts.

Without registration to Urmet Cloud it is not possible to perform the firmware upgrade.

Registration to Urmet Cloud requires an Internet connection available on the PC where the
IPerCom Installer Toobspplication is installed.
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t NBaalo@IK S odziGi2y> I FGSNI SYGSNAy3 &2dzN) dzZDENY I YS
button, once the login phase has been completed correctly; the following screen is displayed:

Connecting to site

Connect all devices so they are powered, then select a network interface to connect.

Choose network interface 192.168.88.177 [74:78:27-7016:16] v

Q

Next

Figure27: request to connect to the site

The < button allows you to refresh the list of available network interfaces and choose the correct
one.

A 2 4 A x

O2yySOGSR (2 GKS LtSNY2Y &aeadaSys e2dz ySSR
aStiAay3ae AGSYZ GKAOK FLIIJISIFENE o8 uu%éé)\ya
bottom right on your PC monitor. A screen opens with the list of available networks. After
LINSdaAy3d 2y GKS O2NNBaLRYRAY3 at NBLISNI A Sac
address

0 To find out the IP and MAC addresses of the network interface through which you are
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Checking firmware versions and permissions

‘we will now check the firmware versions of the connected devices and whether your account
has the necessary permissions to modify the system.

Devices found: 6

Figure28: detection of IPerCom devices and control of permissions to update the system

In this screenlPerCom Installer Tooldetects the devices connected to the system (via the
network interface selected in the previous point), detects whether the system is with or without
Serverl060/1, whether it is possible to update the system and whether the installer is authorized
to do this(in case of not configured system this is always allowed)

7. The following screen appears if all the checks listed in the previous point are successful:

Site Firmware Upgrade

Update authorized. The system will be updated with IPerCom 3.3.0_9. This may take several

minutes.

The update package will be automatically downloaded from URMET servers or from the local
file system in case of a custom version of 3.3.0.

Start update

Figure29: system update is allowed
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In this screen, thénstaller is notified that he is authorized to perform the system update and is also
told which version the system will be updated ©.K S 0 dtan @ogfatédc a i NI a GKS
procedure For more details on how the update occurs, see the paragfatphting the upgrack.

Before this, it is explained how to create an Urmet Cloud account.

If the system is already updated to the previously selected IPerCom version, the following
message appears:

The system is already updated to the latest available firmware

! version. Do you want to update anyway?

Yes Mo

Figure30: system already updated to the selected version

The request to update the system anyway is useful if you want to use a custom update file
(for further details sePPENDIAL: Custom video door phongs

6.1.1 Urmet Cloud authentication

When upgrading an IPerCom system to versions §d8.Bighe)), authentication to Urmet Cloud is required
and mandatory, as shown in the window below:

INSTALLER LOGIN

To use this application, you need to login. If you don't have an
Urmet Cloud account, you can create one in a few clicks

. User
A
a Paceword
O Remember me Forgot your credentials?

LOGIN

CREATEACCOUNT

urmet
Figure31: Urmet Cloud login
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The following window opens where it is necessary to fill in the fields marked with an asterisk:

REGISTER INSTALLER
Erail*:

Password™:

o0

Repeat password™:
Business Name™:

VAT Code™:

Name*:

Surname™:

Phone number*:
Mobile phone number™:
Street address™:

City™:

Province®:

Post code™:

Country™: Urited States -
Language® English (United States) -
Contact method*: 0 sMS O Email O Letter

CANCEL NEXT

urme
Figure32: registration window for a newccount

PFGEGSNI FACEAYI Ay INEKE (K& FASIRE OPNNCOR{ BYRI KB T
screen appears:

TERMS OF SERVICE AND PRIVACY

| declare that | have read and understood the following conditions

* Privacy Policy

| declare that | have read and fully accepted the following privacy provisions

Read more

O Accept O Decline

*Terms of Use

laccept and declare that | have read and understood the following contractual
conditions

Read more

O Accept O Decline

BACK REGISTER

urmel

Figure33: terms of service and privacy
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At this point, after accepting the generabnditions of use and the privacy policy, you can press the
(Registe¢ odziG2y G2 O2YLIX SGS GKS NBIAAGNIGA2YZI a O2y
Registration

e User installer_urmet@urmet.com registered correctly. A
| | confirmation email has been sent. You must click the linkin

the email to activate your account

0K

Figure34: registration successful

The last step to do is to go to your email inbox and click on the account activation link. You are then
transferred to a web page which confirms that activation was successful:

pra
urmel TN

y A o 5 @

User activated successfully!

You can now access the Urmet Cloud using your credentials

Enjoy the servicel

Copyright © 2014 URMET S.p.A. P.IVA 06888290019 - All rights reserved

Figure35: account activated successfully
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Once the account has been activated, access to Urmet Cloud occurs by entering the username and
password in the authentication window (red box):

INSTALLER LOGIN

To use this application, you need to login. If you don't have an
Urmet Cloud account, you can create one in a few clicks

User

AR nstaller_urmet@urmet.com

Password
a ek kdkedkkokdkokodkod

Remember me Forgot your credentials?

LOGIN

CREATE ACCOUNT

ormel

Figure36: login window

The 'Uset field must be filled in with the nail address entered during registration, just as gassword is
the one entered during registration.

Pd GKAA LRAYGOGHEA OIdIGE 200NERE | 0K Sy GAOFGS 2y | N¥S

Correct access is indicated by the following {ugpwindow:

o Urmet Cloud login completed.

oK

Figure37: correct access to Urm€&ioud

InFigure36A ¥ &2dz aSt SO0 GKS awSYSYOSN) YSeé FASERI (K
no longer be asked to enter your username and password as they are automaticdtpqed by
IPerCom Installer Tools.
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Figure36). The window that appears is the following:

CREDENTIALS RECOVERY

Please enter the email used for registration

SET ANEW PASSWORD

CANCEL

ormel

Figure38: credentials recovery

' FOGSNI SYGSNAYy3I &2dzNJ NBIAAGNI GA2y SYFAT |
email is sent to the address entered through which you can setvgpassword.
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6.2 Upgrading to version 3.3.0 or higher: system already configured

The procedure for updating a system already configured to version 3.3.0 (or higlikeg)tligt reported in
paragraphUpgrading to version 3.3.0: system not yet configurelihe only restriction compared to what
was seen previously is thahly the authorized installercan proceed with updating the system and not just
any installer.

The authorized installer is usually the installer who configured the system, provided that after
configuration:

1 he has not transferred thauthorizedinstaller role to another installer (who then becomes the
authorized one);

9 if the system has been transferred to a building manager, he has not suspended or replaced the
authorized installer.

Even for the system configuration, the installer is required to register on Urmet Cloud: therefore,

0 after the configuration, an association is created between the installer and the system, so that only
the latter can apply changes to the configuration amol other installers (except in the 2 cases
reported above).

To transfer the authozed installer role to another installer, see the paragragte authorization
management

O To suspend or replace an installer see the parag@phfiguring the call forwarding function in
IPerCom systems in IPerCloud mode

If an installer attempts to update a system for which he is not an authorized installer, this is prevented
when|PerCom Installer Toatbiecks the permissions you have on the system [sgere28).

The message that is displayed in this-uase is the following:

You are not the authorized site installer

oK

Figure39: attempt by an unauthorizeihstaller to connect to the system
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This message appears whemnat | dzi K2 NA T SR A y a dinstaller itdet_ £ 2 NO 28/B/1- SYALItas
aeaidSy (ixstalfer uinetd2 dlauthorized installer Before you can perform the update,
authentication to Urmet Cloud is required:

INSTALLER LOGIN

To use this application, you need to login. I you don't have an
Urmet Cloud account, you can create one in a few clicks,

User

M installer_urmet_I@urmet.com

Password
a ek kok ok

Remember me Forgot your credentisls?

LOGIN

CREATEACCOUNT

ormel
Figure40: authentication to Urmet Cloud

Once authentication has been performed on Urmet CldReérCom Installer Toalketects that the installer
who has just authenticated on Cloud is not the authorized one and therefore does not allow him to update
the system with the message shownHimure39.

The message iRigure39is also displayed if the installer who configured the system transfers his role to
another installeror if the building manager has replaced the installer.

If the building manager has suspended the installer, the message displayed is the one below:

You are the authaorized site installer, but changes to the site are locked
by the Building Manager

OK

Figure4l: Authorized installer but suspended by building manager
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If the installer has the rights to updatn already configuregdystem,at the end of the update wizard
IPerCom Installer Toaddiows thesamewindow already seen for a not configured system:

Site Firmware Upgrade

Update authorized. The system will be updated with IPerCom 3.3.0_9. This may take several
minutes.

The update package will be automatically downloaded from URMET servers or from the local
file system in case of a custom version of 3.3.0.

Start update

Figure42: system update is allowed

z

¢ KStartiUpdaté o6dzi G2y adl Nlda GKS dzLJRFGS LINE Ggsted andl g5 0 K S
explained in the next paragraph.

6.3 Downgrading an already configured system

Generally, the most common operation is to update a system (configured or not) to a higher version than
the one already present. If, however, there is a need to perform a downgrade, i.e. update to a lower
version than the one already preserit,is necessary to first delete any configuration present on the
system If you do not proceed in this wajPerCom Installer Tootisplays the following error message
when checking the firmware version and permissions:

Downgrade from IPerCom 3.3.0 to a previous version requested. This
operation can only be performed if the system is not configured [the
configuration would be lost anyway]. Use IPerCom Installer Tools 3.3.0
to clear the system configuration and try again.

QK

Figure43: downgrade not possible because the system is configured

The screenshot above refers to a downgrade of a system with I[PerCom version 3.3.0.

To delete the device configuration, see the paragrdfsiintenance
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6.4 Starting the upgrael

For both configured and neconfigured systems, once thgermissions to update the system have been
checked, the screen that appears after the update wizard is the following:

Site Firmware Upgrade

Update authorized. The system will be updated with [PerCom 3.3.0_9. This may take several
minutes.

The update package will be automatically downloaded from URMET servers or from the local
file system in case of a custom version of 3.3.0.

Start update

Figure44: system update is allowed

This screen shows thefficial 3.3.0 version released to which theystem will be updated and it is also
specified that this version will be downloaded via the Internet from the Urmet se(eesversion shown

in the figure above is just an example)

t NS&aAy3d Siak Gpdadédiieifoloyingiscreen is shown:

© URMET - Ipercom Updater 1.0.8 - O X
Current network [ 192.168.88.110 [74:78:27:TD:16:16] | [ Total devices: 6 ) | FULL MODE ) Open Update File |
Torget version | 32009 | [ ) u r m e

[~) Commands

IDLE
[06/06/2025 12:49:24] FTP server listening on port 21
[06/06/2025 12:49:24] TFTP server listening on port 69 © Open Update File X
[06/06/2025 12:49:24] Current runtime level: qac
[06/06/2025 12:49:37] GuiMode = FULL T el
3.3.0_9.smup
Load Selected Version
Browse Local Disk
[ Verbose Log ( Clear Log J ( Export Log )
(+) Devices

Figure45: graphic user interface for updating the system
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Starting from version 3.3.0 of IPerCom the update files have a smup extension (blue o).
xmup and mup extensions are allowed for minor update files of version 3.3.0.

Through this screen the installer can update the system to the required version.
The following information is shown in the upper pafttigure45 (red box):

1 IP and MAC addresses of the network interface through which the PC (MPer€om Installer
Toolsis running) connects to the IPerCom system;

9 number of devices detected;

update mode(FULL MODRACTIVE MODPASSIVE MORE

1 update file versiono which the system is about to be updated.

=

TheFULL MODHpdate mode refers to a system without a Server 1060/1 or a systenownéttor

0 more Server 1060/1, one of which has been properly configured. The other two madesIVE
MODEand PASSIVE MOD#Efer, instead, to systems where at least one Server 1060/1 is properly
configured.For further details see paragragystem with at least on&erverl060/1 configured to
upgrade devices

The commands for updating the system are displayeBigure 45 in the bluebox and are explained in
detail below:

1 dLoad Selected Versirillows you to download the selected update file (following a confirmation
dialog box) and choose where to save it on your PC;

1 dBrowse Local Diskadlows you to select austom update filefrom your PC;

1 d&Cancel allows you to close the window shown in the blue Ilfthis window can be opened again
o0& LINBG &@pen/Updaie Ri8 @dzi 2y Ay GKS NBR 02E®O0

The steps to follow to update the system to the IPerCom 3.3.0 version are now reported below. For all
other methods of updating a system and for all the functions relating to the screen showinure 45,
please refer to the following paragraphs.

Regardless of the IPerCom version selected in the lauriébere45 always automatically displays
the officially released update file.

If you select an update file other than the officlglreleasedupdatefile,dza A v 3 G KS &. NR &
5A81¢ odzidz2ys GKS daRSi(S. WRHASYRPHOKES 5i8P&HSRM
to update the system with custom update files of the same IPerCom version previously selected in
Figure45 (for further detail seeAPPENDIX1: Custom video door phongs
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For version3.1.0 of IPerCom there will be two update files: the installer will be able to choose
whether to download the update file with the YnO application for the MAX and V®ideo door
phones or the one with the YnO UP application for the same video door phones. The YnO
application is compatible with Yokis V5 devices while the YnO UP application is compatible with

Yokis V6 devices.

6.4.1 Basic steps to update your system

Once the update wizard to version 3.3.0 is completed, the following screen is displayed (as already
reported in the previous paragraph):

Current network [ 192.168.88.110 [74:78:27:7D:16:16] | [ Total devices: 6 ) ( FULL MODE )
Targetversion | 3309 | [ ] u r m e E
(~) Commands
IDLE
|[06/06/2025 12:49:24] FTP server listening on port 21
[06/06/2025 12:49:24] TFTP server listening on port 69 [+]
[06/06/2025 12:49:24] Current runtime level: gac
[06/06/2025 12:49:37) GuiMode = FULL Available updates
33.0.9smup
Load Selected Version
Browse Local Disk
[] Verbose Log ( Clear Log ) Exportlog |
((+) Devices

Figure46: graphic user interface for updating the system
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To update your system to version 3.3.0, follow the steps békieps are referred t&ULL MODE

1. t NB & dlLoadBefcted Versien o dzi i 2y (G2 LINRPOSSR 6AGK (KS R2¢

choosing where to savieon your PC:

L+

Awvailable updates

3.3.09.smup
:} Load Selectad Version ’

‘ Browse Local Disk ’

‘ Cancel ’

Figure47: button for starting the download of the update file

2. Wait for the download to finish (the download progress is highlighted in the figure below):

e

Currentnetwork  [192.168.88.177 [74:78:27:7D:16:16] | [ Total devices: 6 ) ( FULL MODE )

3309 | Dovnloading file <33.0_9.smup> )| u r m e L

IDLE

Target version

(%) Commands

Figure48: download progress bar

3. Once the download phase is finished, wait for the file to be processed correctly (as highlighted in
the figure below):

Current network [ 192.168.88.110 [74:78:27:7D:16:16] | [ Total devices: 6 ) [ FULL MODE )
Targetversion | 3309 N Processing file <3.3.0_9.smup> ) u r m e L
e . )
(%) Commands

IDLE

Figure49: the update file is being analyzed
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4. Once the processing phase of the downloaded update file is finished, the screen shown below

I LILIS | N& =

Current network [ 192.168.88.110 [74:78:27:7D:16:16] | [ Total devices: 6

Targetversion |

3300 | @

g KSNB

Loaded file <2.3.0 9smup>

& ¥alz WIIAIR 2(y2 GLINREAL NIIK S KE  aé

urmet

FULL MODE

:I Open Update File
‘I Show File Details

(%) Commands

Full Plant Update

IDLE

([06706/2025 14:29:33] 20} Model < 1777.22>: Nominal TargetVersion <3.

[06/06/2025 14:29:33] 24) Model <1717.31_A645: Nominal TargetVersion <3.3.0_VER 9.
[06/06/2025 14:29:34] 25) Model <1717.32_A64>: Nominal TargetVersion <3.3.0_VER 9.
[06/06/2025 14:29:34] 26) Model <1717.41_A64>: Nominal TargetVersion <3.3.0_VER 9.
[06/06/2025 14:20:34] 27) Madel <1741.1>: Nominal TargetVersion <33.0_1741.1_VER 9
[06/06/2025 14:20:34] 28) Madel <1761.16>: Nominal TargetVersion <3.3.0-8> decoded
[06/06/2025 14:29:34] 20) Model <1761.16U>: Nominal TargetVersion <3.3.0-8> decode|
[06/06/2025 14:29:34] 30) Model <1761.23>: Nominal TargetVersion <3.3.0_176121_VER
[06/06/2025 14:29:34] 31) Model <1761.31>: Neminal TargetVersion <3.3.0_VER_9_0_1.3
[06/06/2025 14:29:34] 32) Model <1761.31U>: Nominal TargetVersion <3.3.0_VER_9_0_1,
[06/06/2025 14:29:34] 33) Model <1761.32: Nominal TargetVersion <3.3.0_VER_9_0_13
|[06/06/2025 14:20:34] 34) Model <1761.6>: Nominal <33.0-23> decoded

[ Verbose Log

(%) Devices

[ Selectall
[ Select visible [

( Selected: 0/ 6 ] (

B

Updated: 0/6 ]

ALL MODELS Polling: None |

[06/06/2025 14:29:33] 21) Model <1717.22U5: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0.
[06/06/2025 14:29:33] 22) Model <1717.23%: Nominal TargetVersion <3.3.0_MIRROR_VER_8_0_
106/06/2025 14:26:33] 23) Model <1717.23U>: Nominal Targetversion <330 MIRRORVI gy 0y

9_R9_ROOT> decoded as <3009
_R9_ROOT> decoded as <9.0.0.9>

You're going to update the entire system.

H
This might take a while, but we recommend not to close the
application or turn off your computer during this phase.

Confirm?

leartog | [ Exportlog )

Devices status
Unknown 6 Working 0
Alive [} Fail 0

[ Deadt ]

Selected  Id Mac address Status

Ip address. Model

Type
1 O0:IEED01:D3BS 2 o

00:1E:E0:02:31:A6

3 00:1E:E0:02:D0:3D

4 00:1EED05:26:1E ?  wor

? Mo

00:1E:E0:0:

03 1060.48

Version Made Version match | Command

ngresl [mpn\mg\: code

Reboot

Reboot

Reboot

Reboot

3.1.0-20 00 Reboot

Figure50: The update file has been downloaded and processed successfully

¢ K $ergion Match
to the imported update file.

If new devices are added to the system at this stage, they will never be added to theitistref

aisy

O2f dzyy a E(z’eé box), KknBaniig@ratythe devices are not aligned

50. To make them appear, you must repeat the firmware upgrade procedure from the beginning
(as reported in the paragrapbpgrading to version 3.3.0: system not yet configujed
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5. Once the update phase has started, the correct end of the update is indicated by torthe

02 t dxeésgiondMatch =

la

AK26Yy Ay

GKS FT2ft26Ay13

Current network ~ (192.168.88.110 [74:78:27:7D:16:16] | [ Total devices: 6 ) § FULL MODE ) Open Update File : i
Target version 3309 | @ Loaded file <3.3.0 9.smup> ) Show File Details urme

() commanas

IDLE

[06/06/2025 14:35:07] Device CA00:A!
[06/06/2025 14:35:08] Device C4:00:Al
[06/06/2025 14:37:58]

[06/06/2025 14:56:
[06/06/2025 14:56:

pe

[06/06/2025 14:56:

[] Verbose Log

e C400:AD:3F:72:83 IDLE - IDLE
[06/06/2025 14:56:56] Device 00:1E:E0:01:03:85 IDLE - IDLE
106/06/2025 14:56:57] Device 00:1E:£0:02:31:A6 IDLE - IDLE

72,83 SMART_UPDATE - UPDATE SETTING
72,83 SMART_UPDATE - UPDATING
e C4:00:AD:3F:72:83 SMART_UPDATE - UPDATE COMPLETED (SUCCESS)

83:03 SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)

26:1E SMART_UPDATE - DOWNLOAD_COMPLETED (READY TO UPDATE}
26:1E SMART_UPDATE - UPDATE_SETTING

:26:1E SMART_UPDATE - UPDATING
1E£0:02:00:3D SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
< 00:1E:£0:05:26: 1E SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
te Manager State = IDLE
[06/06/2025 14:56:35] Device 00:1EE0:02:00:3D IDLE - IDLE
1E£0:05:26:1E IDLE - IDLE
1E£0:05:83:03 IDLE - IDLE

Apply Flex Options

Bportlog |

GAYR26Y

() Devices -
Devices status
Select al [ selectea:é/6 | [ Updatedio/6 | Uoown 0 wering o
- P Alive 6 Fail 0
Select visible awmones =) ( Polling: 1/ 6 | et N
Sclected I Mac address lpoddress | Status | Type Model Version Mo Progress  Topologic code | Version match | Command
1 O0AEEOOTD3BS 19216888108 4+ ADP  11603-11393 ipercom-330-17 IPerCom 001EE001D385 v
2 ODIEE00231A6 19216888148 4 ADP 1160311393 ipercom-330-17 IPerCom 001EE0023146 v
3 O0IEEOO2D03D 19216888103 4 CM 106013 330-14 1985 001EE002D03D v
4 OOAEEOOSRGIE 19216888100 4 VDR 176131 330.VER 9.0.1 3ROROOT  IPerCom 001EE005261E v
5 ODIEE0058303 19216888179 4+ MCS 106048 330-11 IPerCom 001EE0058303 v
6  CAOCAD3F7T283  192.16888.107 4 seRvER 10801 3309 CAODAD3F7283 v

Figure51: successful end of update

s

6. hyOS UKS dzLJRIGS Aa O2YLX SGSE adzyliieg Oyz2a6S 1&3B1L

arrow inFigure51).

6.5 IPerCom devicupgrade mode

The steps described in the previous paragraph can be performed in 2 different ways, both leading to the
same result, that is, updating the system (as reporte#liqure51): the only thing that changes is the way
the devices are updated, or more precisely, who updates them.

Theupdate method can change if in the systénere is at least lppropriately configure®erverl060/1.
In detail this means that th8ervemust be:

1 presentin the system configuratidfor further details see paragraphdding devicek

1 configured to upgrade other system devic@er further details see paragrapMaintenance
Setting9.

The 2 update methods will be described in more detail below, underlining the differences.
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If the IPerCom system has 1@erverl060/1 or noServerl060/1 present in the system is configured to
update devicesthe upgrade of all devices is carried out exclusivelyR®yCom Installer Toadgpplication

as already shown in the previous paragraph

This also applies to any new devices added to the system.

In this case the operating mode is calledLL MODE

6.5.2 System with at least one Server 1060/1 configured to upgrade devices

If the IPerCom system has at leaserverl060/1 configured for device updatintpe firmware update
task is partly delegated tPerCom Installer Toddéd partly to theServerl060/1.

The devices that are updated lRerCom Installer Toakse shown in the following table:

System Device Ref.

IPerCom Server 1060/1
+ARS2 R22WGLK 2 y| 1761/31-31U-32-33-33U
+ARS2 R22NJ LK2Yy|1717/21-:21U22-22U-23-23U
+ARS2 R22NJ LK2Yy|1741/1-2-3
+ARS2 R22NJ LIK?Z2Yy|1717/3x4x
+ARS2 R22NJ LK?2Yy|1761/23

Table3: devices that are upgraded by IB&m Installer Toola a system with Server 1060/1 properly configured

This update phase is call&CTIVE MODE

Once these devices have been updated, 8arverl060/1 takes care of updating the rest of the system;
this update phase is callddASSIVE MODI this operating mode it is possible only to view the update
phases of the other devices.

The most important advantage of using this update mode is that, once the system has been updated and

IPerCom Installer Todigs been closed, ampot configurednew devices added afterwards can be directly

updated by theServerL060/1.

92
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Updating the devices vigerverl060/1 can be used also in the case of a first update of an IPerCom system
that has just been installed but is not yet in operation. The points listed below must be followed:

1. using thelPerCom Installer Toospplication, upgrade thé&erverl060/1 (disconnected from the
system) to the required IPerCom version;

2. create a basic IPerCom configuration that includes onlySiaeerl060/1 by means of the IPerCom
configurator,

3. configure theServer1060/1 so that it can upgrade the other system devices (by means of the

IPerContonfiguratol);

distribute the configuration thus created ®erverl060/1;

connect theServerl060/1 to the system.

ok

In this way, theServerl060/1 can upgrade the other devices in the system: aol configureddevices
added later will be still upgraded by ttserverl060/1.

For furtherdetails seeAPPENDIR: First upgrade of a system via Server 1060/1

If the Server 1060/1 has a firmware version 3.2.0 or lower and the devices connected to the
47 system have a version 3.3.0 or higher, they will never be updated by the Server. In this use case, it
is_ mandatory to use IPerCom Installer Tools to perform the downgradeall devices (FULL

MODE)

If there are several Servers 1060/1, it is necessary to upgrade them via IPerCom Installer Tools in
G step 1 and configure one of them so that it upgrades the other devAegsother Server 1060/1
added later to the system need to be upgraded via IPerCom Installer Tools.

If you try to upgrade the system or part of iyhile Server 1060/1 is updating some devices,

G operating mode iPASSIVE MODI PASSIVE MODEis possible onlynonitoring the update
phases of the various devices (for further details see chafiidate of the entire system (ACTIVE
MODE and PASSIVE MOPE)

If after connecting a device to be updatdBerCom Installer Tools opened before the 1060/1
/j Server has started updating the device itsélerCom Installer Toddsarts inACTIVE MODIHnN this
situation the device can only be updatediBgrCom Installer Tools

0 The upgrade mode via Server 1060/1 is available from IPerCom version 2.1.
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It is important to underline that IMCTIVE MODEPerCom Installer Tootsan also update any
O custom video door phones among those listeddinle 3, something that the 1060/1 Server cannot
do except in a single caskhis topic will be seen in detail in paragraphPENDIAL: Custom video

door phones

These 2 operating mode$WLLMODE and ACTIVE/PASSIMEODE will be described in detail in the
following paragraphs. It is important to note that in both cases, the main purpose is to update the IPerCom
system.

Regardless of whether the update is performed entirelylBgrCom Installer Toots partly bylPerCom
Installer Toolsind then by theServerl060/1, the following applies:

91 to perform the upgrade correctly, the PC where tiRerCom Installer Toodgpplication is running
must be connected to the IPerCom system by means of a LAN cablewagindia WiFi
Furthermore, the LAN cable must be connected to one of the system switches and not to the
router,;

91 the IP address of the network card, through which the PC (WieeCom Installer Todsrunning)
connects to the IPerCom system, must belong to the same IPerCom subnet.

1 Switchboardand IPerCom Clierdpplications are updated provided they are running on dedicated
PCqfrom version 3.1 the update of thiPerCom Clierdpplication is performed correctly even if
you do not have administrator rights on the)PC

1 firmware of the following devices does not requireyarpgrade:Relay ActuatorsKey Readerd.ift
Interface iPassan ControlledPerTalk Serveand RTSP Cameraé table listing the upgradable
devices is provided in thePPENDIRKL IPerCom devices that can be updated by Bem Installer
Tools
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6.6 Main steps in the upgrade process of an IPerCom system

Regardless of thepgradingoperating mode EULL MODBr ACTIVE/PASSIVE MQDiEe upgrade process
follows thesesteps:

launchiPerCom Installer Toddgplication;

select from the dropdown menu the version to which you want to update the system;

press thedFirmware Upgradebutton;

follow all the various steps of the update wizard;

LINS & aLoadl Bedectéd Versibn 60 dzi G2y G2 LINRPOSSR 6A0GK (GKS R2;¢
choosing where to save the update file on your PC;

1 wait for the update file to download and process to finish.

= =4 =4 4 4

6.6.1 Device upgrade: FULL MODE

At the end of the steps reported below, a dialogue box appears asking the user whether he wants to
update the entire system or not:

Current network [ 182.168.88.112 [74:78:27:70:16:16] | [ Total devices: 6 ] f FULL MODE ) _L

Targetversion | 3309 | ( Loadled file <3.3.0 8smup> | Show File Details
(~) Commands

Full Plant Update IDLE

([11/06/2025 10:53:04] 19) Model <1717.21U>: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_9 R9_ROOT> decoded as <0.0.09>
[11/06/2025 10:53:04] 20) Model <1717.22>; Nominal TargetVersion <3.3.0_MIRROR_VER_9_0.0 9 R8 ROOT> decoded as <0.0.0.9>
[11/06/2025 10:53,04] 21 Model <1717.22U>: Nominal Targetiersion <330 MIRROR | o
[11/06/2025 10:53:04] 22) Model <1717.23>; Nominal TargetVersion <3.3.0_MIRROR_VE
[11/06/2025 10:53:04] 23) Model <1717.23U>: Nominal TargetVersion <3.3.0_MIRROR_}

[11/06/2025 10:53:04] 24) Model <1717.31_AB4>: Nominal TargetVersion <33.0_VER 9] , You're going to update the entire system.
[11/06/2025 10:53:04] 25) Model <1717.32_AB4>: Nominal TargetVersion <3.3.0_VER_9]

[11/06/2025 10:52:04] 26) Model <1717.41_A64>: Nominal TargetVersion <32.0_VER 9, ™ . i
[11/06/2025 10:52:04] 27) Model <1741.1>: Neminal TargetVersion <3.3.0_1741.1_VER .| This might take a while, but we recommend not to close the
[11/06/2025 10:53:04] 28) Model <1761.16>: Nominal TargetVersion <3.3.0-8> decodeg application or turn off your computer du ring this phase.

[11/06/2025 10:53:04] 28) Model <1761,16U>: Nominal TargetVersion <3.3.0-8> decod
[11/06/2025 10:53:04] 30) Model <1761,23>; Nominal TargetVersion <33.0_1761.21_VE
[11/06/2025 10:53:04] 31) Model <1761,31>; Nominal TargetVersion <33.0_VER 801 Confirm?
[11/06/2025 10:53:04] 32) Model <1761,31U>: Nominal TargetVersion <3.3.0_VER 9.0_{
[11/06/2025 10:53:05] 33) Model <1761,32>; Nominal TargetVersion <3.3.0_VER 8_0_1_
[11/06/2025 10:53:05] 34) Model <1761.6>: Nominal TargetVersion <3.3.0-23> decode¢

[] Verbose Log Clear Log ) Export Log )
() Devices -
. ) Devices status
[ Select all [ Selectes:0/6 | [ Updawd:0/6 | Uknown 5 werdng 0
. r . Alive o Fail o
[] Select visible alLMoDELS [+ [ Polling: None J Dezd o
Selected  Id Mac address Ip address Status  Type Madel Version Mode Progress  Topelogic code | Version match | Command
1 2P ADP 1160311293 ipercom320-14 00TEE00TD3ES Reboot
2P  ADP 1160311393 ipercom-320-14 Reboot
3 ? Reboot
4 ? D Reboot
? Ics Reboot
? s« Reboot

Figure52: end of processinghase

If it is necessary to update the entire sys®m LINGS &¥e% buftda,Sf indtead it is necessary to update
2yfe LINI 2F (0KS NRRAEYVHAY RSORDSH I dzLIRISGE ¥¥2RSa gA
paragraphs and refer to the operating moB&LL MODEhat is the upgrade of all devices will be made by

the applicationlPerCom Installer Tools
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Regardless of the type of update performed (selective or full), the following information is shown at the top
of the screen (blue box):

1 d&Current network WP and MACaddresgs of the networkinterface through which the PC, where
IPerCom Installer Todsrunning connects to théPerConsystem

1 dTotal devices Mumber of devices detected to updat

dUpgrade modé FULL MODEACTIVE MODEPASSIVE MODE

1 dTarget versioé Ypdate file version to which theystem is about to be updated

=

¢ K Show File Detals 0 dzii (1 2 y & Kwathstle lidt of thevilridud device models and the relevant
version of the upgrade file included in the smup file:

3309

PRODUCT_MODEL=1060.1

DATE=2025-06-05

IPS_FRAMEWORK_VERSION=9.85
MD5=572cf131011ab8bed241 cb2aeb3asect *1060.A-
system_3.3.0-10_i386.deb
MDS5=fba94ca3945865¢921¢8834907 121840 "1060.A-
axt_deps_3.3.0-10_i386.deb
MD5=ac3edff312703c7e0756510ca 1774506 *1060.A-
urmet_bstk_2.3.0-10_i386.deb
MD5=7a0100bac49e246cTe812932587d5b5 “1060.A-
application_3.3.0-10_i386.deb

Figure53: update file imported successfully

In the image above you can also see that the synDI- LJLIS I NEVersigh MatédS O® f dzyy =z Y S|
that the firmware version of all the devices in the system does not match that of the updaleafiled (red
box).

If an update file is loaded into IPerCom Installer Tools and if the system has already been updated to
the same imported update file, the following message is shown:

¢
The plant is already updated to this version.

Please, load another Update File.

Figure54: system already updated

In this case thesymbol F LIS NB Ay GKS &+ Smdurk® yandatherie @é O2 f
possibility to update the system.
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6.6.1.1 Update of the entire system (FULL MODE)

z

To update the entire system IBULL MODE | FGSNJ AYLIRZ2 NI Ay 3 (vesSbuttm JBdll RS
arrow) in the figure below:

o X

Current network (19216888112 [7478:27:7D:16:16] | [ Total devices: 6 ) FULL MODE ) Open Update File _E
( [ showFile Details urme

Target version Loaded file <3.3.0_9smup>

3309 J

(~) Commands

Full Plant Update oIl

[11/06/2025 10:5204] 21) Model <1717.22U>; Nominal TagetVersion <330 MIRROR( o
[11/06/2025 10:53:04] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VE
[11/06/2025 10:52:04] 23) Model <1717.23U>: Nominal TargetVersion <3.3.0_MIRROR_\
[11/06/2025 10:53:04] 24) Model <1717.31_A64>: Nominal TargetVersion <3.3.0_VER_9, 9 You're gOiV‘Ig ta update the entire system.

[11/06/2025 10:53:04] 25) Model <1717.32_A643>: Nominal TargetVersion <3.3.0_VER 9|

[11/06/2025 10:53:04] 26) Model <1717.41_A64>: Nominal TargetVersion <320 VER 9], ™

[11/06/2025 10:53:04] 27) Model <1741.1>: Nominal TargetVersion <33.0_1741.1_VER | This might take a while, but we recommend not to close the
[11/06/2025 10:53:04] 28) Model <1761.16>: Nominal TargetVersion <33.0-8> decodet application or turn off your computer this phase.
[11/06/2025 10:53:04] 28) Model <1761.16U>: Nominal Targetversion <3.30-8> decod|

[11/06/2025 10:53:04] 30) Madlel <1761.23>: Nominal TargetVersion <3.3.0_1761.21_VE

[11/06/2025 10:53:04] 31) Model <1761.31>: Nominal TargetVersion <33.0_VER_8_0_1_| Confirm?

[11/06/2025 10:52:04] 32) Model <1761.31U>: Nominal TargetVersion <3.3.0_VER_9_0_1

[11/06/2025 10:52:05] 33) Model <1761.32>: Nominal TargetVersion <33.0_VER_9.0_1_|

[11/06/2025 10:53:05] 34) Model <1761.6>: Nominal TargetVersion <3.3.0-23 > decode¢

[] Verbose Log ‘ Clear Log ) (. Export Log )
(%) Devices -
Devices status
[] Select all ( Selected: 0/ 6 ) ( Updated:0/6 | e @ Working 0
L r " Alive [ Fail ]
Cseectvibie (_aivooes [ [ roegens ) (ot o
Selected  Id Mac address Ip address Status  Type Model Version Mode Progress  Topologic code  Versionmatch  Command
O 1 00:EEOQ1D3BS b 311393 ipercom-320-14 385 Reboot
O 2 O0IEEO023TA6 19216888148 P ADP 11603-11383 ipercom-320-14 Reboot
O 3 00:1EE00ZDO3D 19216888103 ? w Reboot
O 4 00:EE0O5:26:1E ? pUl ER_8_10_1_R8_ROCT Reboot
O 5 O01EE00583:03  192.168:88.179 ?  mcs 106042 Reboot
O 6  CH00AD: 3 192.168:88.107 ?  SERVER 1060 32014 C400AD3F7283 Reboot

Figure55: upgrade of the whole system

¢KS alyYS NBadzZd OFly o6S 200GFAYySR o6& LINBaaiy3
IR GS¢ odzilizyd ¢KAa osle& 2F LINRPOSSRA yeicted | v
devices and their firmware version before proceeding with the update (for further details see
Devices section

In both cases even if devices are not selected (all or in part), they are automatically selected when
the update phase starts.

The upgrade process starts as shown in the figure below:

Selected  Id Mac address Ip address Status | Type Model Version Mode Progress | Topologic code  Version match  Command
] 1 O0EECOIDIBS 19216282108 | €5 [ADP 1160311303 ipercom-220-14 IPerCom | W 001EED01D2ES
¥ 2 ODIEE0O231:A6 19216888148 | €5 |ADP 1160211393 ipercom-3.20-14 IPerCom | I O01EE00231A6
v 3 O0IEECOZDO3D 19216888103 | € [cM 1060.13 3.2.0-19_u9.62 ] O01EE002D03D
~ 4 ODIEEDOS2GIE 19216888100 | & |vop 176131 3.2.0_13_VER_8_10_1_R8_ROOT IPerCom | I O01EE005261E
¥ 5 10216888179 | & |mcs 106048 320-23 IPerCom | M || 001EE005B303
& 6  CH00AD3F7283 19216888107 | €5  [SERVER 1060.1 32014 — C4ODAD3F7283

Figure56: upload and upgradphases
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Two different phases are requested for updating the devices:

1 upload phase, that is the single firmware upgrade file is uploaded to all the selected devices that
YSSR (G2 068 dzLJANI RSR BrapgneEZSyO2INBINTaa o6F N Ay GKS

1 upgrade phase, that is the devices are upgraded to the new version (red progress bar in the
&Progress O2f dzYy 0o @

In both cases status of devices show i)\ yStatig O2f dzYy s GKIFG A& FANXNSI NB

(@]
N
M
(V)]
Q)¢

éStatug  l6prdyress O2 f dzyy a | NXrigweb6. 6 f dzS AY

O When the progress bar is red, the devices are out of service.
Duringthe whole upgrade phasdo not turn off your PC or close IBem Installer Toolspplication,

as this may affect the correct upgrade of the devices. As a result, we recommend using a PC powered
by the 230Vac mains.

During the phase of upload and upgrade tbemmandssection appears as shown below:

(~) Commands

( Working

J (:) UPDATING

[11/06/2025 11:40:36] Device 00:1E:£0:02:31:A6 SMART_UPDATE -

[11/06/2025 11:41:36] Device 00:1E:
[11/06/2025 11:41:38] Device 00:1E:
[11/06/2025 11:41:39] Device 0
[11/06/2025 11:43:20] Device 00:1E:EC:0!
[11/06/2025 11:43:21] Device 00:1E:E0:05:

[11/06/2025 11:43:46] Device C4:00:
[11/06/2025 11:43:46] Device C4:00:AD:3F:72:83 SMART_UPDATE
[11/06/2025 11:43:47] Device C4:00:AD:3F:72:83 SMART_UPDATE

[] Verbose Log

[11/06/2025 11:40:37] Device 00:1E:E0:05:26:1E SMART_UPDATE -
[11/06/2025 11:41:34] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:41:36] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:41:36] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
A6 SMART_UPDATE -
A6 SMART_UPDATE -
A6 SMART_UPDATE -
03 SMART_UPDATE -
:02 SMART_UPDATE -
[11/06/2025 11:43:22] Device 00:1E:£0:05:83:03 SMART_UPDATE -
[11/06/2025 11:43:38] Device 00:1E:E0:01:D3:85 SMART_UPDATE -
[11/06/2025 11:43:40] Device 00:1E:E0:02:31:A6 SMART_UPDATE -
:83 SMART_UPDATE -

DOWNLOADING

DOWNLOADING

DOWNLOAD_COMPLETED (READY TO UPDATE)
UPDATE_SETTING

UPDATING

DOWNLOAD_COMPLETED (READY TO UPDATE)
UPDATE SETTING

UPDATING

DOWNLOAD_COMPLETED (READY TO UPDATE)
UPDATE_SETTING
UPDATING

UPDATE_COMPLETED (SUCCESS)
UPDATE_COMPLETED (SUCCESS)
DOWNLOAD_COMPLETED (READY TO UPDATE)
- UPDATE_SETTING
- UPDATING

Stop Automation

[ Clearlog ) [ Eportleg |

Figure57: commands section during the upload and upgrade phase

Theupload andupdate phassare highlighted by @lue progress bar and an appropriate icon (see beo

in the figure above).
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During ths phase, there is a default automatic mechanism for restoring any errors and repeating the
dzLIRIF GS O0edt S 6F2NJ YI EAYdzY p GAYSaStopMdomatigels @ did (v2yNd
Fff2ga @2dz 62 of 201 (Kes& oEbDK2WwARY bORS LWNBEAIANWAI (K
L+
9 The update process will stop at the end of the current cycle.

=
Confirm?

‘ Yes ‘ No

Figure58: request to stop the update process at the current cycle

In this case any failed updateessages on one or more devices must be manually deleted and a following
update cycle must be started manually. If the automatic mechanism is not removed, the above is
performed automatically a maximum of 5 times. For further details SB€ENDIX 1 Railure to upgrade

all devices

pul

¢tKS a4dz00Saa 2F GKS dzLJRFGS LINROS
Matché O 2 (gréei Yox):

Selected Id Mac address Ip address S

dzZNE A& AYeRorOl (SR

atus | Type WModel Version Mode Progress  Topologic code  Version match | Comman d

&

1 00:1EE0:01:D3B5  192.168.88.108 ADP  1160.3-11393 | ipercom-3.3.0-17 IPerCom 001EED01D3B5

&

00:1E:E0:02:31:A6  192.168.88.148 ADP 1160.3-1139.3 | ipercom-3.3.0-17 IPerCom 001EE00231A6

&

00:1EE002D0:3D  192.168.88.103 cM 1060.13 33.0-14 u9.85 001EED02D03D

&

voP 1761.31 3.3.0_VER_9.0_1_3_R9_ROOT IPerCom 001EE005261E

g |8 & B8
JH

&

00:1EE0058303  192.168.88.179 MCS 106048 330-11 IPerCom 001EED05B303

L
T
L
L
L
L

S NEN AN AN AN AN

3
4 00:1E:E0:05:26:1E  192.168.88.109
5
6

&

C4:00:AD:3F:72:83  192.168.88.107 SERVER 1060.1 3309 C400AD3F7283

w
:

Figure59: devices upgraded

Ly ésod ¢ O2€ dzvy F2NJ S OK RSOAOS G(KS O2NNBALRYRAY:

imported inIPerCom Installer Toasshown.

At the end of the upgrade procedure, it is possible to check on the system video door phones that the
FANYGI NE NBfSIFAS O2NNBalLlRyRa G2 0GKS 2yS Ayadlf
single video door phones on website/w.urmet.com.

6.6.1.2 Selective update (FULL MODE)

¢ K Selegtive Update odzi 2y |fft26a @2dz (2 dzLRI Dedcesdeftbre G KS
therefore it is useful when it is not necessary to update the entire system but for some need you want to
update only one or more devices.
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In FULL MODIhis function is useful for example if somet configureddevices with different firmware
versions are added to an already updated and functioning system. In this case, after importing the update

file, the following window appears:

er1.0.2 - 0 X
Current network ( 102.168.28.112 F4:78Q7:70:1&1ﬂ] [ Total devices: 7 ] [ FULL MODE ] [ Open Update File -
Target version ( 3309 ] [ Loaded file <330 9.smup> ] ( Show File Details u r m e t

(~) Commands

Il Plant Update 1ot
([TT70672025 15:28:12] 20) Model <1717.22>: Nominal TargetVersion <3.3.0_] A 1 0 0 9 RIJ > decoded as <0.0.0.9> ~
[11/06/2025 1529:12] 21) Model <1717.22U>: Nominal TargetVersion <33.0 MIRRCR | g x
[11/06/2025 15:29:12] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VI
[11/06/2025 15:26:12] 23) Model <1717.23U>: Nominal TargetVersion <3.3.0_MIRROR_|
[11/06/2025 15:29:12] 24) Madel <1717.31_A64>: Nominal TargetVersion <3.3.0_VER 9, , You're going to update the entire system.
[11/06/2025 1520:12] 25) Model <1717.32_A64>: Nominal Targettersion <330 VER 9 &
[11/06/2025 15:28:12] 26) Model <1717.41_A64>: Nominal TargetVersion <3.3.0_VER_9, L .
[11/06/2025 15:29:12] 27) Model <1741.1 3= Nominal TargetVersion <3.3.0_17411_VER | This might take a while, but we recommend not to glese the
[11/06/2025 15:29:12] 28) Model <1761.16>: Nominal TargetVersion <3.3.0-8> decodet application or turn off your computer during this p
[11/06/2025 15:29:12] 29) Model <1761.16U>; Nominal Targetversion <3.3.0-8 decod
[11/06/2025 1 2] 30) Model <1761.23>: Nominal TargetVersion <3.3.0_1761.21_VE
[11/06/2025 15:28:12] 31) Model <176131>: Nominal TargetVersion «3.3.0_VER_9_0_1_ Confirm?
[11/06/2025 1 :12] 32) Model <1761.31U>: Nominal TargetVersion <3.3.0_VER A
[11/06/2025 15:29:13] 33) Model <176132>: Nominal TargetVersion <3.3.0_VER 9.0_1.
|[11/06/2025 15:29:13] 34) Model <1761.6>: Nominal TargetVersion <3.3.0-23> decode(
[] Verbose Log Clear Log ) ( Export Log )
(%) Devices ;
Devices status
[ Select all | Selected: 0/7 ‘ | Updated: 6/ 7 ‘ Unknown T Working o
. ( - ) Alive o Fail 0
[ selectvisible [ AlLmODELS =) ( Palling: None ) | Ded o
Selected  Id Mac address Ip address Status  Type Model Version Mode Progress  Topologic code  Version match  Command A
m} 1 00MEE0OTASFZ 19216888113 P ADP Q0TEEO0TASFZ Reboot
m} 2 001EE0OIDBS 19216888108 @ ADP 001EE001D385 v Reboot
O 3 00MEE0023TA5 19216888148 P ADP 001E v Reboot
D 4 00:1£:£0:02:D0:3D  192.168.88.103 ? ™ 001EE002D03D v Reboot
] 5 001EE005 19216888009 ‘@ voe 9.0_1.3.R9_ROOT 001EE005 y Reboot
Figure60: procedure to upgrade one or more devices and not the entire system
- A v L L A ror A % ya N = > A e « e
. €& LINGAN yaAdziEKBYd0ONBER I NNRgULX €2dz Oy ARSYyuA¥Te
© URMET - Ipercom 0 - O ®
Current network ( 192.168.88.112 l?ﬂsm:mnma]] [ Total devices: 7 ] [ FULL MODE ] [ Open Update file -
Torgetversion [ 2309 ) Lozded file <330 9smup> | ([ Show File Details urine L
() Commands
(1170872025 1 B
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1
[11/06/2025 1 12] 28) Model <1761.16>: Nominal TargetVersion <3.3.0-8> decoded as <3.3.0.8>
[11/06/2025 15:29:12] 23} Model <1761.16U>; Nominal TargetVersion <3.3.0-8> decoded as <33.0.8>
[11/06/2025 15:28:12] 30) Model <176123>: Nominal TargetVersion <3.3.0_1761.21_VER_9_0_2_8_R9_ROCT> decoded as <0.0.28>
[11/06/2025 1 2] 21) Model <176131>: Nominal TargetVersion <3.3.0_VER 9 0_1_3 R9 ROCT> decoded as <9.0.13>
[11/06/2025 15:29:12] 32) Model <1761.31U>: Nominal TargetVersion <3.3.0_VER_9_0_1_3_R9_ROCT> decoded as <2.0.1.3>
[11/06/2025 15:29:13] 33) Model <176132>: Nominal TargetVersion <3.3.0_VER_9_0_1_3_R9_ROOT> decoded as <9.0.1.3»
|[11/06/2025 15:20:13] 24) Model <1761.6>: Nominal TargetVersion <3.3.0-23> decoded as <2.3.0.23>
[] Verbose Log ( Clear Log ) ([ Exportleg |
(~) Devices ]
) ) ) ) Devices status
[ Select all [ Selected:0/7 | [ Updatedi6/7 | Unknewn T Werdng 0
. r Al Alive o Fail 0
[ Selectvisible [ awmopes I8 ( Polling: None | lpesd 0
Selected  Id Mac address Ip address Status  Type  Model Mode Progress  Topologic code  Version match  Command ~
O 1 00EE0OTASFZ 19216888113 @ ADP 001EE001 Reboat
m} 2 001EE0OTDBS 19216888108 @ ADP 00TEE001D385 v Reboot
D 3 00:1E:E0:02:31:A6 102.168.88.148 ? ADP 001EE00231A6 v Reboot
O 4 00:dEECO2D03D 1021628si03 P oM 001EE02D03D v Reboot
m} 5 00EE0OS2GIE 19216888100 P VDP .9.0.1.3.R9_ROOT 00TEEODS v Reboot

100

Figure61: device added to be updated
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I TG4SN) aSt SOlAy3a (KS RSOA G8ectiveUpdaiadR | 1S 2yfex LINBaa

@ URMET - Ipercom Updater 1.0.8 - 0O x

Current network | 192.168.88.112 [74:78:27:7D:16:16] | ‘r Total devices: 7

| FULL MODE | Open Update File
Target version | 3309 | 6 Loaded file <330 9smup> | Show File Details u r m e L

(#) Commands
Full Plant Update ] [ Selective Update L
20 Gdel <1717.225 Nominal Tar¥etVersion <3.3.0_MIRROR_VER_9_0_U_9_RI_ROCT> decoded a3 <0.003>
[11/06/2025 15:29:12] 21) Model <1717.22U>: Nominal TargetVersion <3.3.0_ MIRROR_VER 9 0_0_9 R9 ROOT> decoded as <9.009>
[11/06/2025 15:29:12] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_9_R9_ROOT» decoded as <2.0.0.9>
[11/06/2025 15:29:12] 23) Model <1717.23U>; Nominal TergetVersion <3.3.0_MIRROR_VER_9_0_0_9 R9_ROOT> decoded as <0.003>
[11/06/2025 15:29:12] 24) Model <1717.31_A64>: Nominal TargetVersion <2.3.0_VER_9_0_1_3 RO_ROOT> decoded a5 <0.0.1.3>
[11/06/2025 15:29:12] 25) Model <1717.32_A64>: Nominal TargetVersion <3.3.0_VER 9, R9_ROCOT> decoded as <9.0.1.3>
[11/06/2025 15:29:12] 26) Model <171741_A64>: Nominal TargetVersion <3.3.0_VER_Q RO_ROCT> decoded as <8.0.1.3>
[11/06/2025 15:29:12] 27) Model <1741.15 Nominal Target¥ersion <3.3.0_1741.1_VER_9_0.0_8_R9_ROOT> decoded as <0.0.08>
[11/06/2025 1 12] 28) Model <1761.16>: Nominal TargetVersion <3.3.0-8> decoded as ).
[11/06/2025 15:20:12] 29) Model <1761.16U>: Nominal TargetVersion <3.3.0-8> decoded as <3.3.04
[11/06/2025 15:29:12] 20) Model <1761.23>: Nominal TargetVersion <3.3.0_176121 VER 9.0 2 8 RO ROOT> decoded as <0.0.28>
[11/06/2025 15:29:12] 31) Model <176131>: Nominal TargetVersion <3.3.0_VER_9_0_1_3.R8_ROCT> decoded as <8.0.1.3>
[11/06/2025 15:29:12] 32) Model <176131U>; Nominal Targetversion <3.3.0_VER 3_.R9_ROOT> decoded as <0.0.13>
[11/06/2025 15:29:13] 23) Model <1761.32>: Nominal TargetVersion <3.3.0_VER 9 0_1_3 R9 ROCT> decoded as <9.0.13>
|[11/08/2025 15:20:13] 34) Model <1761.6>: Nominal TergetVersion <3.3.0-23> decoded as <3.3.0.23>
[] Verbose Log ( Clear Log ) Export Log )
(A) Devices "
Devices status
[ select all | Selected: 1/7 ‘ | Updated: 6/7 ‘ Unknown 6 Working o
. e - N Alive 1 Fail 0
[ selectvisible [ alLmopels  [5) ( Polling: 1/7 ) lpeas o
Selected _Id Mac address Ip address Status_ Type  Model Version Mode Progress __ Topologic code _ Version match __ Command
1 OOIEECOLASF2 19216888113 4 ADP 11603-11393 ipercom-320-14 IPerCom Q01EEC01ASF2
D 2 00:1€:E0:01:D3:B5 ? ADP 1 -3.3.( 001EEO01D3B5 v Reboot
O 3 00EE00231A6 19216888148 P ADP 11603-11393 001EE0023146 v Reboat
m} 4 00:1EE002:D03D ? o 0e0 001EE002003D v Reboot
D 5 00:1E:E0:05:26:1E ? VvDP 176131 001EE0D5261E W Reboot

Figure62: device to be updated selected

Pressing this button starts the update offly the selected devices, after confirming the operation in the
relevant dialogue box:

9 You're going to update the following devices:
-1x1160.3-1139.3

This might take a while, but we recommend not to close the
application or turn off your computer during this phase.

Confirm?

Figure63: dialogue box of selective update

The update mode is like that seen for updating the entire system (for further detaildsé#e of the
entire system (FULL MODE)

To quickly identify the devices to be updated (in the case of large systems)ssfaptyall devices

in Figure62 6 A (i K Sele&d8lé 6OKSO102E | yR SEOfdzRS (GK2a$ FfN
2y Saé Farfubdetaild on this way of proceedisgeparagraphErrore. L'origine riferimento

non e stata trovata.
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Updating devices with different firmware versions added to an already updated systesisodre
0KS acCdzZ f tflFyd | LIRFGS
version is not aligned with the update file imported will be updated. Similarly, updating the entire
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aead

¢ KS
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8 LINBaaAyd
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not aligned with the update file imported.

idKS

odzii2y Aa

6.6.2 Device upgradeACTIVE MODE and PASSIVE MODE

Ne)

a{ St SOUADS | LRI UGS¢

GAGHGSR AT

During the update phasé&CTIVE MODE detected if the following two conditions are met:

1 in the system to be upgraded there is at least dderverl1060/1 configured to upgrade other

system devices
1 none of theServerd 060/1 are upgrading other devices.

What was reportedibovefor the FULL MODEemains almost simildior ACTIVE MODEhe main
differences are listed below.

1) The upper part of the application shows the 1aB&TIVE MODiBstead ofFULL MODE

[+]

Current network | 192.168.88.112 [74:78:27:7D:16:16] | |' Total devices: 7

Targetversion [

Figure64: ACTIVE

[ agEwone
3309 | Loaded file <33.0_95m )
DE displayed in the upper part of application

urmet

2) In ACTIVE MODE you want to update the entire systeniPerCom Installer Tootakes care of
updating only the devices listed below:

System Device Ref.

IPerCom Server 1060/1
+ARS2 R22WIGLK 2y § 1761/31-31U-32-33-33U
+ARS2 R22NJ LK2y S 1717/21-21U-22-22U-23-23U
+ARS2 R22NJ LK2Yy § 1741/1-2-3
+ARS2 R22NJ LK2Y§ 1717/3%4x
+ARS2 R22NJ LK2y § 1761/23

102

Table4: devices that can be upgrad@d ACTIVE MODE
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Once the devices shown ihable 4 have been updated, th&erver1060/1 will take care of
updating the rest of the system; during this phd&SSIVE MODdarts. In this operating mode it
is only possible to view the update phases of the other devices. The transition befWeEWVE
MODEand PASSIVE MODi#ecurs automatically: this is valid if you update the entire system via

i K Sull Blant Updaté

odzil 2y 2 NJ Ye#

DNABa2YYyAYiRK&ESa RAIE 23,

after importing the update file intéPerCom Installer Tools

The 2 update methods (already seen FLL MODEwill now be described, that is updating the entire

system or making a selective update.

6.6.2.1 Update of the entire system (ACTIVE MODE and PASSIVE MODE)

To update the entire system I\CTIVE MODE | F&G SNJ A YL NI Ay 3

arrow) in the figure below:

[}

Current network [ 102.168.88.112 [7478:27:70:16:46] | [ Total devices: 6

Target version Loaded file <3.3.0.9smup>

3309 | 0

ACTIVE MCDE

| [ Open Update File
| Show File Details

(rees  rziBiNg yR S6 1

Urmet

(=) Commands
Full Plant Update L
(1270672025 T037:5] 19) Wodel <1717.210>; Naminal TargetVersion <3 30_MIRR( ¢y
[12/06/2025 10:31:55] 20) Model <17 2>: Nominal TargetVersion <3.3.0_MIRRO|
[12/06/2035 1031:56] 21) Model 2U>: Nominal TargetVersion <3.3.0_MIRR(
[12/06/2025 1031:56] 22) Model 3>: Nominal TargetVersion <3.3.0_MIRRO| , You're going to update the entire system.
[12/06/2025 10:31:56] 23) Model 3U>: Nominal TargetVersion <3.3.0 MIRR(
[12/06/2035 1031:56] 24) Model 1.A84>: Nominal Targetiersion <33.0.VE ™ .
[12/06/2025 1031:56] 25) Model 2_A64>: Nominal TargetVersion <3.2.0_VE This might take a while, but we recomiiend not to close the
[12/06/2025 10:31:56] 26) Mode 1_A64>: Nominal TargetVersion <33.0_VE application or turn off your computer quring this phase.
[12/06/2035 1031:56] 27) Model >t Nominal TargetVersion <33.0_1741.1V
[12/06/2025 1031:56] 28) Model 6>: Nominal TargetVersion <3.3.0-8> decq .
[12/06/2025 10:31:56] 29) Model <1 6U>: Nominal TargetVersion <3.3.0-8> de Confirm?
[12/06/2035 10:31:56] 30) Model <1761.235: Nominal TargetVersion <3.3.0_176121
[12/06/2025 1031:56] 31) Model 1>t Nominal TargetVersion <3.3.0_VER 9.{
[12/06/2025 10:31:56] 32) Model <1 1U>: Nominal TargetVersion <3.3.0 VER_ 9
[12/06/2025 10:31:36] 33) Model <1761.32>: Nominal TargetVersion <3.3.0_VER_9_(
[12/06/2025 10:31:56] 34) Model <1761.6>: Nominal TargetVersion <3.3.0-23> dect
[] Verbose Log [ Clear Log ) ( Export Log ']
(%) Devices -
Devices status
[ Selectall [ Selectedi0/6 | [ Updated:O/6 | Unknown 6 Werdng 0
. > e o Al o

[] Select visible AlLMoDELs |5 ( Polling: None | Dess o
Selected|  Id Mac address Ip address Smtus | Type Model Version Mode Progress  Topologic code  Version match  Command

1 ? A Reboot

2 ? AP 1160311393 ipercom-320-14 [ ooteeooz3ias €9 ((Reboo t

E] ? o Reboot

4 ? vOP Reboot

5 ? ics Reboot

P SERVER 10607 32014 Reboot

Figure65: upgrade of the system in ACTIVE MODE
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by IPerCom Installer Tools and their firmware version before proceeding with the update.
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In bothcases even if devices are not selected (all or in part), they are automatically selected when
@ the update phase starts.

If an update file is imported inti®erCom Installer Toddéd if the system has already been updated
0 to the same imported update file, the same message reportédiime54 is shown.

The upgrade process starts wiierverl060/1 and video door phones as shown in the figure below and as
was reported in poin® of the previous paragraph:

Selected  Id Mac address Ip address Swus  Type Model Version Mode Progress  Topologic code  Version match  Command
| 1 O00EEGOLDIES 19216888118 4+ ADP 1160 ipercom-3.2.0-14 001EE001D385
) 2 OBIEE00231A 83119 4 ADP ipercom-32.0-14
| 3 O0IEECO2DO3D 192 T o 320-19 4962
& 4 O0:AEE00526:1E 7 & vDP 176131 ER_8_10_1.R8.ROOT IPerCom NN
v 1 ACS 106048
v 1M & SERVER 1 14 - 10!

Figure66: upload phase and upgrade phase

The update phase of the single device involves an upload phdke tifmware update file (green progress
0l NJ ARfogrésk S O@ f dzYy v | yR |y dzLJANI RSProgikst 8 2 6 NS K 0 ZINE AN
seen before.

In both cases status of devices shows i7\ yStatig O2f dzvYy s GKFG A& FANNGI NB

¢ K Show File Detals 0 dzii (il 2 y & Kvathstie lidt of thelvidridus device models and the relevant
version of the upgrade file included in the smup file:

( Imported
Model Check Version
1060.1 v 3309
1060.13 320140985

3309

PRODUCT_MODEL=1060.1

DATE=2025-06-05

1PS_FRAMEWORK_VERSION=0.85
MD35=572cf131011ab8bed24 1cb2aeb3azect *1060.A-
system_3.3.0-10386.deb
MDS=bal4ca3845865¢021c8234007 1a18d0 *1060.A-
ext_deps 3.3.0-10386.deb
MDS=ac3edff312703c7e975651ca1 774506 *1060.A-
urmet_bstk_3.3.0-10_i386.deb
MDS=720100bac49e246cf7e81a93a587d5b5 *1060.A-
application_3.3.0-10_i386.deb

Figure67: update file imported successfully
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Once the update of theServer1060/1 and video door phones has been completBd\SSIVE MODE
operationis detectedand theServerl060/1 begins to update the rest of the system:

o

Current network (192.168.88.112 [7478:27:7:16:16] | | Total deviees: 6 ) ( PASSIVE MODE )

Targetversion [ 33009 0 Loaded file <330 8smup> Z. N\ ) Show File Details u r met
(=) Commands

( Working ) €=, uPDATING
( ) &

[[12/06/2025 11:06:20] Device 00:1E0:02:00:3D IDLE - IDLE
[12/06/2025 11:06:20] Device 00:1E:£0:05:26:1E IDLE - IDLE
[12/06/2025 11:06:20] Device 00:1E:£0:05:83:03 IDLE - IDLE
[12/06/2025 11:06:20] Device C4:00:AD:3F:72:

[12/06/2025 11:06:32] GuiMode
[12/06/2025 11:06:33] Device 00:1E:£0:01:03:85
[12/06/2025 11:06:33] Device 00: 1E:E(
[12/06/2025 11:06:33] Device 00:1E:£0:02: |
[12/06/2025 11:06:33] Device 00:1E:€0:05:26:1E IDLE - R_IDLE
[12/06/2025 11:06:33] Device 00: 1E:E( B3:02 IDLE - R_IDLE
[12/06/2025 11:06:33] Device C4:00:AD:3F:72:83 IDLE - R_IDLE
[12/06/2025 11:06:33] Update Manager State = SRV_MONITOR
[12/06/2025 11:06:34] Device 00:1E:E0:01:D3:85 IDLE - R_DOWNLOADING

[12/06/2025 11:06:34] Device 00:1E:£0:02:31:A6 IDLE - R_DOWNLOADING
[12/06/2025 11:06:34] Device 00:1E:€0:02:00:3D IDLE - R_UPDATING
[12/06/2025 11:06:34] Device 00:1E:£0:05:83:03 IDLE - R_DOWNLOADING

[] Verbose Log [ Clearlog ) [ bpotleg )
(A) Devices .
. . Devices status
/] Select all [ Sclected:6/6 | [ Updated:2/6 | Unknown O Werkdng 4
. — : Aive ER o
| Select visible ALLMODELS [+ ( Polling: None | e .
Selected  Id Mac address Ip address Status | Type Model Version Mode Progress  Topologiccode  Version match  Command
N 1 QOIEE0QTLD3BS 19216888118 €3  ADP 1603-11303  ipercom-3.20-14 - 00TEE001D2BS
v 2 00:1E:E0:02:31:A6 88.119 = ADP 3.20-14 |
v 3 OO:AEED02D03D 88,11 < oM 19_u0.62 -
v 4 O0EED0526:1 88117 4 voP 90 13RIROOT  IPerCom V4
v 5 00:1E:E0:05: A=Y MCS -
o 0K 4 SERVER 1060.1 19 V4

Figure68: update of the rest of the system

In PASSIVE MODEerCom Installer Toadan only monitor the update phases of the various devices.

The new operating mode is displayed on the top bar of the application section (red arréwsire68).

When the progress bar is red, the devices are out of service (bARTINVENd PASSIVBperation
modes).

Duringthe whole upgrade phaseéo not turn off your PC or close applicatignoth in ACTIVEand
PASSIVBperation modes)as this may affect the correct upgrade of the devices. As a result, we
recommend using a PC powered by the 230Vac mains
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During the phase of upload and upgradeAiBTIVEnode theCommandssection appears as shown below:

(%) Commands
| Working | UPDATING
([11/06/2025 11:40:36] Device 00:1E:EG:02:31:A6 SMART_UPDATE - DOWNLOADING (__stop Automation )
[11/06/2025 11:40:37] Device 00:1E:ED:05:26:1E SMART_UPDATE - DOWNLOADING
[11/06/2025 11:41:34] Device 00:1E:E0:01:D3:B5 SMART_UPDATE - DOWNLOAD_COMPLETED (READY TO UPDATE)
[11/06/2025 11:41:36] Device 00:1E:£0:01:D3:85 SMART_UPDATE - UPDATE_SETTING
[11/06/2025 11:41:36] Device 00:1E:£0:01:D3:85 SMART_UPDATE - UPDATING
[11/06/2025 11:41:36] Device 00:1E:E0:02:31:A6 SMART_UPDATE - DOWNLOAD_COMPLETED (READY TO UPDATE)
[11/06/2025 11:41:38] Device 00:1E:ED:02:31:A6 SMART_UPDATE - UPDATE SETTING
[11/06/2025 11:41:39] Device 00:1E:E0:02:31:A6 SMART_UPDATE - UPDATING
[11/06/2025 11:43:20] Device 00:1E:£0:0! 03 SMART_UPDATE - DOWNLOAD_COMPLETED (READY TO UPDATE)
[11/06/2025 11:43:21] Device 00:1E:£0:05:83:02 SMART_UPDATE - UPDATE_SETTING
[11/06/2025 11:43:22] Device 00:1E:E0:05:83:03 SMART_UPDATE - UPDATING
[11/06/2025 11:43:38] Device 00:1E:ED:01:D3:B5 SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
[11/06/2025 11:43:40] Device 00:1E AB SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
[11/06/2025 11:43:46] Device C4:00: :83 SMART_UPDATE - DOWNLOAD_COMPLETED (READY TO UPDATE)
[11/06/2025 11:43:46] Device C4:00: :83 SMART_UPDATE - UPDATE_SETTING
[11/06/2025 11:43:47] Device C4:00:AD:3F:72:83 SMART_UPDATE - UPDATING
[] Verbose Log ( Clear Log ) (. Export Log )

Figure69: Commands section during the upload and upgrade phase

The update phase is highlighted bylaie progress bar and an appropriate icon (see bexin the figure
above).

During the upgrade phase AICTIVE MODHhere is an automatism for the points listed below:

9 transition fromACTIVE MODie PASSIVE MODE
1 restoring any errors found during thggrade processACTIVE MOD&and PASSIVE MODE

1 repeating the update cycle (for maximum 5 times) if one or more devices fail to upfl&ElVE
MODEandPASSIVE MODE

¢ K StopirAutomatios @2dz G2

relevant dialogue box:

odziiz2zy +fft2ga

[+

’ The update process will stop at the end of the current cycle.
C
Confirm?

‘ Yes ‘ No

Figure70: request to stop the update process at the current cycle

In this case the automatic transition froddCTIVE MODE PASSIVE MODEill no longer occur and
furthermore any failed update messages must be deleted manually and a following update cycle must be
started manually (only for thACTIVE MODEIf the automatism is not removed, the 3 points listed above
are performed automatically for a maximum of 5 times. For further detailsASé@ENDDCI Failure to
upgradeall devices
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ODuringthePASSIVEMODiEKS odzi 2y a{G2L) 'dzi2YlFGAR2Yyé A&

The success of the update procedure is indicated by a green tick for each device Vretb®ri Match
column (green box):

Selected  Id Mac address Ip address Status  Typs Madel Version Mode Progress  Topologic code  Version match  Command
1 OCIEECOTD3BS 19216888118 4 ADP  11603-11393 | ipercom-3.3.0-17 IPerCom Q01EEQD1D3BS v
2 OOIEEGO23TA6 19216888119 4 ADP  11603-11393 | ipercom-33.0-17 1PerCom 0D1EE0D221A6 v
3 OGIEEGOZDO3D 19216888115 T+ oM 1060.13 33.0-14 1985 001EE0D2D03D v
4 00EEO0S2G:1E 19216888117 4 VDP 176131 3.3.0.VER 9.0_1_3_R9_ROOT| IPerCom 001EE0DS261E v
5 O00IBEC0S8303 19218888116 4 MCS 106048 330-11 IPerCom 001EE00SB303 v
6  C400AD3FT283 19218888114 4 SERVER 10601 3309 C4ODAD3F7283 v Rebost

Figure71: devices upgraded

In the "Versiori column for each device the corresponding firmware version present in the mup or xmup
file imported inlPeCom Installer Tools shown.

At the end of the upgrade procedure, it is possible to check on the system video door phones that the
FANNGF NS NBfSIFaS O2NNBalLl2yRa G2 GKS 2yS Ayadlrft
single video door phones on websitew.urmet.com.
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6.6.2.2 Selective update (ACTIVE MODE)

¢ K Selegtive Update odzili2zy |ff2ga @&2dz (2 dzLJRI DeWcesBeftbe (1 KS
therefore it is useful when it is not necessary to update the entire system but for some need you want to
update only one or more devices. To do this, after importing the update file, the following window appears:

© URMET - Ipercom Updater 1.0.2 -0 o
Current network | 192.168.88.112 [7478:27:70:16:16] | [ Total devices: 6 ‘J [ ACTIVE MODE J Open Update File _t

Targetversion | 3309 ) [ Loaded file <3.3.0_9.smup> J Show File Details.
(~) Commands

Full Plant Update Lr

[12/06/2025 14:06:49] 20) Model <1717.22>: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_9 RS_ROOT> decoded as <0.0.0.9>
[12/06/2025 14:06:48] 21) Model <1717.22U>: Nominal Targetversion <3.3.0_ MIRROR_VER 9 _R9_ROOT> decoded as <2.0.0.8>
[12/06/2025 14:06:49] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_9 R9_ROOT> decoded as <9.0.0.9>
112/06/2025 1406:49] 23) Model <1717.23U>: Nominal Targetversion <330 MIRROR.VE ¢y

[12/06/2025 14:06:49] 24) Model <1717.31_Aé4>: Nominal TargetVersion <3.3.0_VER_9_0]
[12/06/2025 14:06:49] 25) Madel <1717.32_A64>: Nominal TargetVersion <3.3.0_VER 9.0/
[12/06/2025 14:06:49] 26) Madel <1717.41_AG4>: Nominal TargetVersion <3.2.0_VER 9.0/ ,
[12/06/2025 14:06:4] 27) Model <1741,1>: Nominal TargetVersion <3.3.0_1741.1_VER_9.(
[12/06/2025 14:06:49] 28) Model <1761.16>: Nominal TargetVersion <3.3.0-85 decoded s~ ™
[12/06/2025 14:06:49] 29) Model <1761.16U>: Nominal TargetVersion <3.3.0-8> decoded This might take a while, but we recommend not to the
[12/06/2025 14:06:50] 30) Madel <1761,23>: Nominal TargetVersion <33.0_1761.21 VER |
[12/06/2025 14:06:50] 31) Model <1761.31>: Nominal TargetVersion <3.3.0_VER_9.0_13_

You're going to update the entire system.

application or turn off your computer during this phasd

[12/06/2025 14:06:50] 32) Model <1761.31U>: Nominal Targetversion <33.0_VER_9_0_13
[12/06/2025 14:06:50] 33) Model 1761.325: Nominal Targetversion <33.0.VER_8.0_1 3 | Confirm?
[12/06/2025 14:06:30] 34) Model <1761.6>: Nominal Targetvirsion <33.0-23> decoded 3 v
[] Verbose Log ear Log J (G Export Log )
Yes No
(~) Devices -
Devices status
] Select all ( Selected:0/6 | ( Updated:0/6 | Unoan & weding O
[ selectvisible [ aLLMODELS_ J5) [ Poling: None | ‘;‘e": : Fail °
Selected  Id Mac address Ip address Satus | Type Model Version Mode  Progress  Topologiccode  Versionmatch | Command
O 1 00EECOTID3ES ?  wr ipercom-320-14 Reboct
O 2 00EE00231A6 P ADP  11603-11393 ipercom-320-14 Reboot
O 3 00MEE002008D 19216888115 P CM 106013 32.0-19_u962 0101015401 Reboot
O 4 00IEE00S2GME 19216888117 P o 176131 010101000300 Reboot
O 5 QOMEE0058303 19216888116 P MCS 106048 010 Reboot
O 5 10216888114 D 320,14 010 Reboct

Figure72: how to partially update the system
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. @& LINBPaNoA yadzi K8y a6 NBR | NNE ¢ 0 T dedicesio b@ bpdatell R i¢'dedtigne G K
6Devices ONBR 02EUV | ySJeledidBpate 0B RO dziNINRys 06Y

[+ ]
Current network | 192.168.88.112 [T47827.7D:16:16] | [ Total devices: 6 ) [ ACTIVE MODE | [ Open Update File _l;

Targetversion | 3309 ) | Loaded file <3.3.0_9.smup> )| Show File Details

(=) Commands
. { IDLE
Full Plant Update ] [ Selective Update

[12/06/2025 14:06:49] 19) Model <1717.21U>: Nominal TargetVersion «3.3.0 MIRROR_VER
[12/06/2025 14:06:49] 20) Model <1717.22>: Nominal TargetVersion <3.3.0_MIRROR VER 9,
[12/06/2025 1406:49] 21) Model <1717.22U: Nominal TargetVersion <3.3.0_MIRROR_VER _
)
)

_R9_ROOT> decoded s <0.0.09>
_9_.R9_ROOT decoded as <9.0.09>
_R9_ROOT> decoded as <9.0.09>
) 9_R9_ROOT> decoded as <9.0.09>

[12/06/2025 14.06:49] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_MIRROR_VER_9.
[12/06/2023 14:06:49] 23) Model <1717.23U>; Nominal TargetVersion <3.3.0_MIRRCR_VER !

Madel <1761.31>: Nominal Targetiersion <3.3.0_VER_9_0_1_3_R9_ROOT> decoded as <9.0.1.3»
WModel <1761.31U>; Nominal TargetVersion <3.3.0_VER 9 0_1_3 RS ROCT> decoded as <9.0.13>

: Model <176132>: Nominal TargetVersion <33.0_VER_9_0_1_3_R9_ROCT> decoded a5 <8.0.13>
|[12/06/2025 14:06:50] 34) Model <1761.6>: Mominal €3.30-23> decoded 25 <3.30.23>
[ Verbose Log ( Clear Log J Export Log )
(») Devices -
) . ) . Devices status

[ Select all [ selectes:i/6 | ([ Updatea:o/s ) Unknown 5 Woring 0
[ Selectvisible [ ALLMODELS __|i7) ( Polling: None__ S °
Selected  I1d Mac address Ip address Status | Type Model Version Mode Progress  Topologiccode  Version match  Command

1 OOIEE0OLD3ES 118 ? w0 percom-3.2.0-14 0 Reboot

2 OOIEE00231:A6 9 ? A M percom-32.0-14 o Reboot

3 00IEEN02002D 5 ? o 2.20-19.u9.62 o Reboot

4 00IEE005:261E 7 ? DP 176131 o Reboot

5 001EE0058303 5 ?  mMcs 106048 0 Reboot

6  CAODAD3F7283 19216888114 4 SERVER 10601 010101442200

Figure73: selective update

Pressing this button starts the update of only the selected devices, @tdirming the operation in the
relevant dialogue box:

, You're going to update the following devices
-1 x 1060.1

This might take a while, but we recommend not to close the
application or turn off your computer during this phase.

Confirm?

Figure74: confirmation of selective update

The update mode is like that seen for updating the entire system in FULL MODE, that is the device update
is alwaysperformed bylPerCom Installer Tooknd not byServerl060/1, whatever device is selected

LF +ff GKS RSOAOSa IINB a4SftSOGSR YR GKS SyidAN
button, the update mode is likeULL MODRhat is, there is no transition frorACTIVE MOD®
PASSIVE MODQE
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If you select and update only the 1060/1 Server configured to update the dévisasecessary to
close thdPerCom Installer Toadgplication so that the Server can update the rest of the system

If the system has a Server configured to update devices and you connect to the system while the
Server is performing an update, the operating mode is PASSIVE (both in the update file download
phase and in the actual upgrade phase).

The 1060/1 Server configured to update the other devices does not update any other Servers present
in the system.

Any device added to the system will be updated by the 1060/1 Server; the only exception may occur
if custom video door phones are adddar (further detailssee APPENDIAL: Custom video door

phones.

G o L 0

6.7 Devices section

¢ KPevites aSOGA2Yy Aa I O0S&aaArofsS FTFOASNI ft2FRAy3I (KS dz
more detail, after loading the update file the following dialog box appears:
[+]
9 You're going to update the entire system.
: This might take a while, but we recommend not to close the

application or turn off your computer during this phase.

Confirm?

Figure75: dialogue box for full plant update
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Devicesi SOGA2Y T
following window is shown:

gl Al

irer
com

F2NJ 6KS SyR 27

A TNoée 20ddziLINSSYA SeyicdasEStiaiRiE immeki&ely availabénd the

Maodel

1 00:1EE0:01:ASF2

13 ADP

00:1E:E0:01:D: ADP

3 00:1E:E0:02:31:A6

4 00:1E:£0:02:D0:3D

00:1E:E0:05:26:1E

00:1E:E0:05:83:03

N YN YN YN

C4:00:AD:3FT2:83

() Devices —
Devices status
[ Select all ([ selected:ro/7 ] ( Updated:os7 | Unknown 7 Working 0
r » e 0 Fa o
[ selectvisile [ Almodels | =) ( Polling: Nene J [ Deadt o
Selected 1D Mac address Ip address. Saws  Type Version Mode  Progress  Topologiccode Versionmatch  Command

Reboot

Reboot

Reboot

Reboot

Reboot

Reboot

Reboot

Figure76: devices section

If you access thBevicessection after updating, the screen liigure76is slightly different but the features

described below remain valid.

TheDevicessection displays the devices in the IPerCom system to which you are connected and which can

g

be upated. For each device, a series of information is reported such as IP address, MAC address, model of
device found (blue box). The detailed list is reported in paraghafimation on the devices

Furthermore, you can also do the following:

9 select and filter the devices found in different ways;
1 detect the operating mode.

All these operations will be illustrated in detail in the paragr@@vice selection and filtering

6.7.1 Device selection and filtering

Below is the operation of the checkboxes

and ddmwn menus present in the red box in tiXevices

section:
[~) Devices P
B . B . Devices status
[] Selectall [ selectedio/7 ) [ Updaediorr ) Unknown 7 Workng 0
[selectvisivle [ Allmodels [’ ( Polling: None | ;;:: oo o
Selected 1D Mac address Ip addres Status  Typ Mode Progr Topologic code  Version match  Command
1 OIEE0: ?  aop Reboot
00:1EE00T:D: - Reboot
3 OOEED0231:A6 i Reboot
4 O01EE002D03D ? Reboot
00:1EE0:0526:1E ? e ] Reboot
b Reboot
P SERvER 1 Reboot

Figure77:flagsand drojR 2 6 y Y Sy dza
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CheckboxSelect all: if selected, this checkbox allows selectalithe devicegeven those not displayed in

GdKS
none of the devices found are selected.

fAad FFAGSNI I

TAL G S NALY HODERIRoRHoWH rBeyiu). LIBoN RN, S R

Drop-down menudALL MODEEShis dropdown menu allows filtering the list of devices found based on a

aAy3t S RS JANMSek YouRSvith rédaaBdv). @nly device modglgesent in the systenare
available in the droglown menu, but not all the available models.

CheckboxdéSelect visible if selected, this checkbox allows selectimgly the devices displayed in the

éDevices sectiom ¥ 2 NJ S E | ALLMGDEESofdovinkr@nu dilter is set to 1060.48, selecting the

OSelect visiblecheckbox selects only devices of model 1060.48 and not the other dgwiesent in the
system If this box is not checked, no device displayed in the list will be selected.

This function is useful if, in the presence of many devices, you need to select only those corresponding to

the model chosen before.

C A SSelRcted x/#. this field displays the number of devices selectégd

F2dzy RIxg RAf SIKES ydzYoSNI 2F RSGA
0SSy

A 2 4 oA

aSt SOGSRxE S@Sy AT (K2aSs

A O«

S
A

down menu to a specific device model).

CA SHolgY G KA a
all thedevices or even one, the polling service starts.

C A SUpdated: this field shows the number of updated devices, after starting the upgrade process.

Aa GKS Gz2dt

a aSt SOGSRO

TASE RloreEKR glaa GyKS RIS AMBS akl a & S

t

L¥
& LJ I ALS RIODESIrop-K S

(0]

S

Further sorting and filtering operations can be done by Fgiaking the mouse in the white box where the
devices are listed. The following drdpwn menu appears (red arrow):

112

Figure78: drop-down menu of device sorting and filtering
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a S v dwtomatic polling: if selected (default choicepolling will occur cyclically on each selected device;

if deselected, the menwéSingle polling cydde A& Syl of SRY LINBdlidgisgsdon afyall KA 3
selected devices will start from the first and end on the last deviia® a further polling cycle press the

6Single polling cydlanenu again (for the result of the polling see paragragtvice status informatioh

a S v davert selectio& this menu allows inverting the current selection of the various devices (from
selected to unselected and vice versa).

a S v dxcldde dead onésthis menu allows deselecting devices that are no longer connected to the
system or, more generally, devices that cannot be reached via polling. These devices (if selected) are
YI NJ] SR Stafug éolkirén byt a red arrow (for further details, see paragrdpformation on the
device).

a S v dExcldde updated onés this menu allows deselecting the devices whose firmware release
corresponds to the one that waseviouslyuploaded, i.e. the devices thatese already updated.

6.7.1.1 Device status information

hy GKS N 3 Révices deddi®h therd is diskn@marny table on the operating status of the devices,
as shown below:

y dzY 6 SNJ 2 F UkkSo®id statbisy thak iy’ devices not selected in the list,

ydzyo SNJ 2 F ARESHEtGsS that is devios which are normally working (devices that
respond to polling),

 ydzYo SNJ 2 T Déud gatud $hat is Meyvices which are not normally working (devices that do
not respond to polling),

y dzY 0 SNJ 2 T Fa¥Status Qifatis davices whose upgrade process is not completed,

Yy dzY 6 SNJ 2 T WBRrEngstaus ithatiisyflevites whose upgrade process is still running.

= =4

= =4
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6.7.1.2 Information on the devices

For each device, a series of information is reported which may vary depending on the operation being
performed. This information is grouped in a series of columns whose name, meaning, value and possible
icon is shown in the following table:

Column Name Meaning/Possible values Icon
Selected Flag to select/deselect a device /
ID Unique identifier of the device | -
Mac address Device MAC address | e
IP address Device IP address | e
Alive able to poll the device, if the device is selected "‘
Dead unable to poll the device, if the device is selected (e.g. l'
the device is not connected to the system or is faulty)
Status Unknown the device is not §elected or tleplication is waiting o
for a response from the device =
Upload/Upgrade device firmware upgrade or firmware upload «
is in progress -
Fait the upgrade process has failed !
Type Device type ) | e
Model Device model ) | e
Version Firmware version on the device | -
Mode Type of system detected (field valued only for some devices)] ~  ----
Progress Progress of the upload and upgrade phase. Progress bar green
for upload phase /
red for upgrade
phase
Topologic code Deviceposition in the system topological structure (**) | -
Matches the imported firmware version matches the one v
already present on the device
Version match Does not matchthe imported firmware version does not match
the one already present on thaevice
Unknown No firmware updates have been imported yet L 4
]
Command Button to reboot the device Pa—

Table5: icon meaning

It is possible to sort the list of devices found in ascending or descending mode according to the
valuesthat appear in each individual column simply by clicking with the mouse on the column
header.
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6.8 Conseguences of not having a system that is not updated to a version of IPerCom

It is essential that all devices and/or applicatioli®efCom Installer TopBwitchboarcandIPerCom Cliept
are aligned to the same IPerCom version, otherwise the proper system operation is not guaranteed.

The possible presence of a misalignment between the IPerCom versions of the devicesapptidations
is signalled by the IPerCom system via:

1 IPerCom Installer Toddplication,

9 video door phone,

1 IPerCom Cliertpplication,

1 Switchboardapplication and table switchboard 1060/42.

The check is not actually done on the IPerCom version but on the software development platform version
(UPTK) incorporated into the same IPerCom version: in general, the presence of different UPTK versions
implies the presence of devices/applications with different IPerCom versions in the same system.

In all the three cases mentioned above a list of software devices/applications whose UPTK version is not
aligned with the local UPTK version of the device/application that reported the misalignment is shown.

The mode in which this is reported is explained in detail in the dedicated paragrghst€nance and
Devices/applications not aligned to the same IPerCom version (or software development platform YPTK)
in the sections relating respectively BBerCom Installer Toadd to the video door phones of the IPerCom
system. As regards tHerCom Cliergpplication andswitchboardl060/41-42, please refer to the relevant
manual available on the websiteww.urmet.com.

If there are no video door phones in the system, the IPerCom Installer Tools or Switchboard or
IPerCom Client application must be used to detect the presence of devices and/or applications with
misaligned IPerCom versions.

MT124032P 115


http://www.urmet.com/

|Per

com

7 Commissioning a system throulgterCom Installer Tools

To put an IPerCom system into operation, the installer must uséReBeCom Installer Tocdgplication for
Windows, if the system is largaedium sized A largemedium sized system means choosing one of the
following proposed models from theonfigurator

1 OAMultiBlock T
1 d&Multiple Stairs T
1 dSingle Stagr ©

For further details on the proposed models bynfiguratorsee paragraptselecting the system topology
(model) and theconfigurator structure.

Thecommissioning of a systemialPerCom Installer Toadssentially concerns the 4 points listed below:

9 setting the date and timge

creating the project, which also includesonfiguration;
appling (distributing}the configurationto the system;
securing the system

= =4 4

Setting the date and time on the system WRerCom Installer Todlks of fundamental importance to avoid
malfunctions related to the distribution of the configuration. The distribution of date and time to the
system is done by devices equipped with an internal clock (for further details see the paradjraptum
requirements for the installation of ahPerConsystemn).

The creation (or the change) of the configurationl®erCom Installer Todks done by calling thePerCom
Configuratorapplication or more simplgonfigurator(see paragrapfheconfigurator).

The creation (or the change) of the configuration can only be done by one user at a time and the system
prevents two open configuration sessions on the same systeitiPei@om Installer Tools

Theconfiguratorallows also saving the configuration associating it poaject

By means ofPerCom Installer Todlsis then possible to transfer the configuration to the various devices in
the system and make the system itself safe (see paragedgtauthorization managemeny.

For each officially released version of IPerCatarfing from version 1.1)0there is the corresponding
version ofIPerCom Installer Toolas the versions of a system aliRerCom Installer Toafsust always be
aligned.

The application allows the commissioning of an IPerCom system and at the same time features a set of
additional functions which make it an indispensable tool for system configuration and maintenance. All
these functions will be explained in detail later in this manual.
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In the sectionUpgrading and configuring an |IPerComystem all the features of the IPerCom
Installer tools are listed.

In this introductory chapter it is sufficient to underline thatiPerCom Installer Todlse system you want
to configure (by system meaning the entire network, devices and IPerCom software applications) is called a
site.

It is possible toassign a name to the sit¢via the configurator ofiPerCom Installer TodlsThis is a
fundamental data because it allows the site to be uniquely recognized in all the possible applications in
which it is involved:

- the configurator where when creating a new project, you must enter the name oftte
- IPerCom Installer Toglhere the name of theaite given in theconfiguratoris visible in the Sitée'
tab on the right side of the screen,
- CallMe Managerwhere the name of theite appears in the list of sites managed by the building
manager.
O The 3 points above are illustrated in detailNRPENDIX1Y ¢ { A0S VI YSé | yR aDf :
definition.

On IPerCom Installer Toola the 6Site tab, it is possible to check the alignment status between the
configuration relating to the project (associated with the site) and the configuration present on the site
(plant), highlighting the following possible situations:

9 site configuration aligned with that present in the project (same date and time);
9 site configuration older than that present in the project;
9 site configuration newer than the one present in the project.
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7.1 First run of IPerCom Installer Tools

At the first start oflPerCom Installer Toddplication, afterthe search for a more ufp-date version
YR GKS Ll2aaAirofsS dzLJANI RS & S ladnchiEl ahSa oRSASHLIO28Yd B YS G S

Welcome to IPerCom Installer Tools

Manage Site

Firmware Upgrade

|PerCom version check on the system

Figure79: auto-detected or directly selected 3.3.0 IPerCom version

e

t NSaa (KvBnageditéld 2Ayy i KS NBR 02ET (KS F2ftf26Ay3I &

Select the IPerCom version to use

330 ¥

OK

Figure80: drop-down menu to select the IPerCom version want touse

From the dropdown menuin the red boxselect the IPerCom version you want to wauith.

Eachofficially releasedrersion of IPerCom corresponds to a specific UPTK software development
platform: the IPerCom Installer Tools application (which you waansémust be aligned with this
version of UPTK (otherwise IPerCom Installer Tools application reports an error). For further details
see Devices/applications not aligned to the same IPerCom version (or software development

platform UPTHK

Ly GKAA ¢l @& AG A& LkRaaAiroftsS G2 OKz22aS FTNRY | &j
Z? work with (thus avoiding having different versions of the same application installed on the same PC).
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If you choose a versionbft SNJ 2Y 20KSNJ 4KIFy ododn FyR GKSy LI
be downloaded from the Internet, as shown in the figure below:

Installation of IPerCom Installer Tools 3.2.0

The IPerCom Installer Tools 32.0 compenent must be installed
The needed files will automatically be downloaded from Urmet internet servers.

Figure81: request to install version 3.2.0 of IPerCom Installer Tools

C
e
ry..

By pressing th& / 2y i Ay dzSé¢ odziG2ys GKS R2gyf2FR 27F
application startsWhen the download ends, the following windows appears

Upgrade in progress, please wait...

Installation complete!

Figure82: version 3.2.0 of IPerCom Installer Tools installed

8 LINBaaiy3d GKS ahYé odzid2ays GKS odndn OSNEA2Y

After downloading and installing a specific version of IPerCom Installer Tools, if this is updated
online, the next time you start up you are prompted to update the version in question.
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Import
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Local status
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Save

Save backup

Close site

Export

Delete projects

Exit

irer
com

tkup | Maintenance

GKS FT2fft26Ay3 aONBSy

Urmet Cloud

INSTALLER LOGIN

To use this application, you need ko login. If you don't have an
Urmet Cloud account, you can create one in a few clicks

PY User
"
Y
a Paccword
Remember me Forpot your credentials?
LOGIN
CREATE ACCOUNT

B.3.33.15 [74:78:27-ECA3:EC]

urmel

Q

Connect to site

Figure83: start screen page of IPerCom Installer Tools

The first thing the installer is asked to do is to authenticate to Urmet Cloud, creating the relevant account
(if it has never been created previously).

The |corm indicates that authentication will take place on the European Urmet cloud; if you

O press the mouse once on the icon in question, it turn- indicating that the authentication
will take place on the Chinese Urmet cloud.

At the first start IPerCom Installer Tools automatically shows one or the other icon based on the first
O response received following a ping to the European and Chinese Urmet cloud. The setting in

guestion is however memorized and maintained at subsequent program starts.

Reqistration to Urmet Cloud is mandatory for configuring the system: the PC (whelhedteom Installer

Toolsapplication is installed) must therefore have an Internet connection.

Without registration to Urmet Cloud, it is not possible to use ttieerCom Installer Toals

Below is a description of what to do to authenticate to Urmet Cloud.
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7.1.1 Urmet Cloud authentication
Creating an account is done by pressingd@@EATBCCOUNbutton.

The following window opens where it is necessary to fill in the fields markedawitisterisk:

@ IPERCOM Installer Tools Version 3.3.0.39 — x
REGISTER INSTALLER
Email*:
Password*: «>»
Repeat password™: O J

Business Name™:
VAT Code™:

Name*:

Surname™:

Phone number*:

Mobile phone number™:

Street address™:
City*:
Province®:

Post code™

Country™ United States v
Language® English (United States) v
Contact method*: O 5MS O Email [ Letter

CANCEL NEXT

urme
Figure84: new account registration window

After filling in all the fields correctlythe dNexg€ button is enabled and, after pressing it, the following
screen appears

TERMS OF SERVICE AND PRIVACY

| declare that | have read and understood the following conditions

* Privacy Policy

I declare that | have read and fully accepted the following privacy provisions

Read more
O Aceept O Decline

*Terms of Use

laccept and declare that | have read and understood the following contractual
conditions.

Read more

O Accept O Decine

] L

Fme
Figure85: terms of service and privacy
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At this point, after accepting the general conditions of use and the privacy policy, you can press the
(Registef o0dzi 2y G2 O2YLX SGS GKS NBIAAGNIGA2YyS | a O2y

Registration

e User installer_urmet@urmet.com registered correctly. A
| | confirmation email has been sent. You must click the linkin

the email to activate your account

0K

Figure86: registration successful

The last step to do is to go to your email inbox and click on the account activation link. You are then
transferred to a web page which confirms that activation was successful:

-t
Ll uriel
y

Figure87: account activated successfully

Once the account has been activated, access to Urmet Cloud occurs by entering the username and
password in the authentication window (red box):

INSTALLER LOGIN

To use this application, you need to login. If you don't have an
Urmet Cloud account, you can create one in a few clicks.

User

AR installer_urmet@urmet.com

Password
a ek dkeoke ke kodede

Remember me Forgot your credentials?

LOGIN

CREATE ACCOUNT

urmel

Figure88: login window
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The 'Uset field must be filled in with the nail address entered during registration, just as the password is
the one entered during registration.

Pd GKAA& LRAYUDGHEA VIdEIE 200NBI2a | 0K SYy GAOFGS 2y | N¥Si

Correct access is indicated by tledowing popup window:

o Urmet Cloud login completed.

OK

Figure89: correct access to Urmet Cloud

InFiqure88A ¥ & 2 dz ®Rénfe@®@ime(i 3 S&d R G(KS ySEG GAYS @&2dz f 23
longer be asked to enter your username and password as they are automaticallyapesl bylPerCom
Installer Tools

If you have forgotten your password, you can setgainLINGS & EdkggtJouricredential§? o aRighré f Ay
88). The window that appears is the following:

CREDENTIALS RECOVERY

Please enter the email used for registration

SET ANEW PASSWORD

CANCEL

urmel
Figure90: credentials recovery

After entering your registration email address, simply presso®et a new passwoédutton. An email is
sent to the address entered through which you can set a new password.
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After logging in, the screen that appears is the following:

@ IPerCom Installer Tools - App Version: 3.3.0-39 - UPTK Version: 9.84 . [m] X

Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud

New Local status M Live status: OFFLINE
=] S
Configuration available Configuration available
S R—— Conforson alged
—~
10.3.33.15 [74:78:27-ECASEC] M
iFer |
Com ® Remote connection Connect to site
Figure91: IPerCom Installer Tools screen atiemet Goud authentication
Pressing theUrmet Cloud tab displays the screen shown below:
@ IPerCom Installer Tools - App Version: 3.3.0-39 - UPTK Version: 9.84 — O X
Site Configuration Security Date/time Diagnostic Systern logs | Systembackup | Maintenance

A\ Urmet Cloud

Current status: Logged in as installer_urmet @urmet.com on Urmet Cloud International (EL)
Edit profile information

You can now make use of all Urmet Cloud benefits

A\ |PerCloud Management

Site status: No project opened Pre-Activate license bundle

License bundle pre-activation history

Figure92: screen of the Urmet Cloud tab after claudthentication

The Urmet Cloudsection displays the username (email address entered during account creation) with
which you logged in to Urmet Cloud. Téiedit profile informatioa button allows you to modify the data
entered when creating the account.

The IPerCloud Managemensection instead concerns more directly the configuration of the IPerCloud
mode and is explained in detail in the next paragraph.
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7.1.1.1 Preactivation license bundle and gaetivation license bundle history

The IPerCloud Management SOG A2y 606t dzS 0 2 E (PreAdi@&e IBehsedbundiek § yaRdzi
dLicense bundle practivation historg Y 02 G K Fdzy OGA2ya | NS dzaSTdzd F2NJ
IPerCloud mode.

Pressing the Preactivate license bundléoutton, the following screen opens:

LICENSE BUNDLE PRE-ACTIVATION

Pre-activate a license bundle before distributing it to the Building
Manager. Anyone who owns a pre-activated licensed package can
then use it to activate every single license contained in it

License Bundle Serial Number - -

PRE-ACTIVATENOW

urmel

Figure93: license bundle practivation

In the "License bundl&erial Number' field it is necessary to enter the serial number of the license bundle
forprel OGAGIF GA2Yy o0& GKS AyadltfSN®D ¢KS ydzyo SN Alka 4Kz
shown in the following exampliggure:

g ~
ormeC  [IRUNANURINI
S/N 0000-0000-0000

1065/001
Licenza 5 anni 1 utente
5 years one user licence

A/C

[Per
. .t

Figure94: serial number of license bundle
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After entering the serial number and pressing tHeREACTIVATE NOWutton, the following window is

shown, through which the installer can accept (or reject) the license agreement relating to the IPerCloud
software (End User License Agreement):

IPERCLOUD END USER LICENCE ACCEPTANCE

| declare that | have read and understood the following conditions

* LICENCE TO USE IPERCLOUD SOFTWARE
1.DEFINITIONS:

Read more

O Accept O Decline

Ean:e'

urme
Figure95: viewing of the IPerCloud user license agreement

Itis required to select theAccept item and then press theSavé button to proceed with theprocedureof

licensebundlepre-activation. Once this is done, the positive outcome of the-getivation is confirmed by
the following message:

Success

e License bundle with serial number 0000-0000-0000 has
‘0‘ been pre-activated successfully

0K

Figure96: license bundle practivation

If a license bundle has already been-aativated, this is indicated by the following message:

Error

- License bundle with serial number 0000-0000-0000 has
\0\ already been pre-activated before

0K

Figure97: license bundle already pestivated
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The 'License bundlere-activation history button allows you to view all the licendmndles already pre
activated with preactivation date and time and serial number, as shown below:

IPERCOM Installer Tools Version 3.3.0.39 X

LICENSE BUNDLE PRE-ACTIVATION HISTORY

Date Event

Show_ |License bundle pre-activation ¥ Pagel/

Show EULA text irme

Figure98: License bundle practivation history

¢ KShow EULAtekt odzitizy +ff2sa &2dz (12 OA Saccepted Buring$re i 2 F
activation
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7.1.2 Project and site
IPerCom Installer Todsbased on th@rojectandsiteO2 y OS LIl a5 KA SitEfOA IKGSR Ay (Gl

Thesite represents the system you want to configyreeaning for system the entire network, devices and
IPerCom software applicatiops

The configuration of asite occurs by creating g@roject with the related configuration, for example
definition of the system topology, addition of devices on the topological nodes, addition of apartments
(IPerCloud or nofPerCloud), definition of any address books and activation rules, creation of residents and
not residents, configuration of system and call forwarding parameters.

The creation (or modification) of the configuration relating tpraject takes place fromiPerCom Installer
Toolsby launching thelPerCom Configuratoapplication or simply theconfigurator (see the relevant
paragraphlheconfigurator).

Through theconfiguratorit is also possible to assign within tpeoject a significant name to thsite you
want to configure and therefore associate thmject with the site (system).

On IPerCom Installer Toglsfter connecting to the systemit is possible to transfer the project
configuration to the site and check the alignment status by highlighting the following possible situations

9 site configuration aligned with that present in thgoject;
9 site configuration older than that present in th@oject;
9 site configuration newer than the one present in tpeoject.

l & a22y | a (KS O2y TA3dzNJ Syateanyi® 2 FA $f RINRE Sy A If dzS {ONS
value calculated starting from the date of creation of the configuration file) (for further information see
paragraphProject and site parametels

LG A& LkRaarofsS a2z F3320AF3GS | LISEsers @i {2y Rbeeldd B .
paragraphdSave backug how to create one or more backups of a project

However, it is absolutely forbidden to associate projects with the san®ystem ID to different sites.

All these concepts will be explained in maletail in the following paragraphs.
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Having defined the concepts pfoject andsite, it is now possible to explain in more detail the items in the
screen below and how they work:

[m] X

Security Date/time

Diagnostic

System logs

Systern backup

Maintenance

Urmet Cloud

New

Open

Import

Save

Save backup

Close site

Export

Delete projects

Exit

|Per

com

Conflpuration avilsble

System logs availabie offline

Fraject saved an U

Remote connection

Configuration algned

10.3.33.15 [74:78:27-ECA3:EC]

Q

Connect to site

Figure99: IPerCom Installer Todgartup screen

After starting thelPerCom Installer Tooégpplication, all the tabs in the red box at the top are disabled
apart from thedSite€ and dUrmet Cloud tabs. The only operations possible in this phase are those that can

be performed usinghe buttons inside the green box and shown below.

0¢Ké GhLISyé¢ odzidz2zy Aa OGAGBS AF LINR2SOiGa KI

MT124032P
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7.1.3 Qeatinganewproject

To create a newproject, LINS & aNewk K $ d#Afihg foyowing window opens where you can enter the
name of theprojectand then confirm with OK' button or cancel with Canceél button:

Choose a name for your project

IPerCom 330

Cancel 0K

FigurelOO0: creation of a new project

t NBaaArgrka aidkBlizays GKS LINRP2SOG gAaff .0S al gSR FdzizYl

Starting from version 3.3.0 dfperCom it is no longer possible to save projects locally on your own
PC.

The project name must be unique among those already present on Urmet Cloud and cannot contain
the following special characters: * : < >\|/

G Using the configurator, it will be possible to associate fh@ect with its configuration to a plant
site (for further information see paragraphdow to use IPerCom Installer Tooldor the
configuration of a system
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7.1.4 Openingaproject

To open a projectlready saved on Urmet Clotid & 2 dz Y SS R Qpeté LoNdBi&(a2 yidK S¢ KS 7§
window opens wher¢he projects associated with apecific siteare displayed:

Please select a project

Your projects on Urmet Cloud ®
Last saved Notes

Milan

5/20/202511:26:30 AM Latest version

MNaples

5/20/202511:20.05 AM Latest version

Turin via Bolegna 188/C
5/20/202510:52:40 AM Latest version

Figurel0l opening already saved projects

The projects displayed are linked to authentication on Urmet Cloud, meaning that only projects created by
the installer who previously logged in to Urmet Cloudii#ierCom Installer Toolgll be displayed.

The names of the sites are highlighted in blue and immediately below igdteeand time of the last
modification of the project(as shown in the red box).
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If you select with the mouse the date atithe of the last modification of the project, the following screen
appears:

Please select a project

Your projects on Urmet Cloud e
Last saved Notes
Milan
5/20/20251:26:30 AM Latest version
MNaples
5/20/202511:20:05 AM Latest version

Turin via Bolegna 188/C
|:> 5/20/262510:52:48 AM Latest version

DuickInfo
Project name |PerCom 3.3.0
System ID T7E7731147
IPerCom Version 330
Last configuration change 5/20/20251:07:20 AM
Cancel 0K
Figurel02 project associated to thsited @0NRA Yy A . 2t 23yl mMyyk/ €

In theQuick Infod SOGA2Y ONBR 062E0 (KS Tdia dia BBlaghayl83CR & & ki S NP LILX
in sequence, namely:

 dProjectnamé Y yIYS IFAPSYy (2 GKS LINP2SOU NWKSFdzONB Y O X

 SystemIBY dzyAljdzS ARSYUGAFASNI 2F (GKS &AGS OF f Odz |
configuration file of the relevant project;

 dPerComversienY Lt SNJ 2Y @OSNBA2Y GAUK GKAOK (GKS O2yFA

{ dLast configurationchangeY RIFGS yR GAYS 2F GKS ftFad Y2RATA

¢ KSlotegg O2f dzYy AyRADHatesk @Fioh®E I &4 GKSNBE Aa 2yte 2yS LI
site in question. If there is a need to associate a project and multiple backups of the project with the site,
see the paragrapliSave backug how tocreate one or more backups of a project
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7.1.5 Importing aproject

To import aproject, you need to press thémport€ button. There are 2 import methods and they allow
you to:

1 use the samérojecton another PC other than the one where it was created and saved
1 use aproject created with old versions dPerCom Installer Toots1n a newer version(the oldest
version allowed is 2.0.0f this project was not saved on Urmet Cloud

The first import method is useful if the installer transfers the authorization to make changes to the project
to another installer(for further details see paragrapfransfer of theLINE LJSnisit#llér Authorizatioré to
another installe): in this case the second installer must import the project on his PC after the first installer
hasexported it and sent it to him.

The second import mode is useful if, after updating a system, you still want to use the project already
created with the previous version of IPerCom. This mode should be used if the starting project was saved
locally and not on Urmet Cloud.

If the starting project has already been saved on Urmet Cloud, at the end of the update, after
launching the correct version of IPerCom Installer Tools, the project will continue to be visible to the
installer (as it was before).

The 2 import modes are now described in more detalil

7.1.5.1 Import aprojecton anotherPC

To import aprojecton another PC it is necessary to press timegort' button. The following screen opens

Import project

Per

com

Import from .GZ file Impart from clder versions

Cancel

Figurel03Yy &L YLI2 NI LINR2SOilé¢ sAYyR26

[y
Then press the butto. A window opens through which you can import .gz files or .sbz files
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IMPORT OEGZ FILES

The .gz files are files previously generated on another P®PénCom Installer Toos A (i K EXp&S &
button, after having opened thprojectto be exported.

The .gz file thus generated must be copied to the PC where it is to be imported, sbelratated project
is available inPerCom Installer Tools

¢CKS AYLERNI 2LISNFGA2Yy R2Sa y20 2Ly (K SOpedNPERIOI2 yRA
The import operation of a project is useful when you want to allow a second installer to make changes to
the same project. For further details see the paragrapansfer of theL IN2 |ISnistEllér Authorizatiord

to another installer,

If you import a project on another PC, whose configuration has already been appliednensite it is
strictly forbidden to transferit to another factory reset systemthis would be possible if the installer who
first created the project with its configuration transfers his ownership of authorized installer to a second
installer, who would then be able to open the imported project and apply the configuration on a second

system.

Without transferring the ownership of authorized installer, the above is not possible, because when the
second installer opens the imported project, IPerCom Installer Tools displays the following message:

Unable to change system configuration, You are not the
authorized site installer. Contact the building manager.

QK

Figure104: installer notauthorized to make changes to the project

CKS AYLRNI FdzyOliAzy &Kz2dZ R 2yié& 6S dzaSR G2 GNI y:
installer to another (see paragraphlransfer of the LINE LJSInsIalker Adthorizatiord to another
installer), provided they are working on the same site.

If aprojectis exported and then imported to the same PC, this operation returns an error, because a
projectwith the same name already exists

If aprojectis exported to a PC, then modified on a second PC through IPerCom Installer Tools and
G finally you want to import it on IPerCom Installer Tools from the first PC, the operation is possible
only if on IPerCom Installer Tools of the first PC the previously cpraettis deleted

O In the import operations it is recommended to use IPerCom versions equal to or greater than the
one used in therojectexport phase
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IMPORT OESBZ FILES

The .sbz files (server backup zipped files) are files generated vi&yiseen Backupab and are backup
files that contain the ise configuration. Importing a .sbz file is equivalent to locally importing the site
configurationfrom which the backup was generated. For further details se€sygem backuyparagraph

1 g4

¢KS AYLERZNI 2LISNIGA2Yy R2Sa y20 2Ly (K SOpedNPERIOI2 yRA

7.1.5.2 Import a projectfrom older versions

The feature to import a project froralder versions of IPerCom is useful after performing an update of the
IPerCom systenif the starting project was saved locally on your. RCthis way the project is also made
available to the IPerCom version to which the system was updated.

For example, if an IPerCom version 3.2.0 system has been updated to version 3.3.0, to make the project
also available ifPerCom Installer TOoBSNBR A 2Y o®odnI Al Inporty SOCiZHEE2! yNE
following screen opens

Import project

Per

com

Import from GZ File Import from older versions

Cancel

Figurel05Y &L YLI2 NI LINR2SOil¢ 4AYyR26
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Pressngthe button, awindow opens with the dropdown menudPerComVersiorg, which allows you to
choose the IPerCom version from which to import fejectd { St SO AYEE LI KEK I G BX{ Gz
screen is shown:

Choose an old project to import

IPerCom Version 320 v

3.2.0 System

Figurel06: old projectin 3.2.0 IPerCom version

O The minimum IPerCom version from which it is possible to impodjectis 2.0.0.

A X L A%

Once theprojectK & 06SSy 4SSt SOGORS> ocaal (RNEA AXNY X al K LE NI SR
version selected in thBPerCom Installer Todeuncher (see paragraghtarting the Launchér

The correct outcome of the operation is indicated by the following dialog box

File "3.2.0 System’ imported successfully. Available project list has been
updated.

QK

Figurel07: import successful

Through thedOperg button it will be possible to open thgrojectjust imported

G If the project created with old versions of IPerCom Installer Tools was saved locally on your PC, once
imported into version 3.3.0, it is automatically saved on Urmet Cloud.
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If the project created with old versions of IPerCom Installer Tools had already been saved on Urmet
Cloud, the import to IPerCom Installer Tools version 3.3.0 is automatic.

7.1.6 Deletingone or moreprojects

To delete one or more projecgaved on Urmet Clodd @ 2 dz Y SS R Ddlee projtB & & ddi K3y & ¢
following window opens:

Select one or more projects

Your projects on Urmet Cloud B
Last saved Notes
Milan
5/20/202511:26:30 AM Latest version
MNaples
5/20/202511:20.05 AM Latest version
Turin via Bologna 188/C
5/20/202510.52:40 AM Latest version

Figurel08 deleting one or morprojects

To select a project, simply press the left mouse button on the relevant date and time or on the name of the
site to which the project has been associated.

To selectmore LINP 2S00 asx aAyYLi e R2 GKS 020&TREYR SaA ot il
keyboard.

To select all the projects of a site (see paragrapave backug how to create one or more backups of a
project), simply press the left mouse button on the name of the site in question.

¢2 RSESGS GKS aSt ORI SORIzZILINRY2d5 O as LINBaa GKS a
¢2 OFyOSt (KS 2084 GANAYR2yWNEaa GKS 4

7.1.7 Closing the application

To quit the applicatioyyou need to press theEXit' button.
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7.2 Project and site parameters
After logging in to Urmet Cloud, this screen appears:
(<}
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance | Urmet Cloud
Open
| W=
B
Save backup
Close site System logs
Export Froject
Delete projects
Exit
10.3.33.15 [74:78:27-EC19:EC] S
|Per
com ® Connect tosite

Figurel09: IPerCom Installer Tools screen after clauthentication

In the box highlighted in blue all the information related to theoject is loaded, whereas in the box
highlighted in green all the information related to tkie is loaded. In both boxes all information is shown
in cread-onlye mode.

To understand how and when the above parameters vary, some cases of practical use of a system
configuration will be described

Before doing this, table with the information available in th@ ocal statu§ section (related to theroject)
with their meaning is show(blue arrow)

Fields Meaning

System ID Unique identifiercalculated from the date of creation of the configuration f
of the relevant project.

Configuration available Selected if therojecthas a configuration file, otherwise it is not selected.

Creatdon Date of creation of th@roject configuration file.

Modified Date of the last modification of theroject configuration file.

System Logsaved locally Selected if theproject contains a copy of th&ystem Logstherwise it is not
selected (for further details see the relevant paragraplstem Logs

Projectsaved on Urmet Cloud Always slectedasthe projectis alwayssavedon Urmet oud.

View IPerCom manual online Link to consult the IPerCom manual for the installer online.

Table6: meaning of the fields in the "Locatatus" section
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47 The above fields are assigned a value when creating a configuration file or opening an existing
project

A table with the information available in th&ivestatus' section with their meaning is showred arrow)

Fields Meaning

System ID Unique identifier calculated from the date of creation of the configuration
of the relevant project.

Global site ID Unique identifier to identify the site in th€allMe Managerpplication.

Site name Name to be associated with the site via tbenfigurator

Configuration available Selected if thesite has a configuration file, otherwise it is not selected.

Creaedon Date of creation of the site configuration file.

Modified Date of the lasmodification of the site configuration file.

Connected Selected if you are connected to thétes otherwise it is not selected (t
connect to the system see below).

Gonfigurationaligned Selected if the modification date of theroject and the site configuration filg
coincide.

Mode Shows the operating mode of the sit&érvet mode or 'No servel mode.

Server IP

Connected devices Shows the number of devices connected to gie (present or not present ir
the configuration file).

Network interface It allows selecting the network interface through which to connect to she
(in local or remote mode).

Remote connection Selected if connecting to a remosite.

Table7: meaning of the fields in the "Live Status" section

0 The above fields are assigned a value when you connect to a system and when the system has a
configuration file. The last 2 are set manually by the installer

Regardless of whether the project is saved on a PC or on Urmet Cloud, all the operations described in the
following paragraphs are valid (for example transfer of the configuration to the system, export of the
configuration and more).
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7.3 How to usdPerCom Installer Todts the configuration of a system

Below is the description of the various steps to follow to configusste (system)with IPerCom Installer
Toolsand how the application parameters listed in the previous paragraph vary. The most common ways to
configure an IPerCom system are shown below (assuming the system has already been installed and wired).

7.3.1 Mode 1: system installed but not configured, creation of configuragsociated to the
projectwithout connection to the system

The various devices that make up the system have been installed and wired but have not been configured,
that isthe system has no configuration file. The steps to configure the system are described below:

createa new project and the related configuratipn
connect to the system;

set the proper system date ariine;

applythe newly created configuration to the system.

=A =4 =4 4

This is a practical example of use, as the installer usually creates the configuration in the laboratory, then
goes to the system, where the devices have already been installed, connects to the ,arstiedistributes
the configuration. It is necessary to know the MAC addresses of the devices to be added to the
configuration and the system topologhat isto know on which nodes the devices must be positioned.

7.3.2 Mode 2: system installed but not configured, creation of configurassociated to the
projectwith connection to the system

The various devices that make up the system have been installed and wired but have not been configured,
that isthe system has no configuration file. The steps to configure the system are described below:

1 create a new project and the related configuratjdeing connected to the system itself;
1 setthe proper system date and time;
1 apply the newly created configuration to the system

In this way of proceedingt is not necessary to know the MAC addresses of the various devices (when
creating the configuration) as these are automatically suggested bgdhfigurator, which is not the case

if you are not connected to the system. This will be described in more detail in parafnagpbnfigurator.
Instead, it is always necessary to know the system topolg,isto know on which nodes the devices
must be positioned.
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7.3.3 Mode 3: system installed but not configured, creation of configuraissociated to the
projectby importing it from external file

The various devices that make up the system have been installed and wired but have not been configured,
that isthe system has no configuration file. The steps to configure the system are described below:

create a new project;

import from external filethe configurationto associate to the project
connect to the system;

set the proper system date and time;

apply the newly created configuration to the system.

=A =4 =4 4 4

In the last case there may be the variant in which you are already connected to the system while
G importing the configuration file.

The first 2 ways of proceeding are now described in more detail, which are almost the same, since the only
difference is the creation of the configuration file from thenfigurator (for more details see paragraph
Theconfigurator).

MT124032P 141



7.3.4 Creating theproject and the related configuration file

WhenlIPerCom Installer Todks started, this screen appears:

(D
=

O_
o
3

@ IPerCom Installer Tools - App Version: 3.3.0-33 - UPTK Version: 9.84 - u] X
- Configuration Security Date/time Diagnostic System logs | Systermnbackup | Maintenance Urmet Cloud
New Local status M Live status: OFFLINE
Open
Import ig_ E )
Site name :
Save Configuration available Configuration available
Save backup -
Close site System logs available offline Connected
Export Profect saved on Urmet Cloud Confguration aligned
Delete projects
Exit
IPer 10.3.3315 [74.78:27-ECAS.ECT c
Com ® Remote connection Connect to site

£7r¢KS & h LIS

y

¢

Figurell10: IPerCom Installer Tools startup screen

odziizy A&

I OGADBS AT

LINE 2SO0 a

K I

The starting point is to create a nemroject to do this it is necessary to press thidewe button. The

following screen opens, where it is necessary to enter the name optbgct (to be associated with a

site):

142

Choose a name for your project

IPerCom system

Figurelll name assigned to thproject
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Presingthe 60K button, the start screen ofPerCom Installer Todiecomes as follows:
@
Site Configuration Security Date/time Diagnostic Systemn logs | Systernbackup | Maintenance Urmet Cloud
New IPerCom system ™ Live status: OFFLINE
Open E System D 2 : ::l I System 1D N/A
Global site [0 N/A
Import ; E% E
-
Site name : N/A
Save O Configuration available O Configuration svailsble
Save backup Created on: --- Created on N/A
Modified: --- Medified: N/&
Close site (] Sstem logs availsble offine O Comected
Export Praject saved on Urmet Clovd O Configuration algned
Mode: N/A
Delete projects
Exit
Connected devices: N/A
i Met Interface 1833315 (7827609601 | £
I e r Last configuration change: N/A .54
Com @ Remote Connect to site

Figurell2 projectcreated ("Site" tab)

The 'New', "Openrl, "Import'Z Satté¢ >Savé backup Expbrt and 'Deleteprojects’ buttons are disabled

while the 6Closesiteé Iy FExigtbuttons are enabled All the tabs in the red box are enabled, even if the

useful tabs for configuring a system a®ite and éConfiguratios. The other tab® S E O S LJG Urin&k S G I 6
Cloud @annot be used until you connect to the system and until the configuratems®ciated to the

project and siteare aligned.

¢ K€loskesitt | xR ddziti2ya | NS dzaSR NBaLISOGA@Ste G2vVY
1 close the site (to which you want to associate a project) without exitingPleeCom Installer Tools

application;
1 exitthelPerCom Installer Todgplication.

P FTGSNI ONBEFOGAY I | ySg LINR2SOG 0 dysteyi®i FAASHE Ri KA NIRf NI
60 NER I NNReatbddon ¢ K $driified fields are not filled in, as they are linked to the date of
creation and last modification of the configuration file. These 3 fields will take on @ermnvalue when

creating a configuration file.

{AYAEF NI &S LasK@nfigunition chandeh 1A 6ANBR F NN2 60 R28a y20d NI
project has not yet been associated with a configuration file and consequently a last modification date is
not available.
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To create a configuration filassociated to a projecipress thedConfiguratios tab. The following screen

opens:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud

A Import

Create Or import From file Configuration status -

N |PerCom configuration

Figurel13 "Configuration" tab

The ¢Creaté€ button allows creating and associating a configuration file to fheject through the
applicationlPerCom Configuratar simplyconfigurator.

ThedFrom Filé button, instead, allows associating a configuration file to pineject by importing it from
an external file previously saved on PC. This way of importing the configuration will be described in detalil
later in paragrapltCreating the configuration file with import from external file

As you can see, if you are not connected to any system yet, the only active buttoiGraed& and 'From
file".

To create a new configuration, it is necessary to pres@reaté& button, which opens theonfigurator.
The screen displayed is as follows:

[

Site Name
Villa Kit (one-household)
Installer Password (8-19 chars) @
Installer Password (confirm) @
Password must contain:
Smg‘e Stair - at least one uppercase letter
- at least one lowercase letter
- at least one number
- at least one special character § & +,-; =2 @#I\ <> "* (]!~
Multiple Stairs Time Zone Furope/Rome
Multi Block

0K Cancel

Figurel14: configurator start screen

The steps to follow to create a new project associated to a configuration file are described in parBigeaph
configurator.
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Theconfiguratorallows you to create (and subsequently modify) the configuration of a project, which will
then be applied to the system. The main configuration points are listed below:

9 topology definition (whether smallmedium, or large system) Jelecting the system topology
(model) and theconfigurator structure);

adding devices to the configuratioAdding device}k

definition ofaddress bookéContacts;

creation of activationsActivations);

creation of residents and neresidents (User managemer)

access control setting\€cess contrdj

9 setting system and call forwarding paramete®y$tem parametens

= =4 =4 4 =4

Each of the points listed above is described in a specific paragraph (in brackets).

Since the topics concerning tlwenfiguratorare many, in order not to lose track of what we are describing
about IPerCom Installer Toofeatures, wesuppose at this stage to have already created and saved a
configuration fileassociated to the projectreferring to paragrapiihe configurator and to those listed
above for all the relevant details.

At this point it is important to underline the presence of tli8ite Name field (red box), which is the
significant name that is assigned to the site and which will also appear ilPd1€om Installer Toodsd
CallMe Manageapplications.

Then, after creating and saving a local configuration, the following screen is displayed:
@
Site Configuration Security Date/time Diagnostic System logs | Systernbackup | Maintenance Urmet Cloud

A Import

Create Or import From system / From file Configuration status  ___

&\ PerCom configuration

Last modified on b5/5/2025 10:05:45 AM Created on: b/5/2025 9:37:14 AM

Edit Apply changes
userconfigech

Estimated max time left

Involved devices

Devices with the same configuration Show

Devices not in configuration Show

Devices from Factory or with an older configuration Show

Devices with a newer configuration Show

Figurel154/ 2y FA3dz2NY GA2yb Gl o6 | FGSNI ONBFGAyYy3a GKS t20!I
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The newly created configuration file is nameaskrconfig.ccnd the date of last modification and the date
of creation (redoox) are displayed on this file.

The data in the bluboxes are not assigned a value because you are not connected to any system yet: their
meaning will be explained below.

The dEdit button allows editing the configuration file just created: thenfiguratoropens again, and it is
possible to make the desired modifications and closecivafigurator.

Now, by pressing théSite tab, the 6System IB, 6Creatd on¢ and dModifieck fields are assigned a value as
a configuration fileassociated to the projeds present and th&System IBvalue is linked to the creation
date of this file. ThedConfiguration availabke field is also selected as there is a local configuration
associated with a project

At this stage the name of the project displayed at the top of the left panellBérCom Installer Toolsee
Figure 112) is replaced by the name of the site, as this field is available (it was filled in following the
creation and saving of the configuration).

The above is displayed in the following screen:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 188/C < ™ Live status: OFFLINE
Open )
System D 749109034 System D N/A
‘ Global site 1D WA
mport - E .
Site name : N/A
Save Configuration available [ Configuration available
Sava backup Created on 6/5/2025 9:37:14 AM Created on N/A
Modified: 6/5/202510:D5:45 AM Modified: N/&
Closesite [ System logs available offline O Comnected
Export Project saved on Urmet Clovd [ Confguration algned
Mede: N/A
Delete projects
Exit
Connected devices: N/A
- et Interface 1033315 (%7827EC19E00  ~ £ M
IPer Last configuration change: 6/5/2025 10:05:45 AM s
Com @ [ Remote connection Connect to site

Figurel16: éSitet tab with local configuration created

At the bottom right (blue box) the last modification date of the configuration file is shown.

If during the installation phase theonfigurationrequirements change and at the same time you do not
want to lose what was done before any requested changes, it is possible to make a backup of the project
(and therefore also of the configuration) and then make the changes. In this way it will always be possible
to restore the situation prior to the changes themselves. How to do this will be seen in detail in the next
paragraph.
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7.3.5 d@Save backup how tocreate one or more backups of a project

If the system requirements change during the installation phase and at the same time you do not want to
lose what was done before any required changes, it is useful to make a backup of the project using the
éSave backup 06 dzli (2 y @

With reference tothe figure beloit  (TKirfh vidiBologna 1886C & A4S A& [ aa20Al SR
GAGK (GKS REGS 2F f1ad YouwZoRoRs1007:00AR4(receafid blikbBxesh 2 y F A 3 d:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New | Site TURIN VIA BOLOGNA 188/C | ™ Live status: OFFLINE
Open
Ez;\\ System D 7773047 System D A
Global site 10 N/A
Import E
- .
Site name : N/A
Save Conflguration availzble [ Configuration available
Save backup :ll:l Created on 5/20/202510:52:27 AM Created on N/A
Medified: 5/20/2025 11:07.20 AM Modified: N/A
Lloschite [ System logs availsble offline [ Comnected
Export Froject saved on Urmet Clovd [ Configuration aligned
Mode: N/A
Delete projects
Exit
Connected devices: N/A
. Net. Interface 192,166 88 177 [74.78.27.7D46161  ~| £
I Pe r Last configuration change: 5/20/2025 11:07:20 AM ~/
Com ® [ Remote connection Connect to site

Figurell7: "Site" tab with local configuration created

If you need to make changes to the project butmti want to lose what yolhave done before, once you
have opened the starting project, simply press ti&ave backupbutton (red arrow above)

The following screen appears:

Backup date: Tuesday, May 20, 2025 2:38:16 PM
Notes
Cancel 0K

Figurel18 backup of a project
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The date and time in which the project backup is being created is highlighted (red arrow) and, if necessary,
an identifying note can be associated with the same backup: in this way the installer aigastsre point

of his project which he can access at any time if the changes made are no longer necessary.

' FGSNI SYGiUSNAY3 lyeow2a&ai2yR LKSEa2Q2ANEEOKS2 deli O2 Y S
by the following dialog box:

Project backup saved

oK

Figurell9 backup saved successfully

After making a backup copy, you can make the required changes to the current project and save with the
Savé 0dzi (0 Elgsdsitd K&dzai2y |ff2a e2dz 12 Ot2asS G4KS arid
IPerCom Installer Toadpplication.

' FGSNI ONBI GAy3 (KSOmkE Obddilrl 2¥E &2 &ONBS¥a f AkS d@KS
( K $uritivia Bologna 18846C & A G SY

Please select a project
Your projects on Urmet Cloud e
Last saved Notes
Turin via Bologna 188/C
5/20/2025 2-4414 PM Latest version
5/20/2025 2-38:16 PM Backup1

Figurel20: site with 2 projects (one of which is backup)

Ly RSGFAETZ GKS LINP2S@éstverstddy AVRADOR (SE0 K KEKS 298 0 NE
project.

¢KS LINRP2SO0G A RSyBadkipitsS RA yoRMIAK 1BKSE K2BS ISENE (GKS o C
respect to the latest changes to the most recent version.
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¢CKS a[lad alF @SRE O2fdzyy akKz2ga GKS RIG
date and time.

(V)]

FY R GAN

By selecting the most recent project (red box) or the backup (blue box), the following data relating to the
selected object is displayed in tlquick Infosection (red and blue box):

Please select a project Please select a project
Your projects on Urmet Cloud E Your projects on Urmet Cloud G
Last saved Notes Last saved Notes
Turin via Bologna 183/C Turin via Bologna 138/C
5/20/2025 2:44:14 PM Latest version 5/20/2025 24414 PM Latest version
5/20/20252:3816 PM Backup 5/20/2025 2.3816 PM Backup | ]
Duickkfo Quicklnfo
Project name IPerCom 3.3.0 Project name IPerCom 3.3.0 (5-20-2025 2-38-16 PM)
System ID PET3147 System ID 14773147
IPerCom Version 330 IPerCom Version 330
Last configuration change 5/20/2025 2:43:49 PM Last configuration change 5/20/20251:07:20 AM
Cancel 0K Cancel 0K

Figure12ly LINRP 2SO0 FyR NBfFGSR o1 O01dzZld  8a20AFGSR ¢gAlGK GKS aa

In details:

 dProjectnamé Y Yy I YS IABSYy G2 GKS LINRP2SO0 MewS yo daiNIR2lyuo)
(in the case of backups, the date and time of backup creation is added in brackets to the project
name).

 SystemIBY dzyAljdzS ARSYUGAFASNI 2F (GKS &A0GS OFf Odz |
configuration file of the relevant project; the data coincides for both the most recent version and
the backup.

 dPerCom versignY Lt SNJ 2Y OSNEAZ2Y @6A0K 6KAOK (GKS 02y
coincides for both the most recent version and the backup.

T a[Fad O2yFTAAWNROIANSY R VAYS 2F (GKS fFad Y2RAT
related backups.
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@ |
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud ‘
New Site TURIN VIA BOLOGNA 188/C M Live status: OFFLINE
Eg System D! 17477347 System ID: N/A
Global si D N/A
== m o
Save Conflguration available [ Configuration available
Save backp Created ons 5/20/202518:52:27 AM Crested on WA
Modfied 5/20/20251167.20 AM Modified WA
Closssite 01 Sstem fogs vailable ofine O Comected
Export Project saved an Urmet Clovd O Configuration sfigned
Mode: N/A
Exit
[BACKUP] Backup1 Connected devices: N/
P Last configuration change: 5/20/202511.07:20 AM tet nverface 192168 88177 76277016161 | £
irer
Com @ [ Remate connection Connect to site
' Figurel22 opening a backup
In detail, the following information is shown in the blue box:
1 the [BACKUP] identifier to indicate that the open project is a backup;
T 6KS y2i0S SyiSNBR o6 KBgkup@NE GAy3 GKS oF Ol dzld 64

9 date and time of the last configuration change.

7.3.5.1 How to restore a backup

To restore a backup, simply do the following after openiPgyrCom Installer Tools

T LINBaa

asSt sSoi

= =4 =4 4

iKS

0 OperdoTdzi 2y
identify the site for which you want to restore a backup;
identify the backup to restore from the notes entered when creating the backup itself;
0 | QOKdzLd dziyiR2 YLINE & &
LING & &Savié K & dzi (1 2 Y

The effect will be afllows:

T GKS

LINE 2SO

time of the saving just made,
i date and time of modification of the configuration file are those of the project identified as

Backupt = A ®S o

150

iKS

A RS Vaiest FeisiBéiR 30K 21 KL asepvedly FEXR $Gdzy y

a

iKS RI

GKS oF O1dzLd O2y T A Jdrdktvérdichy LXR 2 S8 &y
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The following figure shows the above:

Please select a project

Your projects on Urmet Cloud e

Last saved Notes
Turin via Bolegna 188/C

5/20/2025 3:13:47 PM Latest version
5/20/2025 2:38:16 PM Backup1

Duickinfo
Project name |PerCom 3.3.0

System ID 174773147

IPerCom Version 330
Last configuration change 5/20/202511:07-20 AM <:|

Cancel 0K

Figurel23 restore of a backup

It is important, therefore, to keep in mind that:

 (KSavéh 0 dzii (i 2 y cugdnidp®ijct s Katest version (regardless of whether the current
project is the latest version or a backup copy)

1 (K Saveibackup 0 dzii 1 2y Ay a Geslitatite backid topyShat can be/uBed as a restore
point and at the same time saves the most recent version of the project with the current date.
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7.3.6 Connecting to the system and transferring the configuration

Once the configuration associated with the project has been created and defined (backup or the most
recent one) the next step is to connect to the system site applythe newly created configuration to it,
to configure the system. The relevant box on tftite tab shows values that are all unavailable because

the system status is still offlinlﬂ), that isyou are not connected yet:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 188/C ™ Live status: OFFLINE
Open )
ig System D) 751548198 ﬁl System (D N/A
Global site 1D N/A
Import E
- .
Site name : N/A
Save Configuration available [ Confguration svaiiable
Save backup Created on 7/3/202512:56:38 PM Created on WA
Modified: 7/3/2025 3:11:35 PM Modified: N/A
Cloee e [ System lags available offine O Comnected
Export Preject saved on Urmet Cloud [ Configuration sligned
Mode: N/A
Delete projects
Exit
Connected devices: N/A
o 78-27-EC419 .
| Pe r Last configuration change: 7/3/2825 31135 PM Net Inteface 1033315 [74:78:27.£C19.£C] 5
Com : [ Rameote connection Connect to site

Figurel24a { AGS¢ G1Fo6 6AGK f20Ft O2yFAIAdzNI GA2y ONBIFIGSR YR y2

To connect to the system, select the network interface through which the PC is connected to the IPerCom
system in the lower part of the red box and then pressd@ennecto sitet button.

To find out the IP and MAC addresses of the network interface through which you are connected to
the IPerCom system, you need to click on the item "Open Network and Internet settings", which

appears by pressing the right mouse button the at the bottom of right on your PC monitor.
A screen opens with the list of available networks. After pressing the corresponding "Properties”
item, you can view the IP address and MAC address
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After pressing the "Connect" button, the Windows operating systaynotify the user of the need

to unlock thecommunication ports on the IP network used for communication between the IPerCom
system and the IPerCom Installer Tools application. This operation is required for proper application
operation. If this operation is carried out by Windows Firewall, a warning like the one below is
shown to the user

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of IPERCOM_InstallerTools on all public
and private networks.

@ Name: IPERCOM_InstallerTools
Publisher: Unknown

Path: Cilurmetlipercominstallertools)2. 2. 0%percom installer
tools.exe

Allow IPERCOM_InstallerTools to communicate on these networks:
[ Private networks, such as my home or work netwark

[]Public netwarks, such as those in airports and cafés (nat recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

You must select both kind of networks and press#ilew accessbutton.

A progress bar is displayed, during its progress it is detected whether the system Bemigr1060/1 or
without it, then the number of devices connected to the system is detected. At the thiedfollowing
window is displayed:

@ [PerCom 3.2.0] IPerCom Installer Tools - App Version: 3.3.0-53 - UPTK Version: 9.86 - ] 'Y
- Configuration Security Date/time Diagnostic System logs | Systernbackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 188/C ™ Live status: ONLINE
Open
System D 1751540198 System D o
Global site 1D ---
Import B
- .
Site name - _—
Save Configuration available [ Configuration avaitsble
Save backup Created on 7/3/202512:56:38 PM Created on
Modified: 7/3/2025 30135 PM Modified:
Cleesis [ System lags available offline Connected
Export Project saved on Urmet Clovd 1 Configuration aligned
Mode: Server-managed
Delete projects
Server P 192168 88125
Exit
Connected devices: 6
| Pe r Last configuration change: 7/3/2625 3:11:35 PM et Interface 19216888112 [A478:277016161 |
C 0 m ® Remate connection Connect to site

Figure125a { At Sé¢ Gl o6 gAGK 20t O2yFA3IdzNI GAz2y ONBIFGSR FyR
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In the box relating to the site (systemhe status is now ONLINE (red box), as indicated by the relevant icon

7. The system ID is zero, since the system does not have a configuration yet: theatfordedCreatd
on¢ and dModifieck fields are not assigned a value since they are linked to the creation date and the last
modification of the configuration file. T onnecteéfield is selected, because thitesis online.

The configuration is not aligned because the modification date of the configuration associated with the
project and that associated with the site are different, that is the project has a modification date while the
site still has none (blue boxes).

The other fields contain the following information:

1 dModet: 6Servermanaged or 6Servelesg, depending on whether the system is with or without a
Server,

1 d&Server IB. IP address of th&erver(if any);

1 &Connected devicésindicates thenumber of all devices connected to the system (present and not
present in the configuration).

7.3.7 How to set date and time on the system

Before transferring the configuration to the system, it is necessary to correctly configure the date and time
on the system. To do this, press thieate/Time tab. The screen displayed is as follows:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud

™\ Set date and bme
Set date and time
™\ Get date and time

Bet date and time from system System date/tme 7/3/2025 3:31:20 PM
Difference with pc date/time 415

Estimated max time left:

Figure126 b5+ i Sk ¢ AYSE¢ (1t o

Now it is necessary to press th8etdate and time" button. PressiYeg on the relevant dialogue box, date
and time of the devices will be aligned with those of your PC. An additional dialogue box indicates that the
operation has been completed correctly:

o Date and time correctly set on connected site to 7/3/2025 3:35
P

CK

Figurel27: date and time aligned with those of the PC
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When setting the date and time of the system, it is recommended to check that the date and time of
your PC are correct

O If the system is connected to a router with an Internet connection, the correct date and time are
alreadyprovided by the NTP (Network Time Protocol) service.

7.3.8 Transferring the system configuration

After configuring date and time, to apply the configuration to the system, simply go tdGbefiguratios
tab. The screen displayed is as follows:

@

Site Cenfiguration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud

2 Import

Create Or import From system From file Configuration status  NOT ALIGNED

&\ IPerCom configuration

Last modified on 7/3/2025 3:1:35 PM Created on: 7/3/202512:56:38 PM

Edit Apply changes
userconfigecf

Estimated max time left

Involved devices &

Devices with the same configuration 0 Show
Devices not in configuration ] Shaw
Devices from Factory or with an older configuration ] Show

Devices with a newer configuration ] Show

Figure128: local configuration not yet transferred to the system

The green section shows schematically the condition of all the devices connected to the system. The
example in question shows that:

1 the number of devices connected the system dinvolveddevices) is6;
1 the number of devices not in configurationGs

The configuration status is not aligned (red section), as explained above.

To apply the previously created configuration to the devices of the systemnécisssary to press the
"Apply Changédbutton.
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The following popup window appears:

Remember: this configuration has to be used only on site
“Turin via Bologna 188/C°, Press OK to continue and distribute
configuration.

oK Annulla

Figurel29y LJ2LJ dzlJ gAYy R2¢ | FGSNIJ LINBaaAy3dI GKS a! LILJX & OKIy3

This window is useful to remind the installer that a project must be associated with only one site and
cannot be associated with other sites, as this could cause malfunctions on the systems themselves.

Therefore, projects with the samé { & &ID{$nMst not be associated with different siteshat is a same
project must not be used as template for different sites.
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I FGSNJ LINPDK A 0VA 12KS @ KS O2y FAIdzNI GA2Yy |aaz20Al GSR
Correct transfer of the configuration is highlighted by a progress bar which turns green once the transfer
has taken place correctly, as shown below:

@::i'i-:“_‘.‘-l: PerCom Installer Tools - App Version: 3.3.0-33 - UPTK Version: 9.86 — [m] x
3 Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
N\ Import

‘ Create Orimport From system ‘ ’ ‘ From file Configuration status  ALIGNED

™\, PerCom configuration

| Applied 7/3/2025 3:50:52 PM | Created on: 7/3/202512:56:38 PM
o | [

userconfig.ccf

Involved devices 6

Devices with the same configuration 6 Show

Devices not in configuration 0 Show

Devices from Factory or with an older configuration ] Show

Devices with a newer configuration 0 Show

Figure130: local configuration transferred to the system

The red boxes indicate th#tte configuration transfer has taken place correctly, i.e.:

1 all devices in the system have the same configuraieyices with the same configuratioitem);
1 the configuration status is aligned.

Once the configuration has been applied, tihiast modified field is renamed taApplied and
0 shows the date and time in which the configuration was applied (or modified) to the system.
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The dShové button displays a table with the list of devices with the same configuration, their MAC and IP
address and the last modification date of the configuration file, as shown below:

& Devices with the same configuration - o x

Model P MAC address Configuration

1603-1393 19216688128 DO-EED:DLASF2 7/3/2025 350:52 M
1603-1393 19216688127 00:E-E0-01D3B5 7/3/2005 350:52 PM
106053 19216888122 00-E.£0.020030 7/3/2005 35052 PM
76131 19215888121 DO-E-ED-05.26E 7/3/2025 350:52 PM
186048 19216888116 DO-E-E0-0583:03 7/3/2825 350:52 PM
18601 19216888125 C400.AD 377283 7/3/2005 350:52 M

Figurel3L list of devices with the same configuration

Press theéSite tab to display the following screen:

@::e'{c“:.‘-l: PerCom Installer Tools - App Version: 3.3.0-53 - UPTK Version: 9.86 — [m] x
Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 188/C " Live status: ONLINE
Open
P | System D S System D 751540198
Global site 1D 3243
Import
Site name : Turin via Bologna 188/C
Save . ; i ;
Configuration available Configuration available
Gave backup | Created on; 7/3/202512:56:38 PM | Created on 7/3/2025 12:56:38 PM |
Modified: 7/3/2025 3:50:52 PM Modified: 7/3/2025 311:35 PM
LieEie [ System lags availsble offine Connected
Export Project saved on Urmet Cloud | Configuration alipned |
Mode: Server-managed
Delete projects
Server IP: 192168.88125

Exit

Connected devices: 6

Net. Interface: 192.168.88.112 [74:78:27:7D:16:161

Q

Last configuration change: 7/3/2025 3:50:52 PM

irer
Com @ Remote connection Connect to site

Figurel32 a { A (i S ¢ prdjéctand itk dlighed
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The most important things to observe are the following:

1 the identifier ofprojectand site are the same, because the 2 identifiers are calculated starting from
the creation date of the same configuration file;

9 the configuration is aligned as the last modification date of the configuration fifleeoprojectand
system site are the same

1 the "Site nameé field, after applying the configuration, was filled in with the name given in the
configurator.

Now the system has been configured: it is possible to saverbjectby pressing théSave button.

In this way theprojectwith dSystem ¢ field reported inFigure132 (high red boxhas been associated to
the newly configured system: any attempt to apply to the system a configuration coming fronmjext

with a different ID is prevented. This is to avoid loadiwgongg local configuration files on the system. Any
modifications must be made starting from tipeoject just savedor from any of its backups that have the
same identifier)and then transferred to the system so that the situation is always aligned between the
projectand the system. The correct way to operate will be explained later in a dedicated paragi@aph (

to uselPerConinstaller Tooldo edit the configuration with system already installed and configured

From what is written above it can be deduced that once a system has been configured via a project, this
(with any backups) becomes the only point of reference for any subsequent changes. In other words, each
LX FydG YdzadG 6S Faaz20Al SR oA (SsteypSd 2 NJ Y2NB LINR 2SO
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7.3.9 Creating the configuration file with import from external file

In the third system configuration mode, tlogen project configuration file is imported from aaxternal file
instead of being created from scratch. In this way the steps to follow are the following (still assuming that
the system has been installed but not configured):

9 import the configuration from external file;

1 connect to the system;

1 setthe proper system date and time;

1 distribute the newlyimported configuration to the system.

In detail, after creating a newroject with system ID equal to zero, press tl€onfiguratior tab, the
"From Filg button allows importing a previously saved configuration file from PC:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup = Maintenance Urmet Cloud

A Import

Create Or import From file <:| Configuration status

N |PerCom configuration

Figurel33: creating the local site configuration from an external file

The configuration files that can be imported have the ccf extension and, for example, can come from
configurations created oMAX, VOGor Basicvideo door phoneexported to SD card and then saved on PC
(for further details see paragraghxport and import configuration to SD cayd

After importing a configuration file, you are prompted to enter the installer password used to create the
project.

3

Exit
3

| project

Enter installer password

Password @

0K Cancel

Figurel34: entering the installer password after importing the file
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After entering the correct password, tlewnfiguratoropens the relevant project:
Jee
Project Users Access Control Building Automation System Q
NAVIGATION Devices
Stair Code  Type MAC Address Description Edit Delete
o] Call Module EAA.A

0o 1060/12-13-17-18 00:1E:E0:02:03:8A Call Module

Floor 010100
o1 IperCom Server 1060/1  C4:00:AD:3F:72:83 Server
Devices not Configured: 0 Show new devices

Add New Floor(s) Add new device

Figurel35: configuration of themported file

After saving the configuration and exiting thenfigurator(see paragrapliow to save the configuratio)
the way the configuration is transferred to the systentiie the previous case.

If you import a configuration file to another PC and this configuration has already been applied on one
site, it is strictly forbidden toapply it to another factory resetsystent this would bepossible if the
installer who first created the project with its configuration transfers his ownership of authorized installer
to a second installer, who would then be able to open the imported project and apply the configuration
on a second system.

Without transferring the ownership of authorized installer, the above is not possible, because when the
second installer opens the imported project, IPerCom Installer Tools displays the following message:

Unable to change system configuration, You are not the
authorized site installer. Contact the building manager.

QK

Figurel36: installer not authorized to make changes to the project

>
C

u»
¢
c

No
[N
Pz
[N
<

¢CKS AYLEZNI FdzyOlAzy &K2dZ R 2yvié& 06S dza
installer to another, provided they are working on the same site.
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7.4 How to usdPerConinstaller Tool$o editthe configuration with system already
installed and configured

When a system has been installed and configured, it may be necessary to modify its configuration for
various reasonstlfat is change of topology, change of system parameters or addition of devices). The
various steps to follow to modify the configuration of a system WiRerCom Installer Toodse described
below:

1 open theprojectconnected to the previously configured system;
1 make the required modifications;

1 connect to the system;

1 distribute the newly modified configuration to the system.

A variant of this procedure can be to connect to the system and then make the modifications: the
advantage of this procedure is that, if new devices must be added, it is not necessary to know their MAC
addresses, as these are automatically proposed bycthrefigurator, which is not the case if you are not
connected to the system. In this way it is also possible to check that the dates of the last modification of
project and system are aligned and therefore be sure that you are starting from an already aligned
situation.

In both cases, the essential point is thiflie project associated with the system with which the first
configuration was madeé available and to make sure that the system has not been modified byl#e
VOG or Basic video door phorvehich have theconfiguratoron board.

In this situation, after opening the rigiroject with the "Open button from the ¢Site tab, connecting to
the system with theXConnedt button and making the required modifications with thEdit' button (from
the aConfiguration tab through theconfiguratos), the following screen is displayed:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New # Live status: ONLINE
Project IPERCOM 3.0.0 :
Open System D 1689252875 Syatem D B3258E75
Global site 1D
- B
Save Confguration available Configuration availsble
Created on 16/06/2023 16:52:42 Created on 16/06/2023 16:52:42.
Saveas
| Modified 14/07/202310.56:35 | Medified: 13/07/2023 17:52:50
Close site [ Systemn logs available offlne Connected
[ Project saved on Urmet Clovd | [ Configuration shgned |
Export

Delete projects
Exit

Per
com
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Mede:

Security status:

Connected devices:

Het Interface:

Remote connection

192168.33199 (0050 B6FB0432 ~ £ 4

Serverless

Unlocked

6

LS4

Figurel37: "Site" tab withprojectmodified and connected to the system
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As the local configuration has been modified with tihdodify" button, this is highlighted on théSite tab,
as shown in the figure above: the modification date of @ireject is more recent than the modification
date of the system site. This means that the configuration is not aligned (red boxes).

Local configuration modification requires the installer password, set through the configurator the
first time the configuration has been created

¢ KS a/{ &feldsSare the Sae, since they are calculated starting from the creation date of the
same configuration file (that of the project then transferred to the site);

ThedConfiguratio tab instead shows thahe system devices have an older configuration thanghmect
(as shown in the red box):

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
N, Import
Or import From system : From file Configuration status ~ NOT ALIGNED
AN\, [PerCom configuration
Last medified en: 14/87/2023 18:56:35 Created on: 13/87/2023 16:5115

Edit Apply changes
userconfig.cck

Estimated max time left

Involved devices 3

Devices with the same configuration 0 Show
Devices not in configuration 0 Show
Devices from Factory or with an older configuration 8 Show

Devices with a newer configuration 0 Show

Figure138Yy &/ 2 y T iaBwizhllbcal kadfifusation not yet transferred to the system
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The "Apply changésbutton allows you to align the configuration: in fact (after applying the changes) the
dModifieck field on thedSitet tab is the same both on therojectand on the system site and therefore the
configuration is aligned. In the&Configuratiod tab, the dDevices from factory or with an older
configuratiorg field is reset to zero, while théDevices with the same configuratidfield takes the same
value as the system devices (with the same configuradgsociated to the projelt

Madified: 14,/07/2023 11:08.00 Modified: 14/07/2023 11.08.00
[ System logs available offline Connected
|:| .-"Jm}-'ecf saved on Urmet Cloud fenﬁg,_,lram,q a,"__gqao'

Figurel39: aligned configuration betweeprojectand system site

Involved devices 6

Devices with the same configuration 6 Show
Devices not in configuration 0 Show
Devices from factory or with an older configuration & Show
Devices with a newer configuration 0 Show

Figurel40: system devices aligned to the local configuration

Now it is possible to save th@oject and then close it: the modification to the system has been correctly
made through the samprojectthat was used to configure the system for the first time.

0 The configuration distribution procedure ends correctly when the number of devices with an old
configuration or without configuration and the number of devices with a newer distribution are
zera

The next paragraph describes an example of devices in the system with a newer configuration
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7.5 Systentonfigurationnewerthan projectconfiguration
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The case describdd the previous paragrapis the most common one: once connected to the system, the
installer modifies the project configuration, which is therefore more recent than the system configuration.

¢ K Spply changes

odziizy

Fft2oa

g2dz (2

FEATY

iKS

LINE 2SO

It could also happen that the installer, once connected to the system, finds himself in a situation where the

project configuration is older than that of the system.

For example, having a project with several backups, if you open one of these backups that has an older

O2Yy FAIAdzNI GA2Y
GKS F2fft2¢Ay3

plant):

(<]

Site Configuration

GKFYy
OAF

Security Date/time

Diagnostic System logs

System backup

Maintenance

Urmet Cloud

Open

Import

=
o
£

Save
Save backup
Close site

Export

Delete projects
Exit

|Per
com

Site TURIN VIA BOLOGNA 188/C

Eg o
-

Conflguration available

1PLTIINGT

Created on: 5/20/202510:52.27 AM

Medified: 5/20/202511:07:20 AM

[ System fags avaiable affine

Project saved on Urmet Clovd

[BACKUPI Backup 1

Last configuration change: 5/20/2025 11:07:20 AM

®

™ Live status: ONLINE

-

System ID. 74773047
Global site 10 3150

Site name

Conflguration available

Created on:

5/20/2025 18:52:27 AM

Medified 5/21/202510:03:43 AM

Het Interface:

[0 Remote connection

Mode Server-managed

19216888196

Connected devices: 4

192.168.88.177 [74:78:27-70:16:16]

~
.54

Connect to site

Figurel4l site configuration not aligned to project configuration

0 K Satedt ¥ersivh NSIOW K (1 (i KBIP 28DYiy SOk f & 5
(i K SLatSeVsrEidha AR B8y MB Al LINGSD A @ 21z3

The modification date of the siteonfigurationis more recent than the modification date of thmoject
configuration This means that the configuration is not aligned (blue box).

MT124032P
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¢ K Configuratiod G F 6 O2y FANXA& (K Shat lthe Zy3t8nz dewWcgs havk & new8y a S
configuration than theproject

@

Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud

2N, Import

Or import From system / From file Configuration status ~ NOT ALIGNED

N\, [Perfom configuration

Last medified on: 5/20/2B2511:07:20 AM Created on 5/20/2025 18:52:27 AM

Edit Apply changes
userconfigccF

Estimated max time left

Invelved devices 4

Devices with the same configuration 0 Show
Devices not in configuration D Show
Devices from factory or with an older configuration [ Show
Devices with a newer configuration 4 Show

Figurel42 devices with a newer configuration

Pressinghie 6Apply changesbutton, the following message is shown:

You are trying to distribute a configuration that is older than
the one in the system, Changes in the system configuration
will be overwritten, Do you still want to continue?

oK Cancel

Figurel43 alignment of system site to local site with lossnafdifications

t NB a ®E y D dzilawg you to align the configuration associated to the project to the configuration

associated to the sitdpsing all the modifications made on the system ¢de explained in the message
above).
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At the end of the configuration distributiolon ¢Site€ tab, the éModifieck field on the project and the
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com

system site have the same date and then é@nfigurationaligned field is selected:

Created on: 5/20/202510:52:27 AM
Modified: 5/21/2025 18:43:01 AM
[ System logs available offine

Project saved on Urmet Cloud

Created on: 5/20/202510:52.27 AM
Medified 5/21/2025 10:49.01 AM
Connected

LConfiguration algned

Figurel44: aligned configuration betweeprojectand system site

0¢KS Ga2?RATASRE TASIR NBLRNIE GKS RIFGS

In the &Configuratiol tab, the dDevices with a newer configuratiorield is reset to zero, while the

oDevices with the same configuratiofield takes the same value as the system devices with the same

configurationassociated to the project

Involved devices

Devices with the same configuration

Devices not in configuration

Devices from factory or with an older configuration

Devices with a newer configuration

Show

Show

Show

Show

Figurel45: system devices aligned to tpeoject

If, on the other hand, you do not want to lose thbange made on the system sind you want to align
the local configuration with the system configuration, simply press dReom syster button in the
oConfigurationd tab. In this way the system site configuration is transferred tattlassociated to the

project The following screen is displayed, where the only configuration available on the system must be

selected:

Configuration

Please select configuration

System D Configuration
747731467 5/21/20251118:16 AM

Devices

Cancel

< Back

Impor

Figurel46: window to select the configuration to be imported on the local site

MT124032P
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In systems with at least one Server 1060/1, when importing the configuration from the system site
to the project the only device recoged is one of the Servers

z

g GKA& LRAYG Impat LNGEGAWSE NKSA&H LkRaaroftS G2 AYl
configuration as shown below

Importing keys
Trying to import keys from 192.168.33.157 [00: 1E:E0:05:26:1E]...
Success

Trying ta import configuration from 192.168.33.157 [00: 1E:E0:05:26:1E]
Success

Ok

Figurel47: importing passwords

After pressing theOWK button, the configuration is aligned agaitat is the project and the system site
modification date is the same and the devices have the same configuration.

Ly G4KS SEIYLX S @ &Bm sydtedh(i KO N (i 2 Aol 2 tNBIEEKG0 A 62 >  al
0K yAll

02 I
S LINP2SOBave A 6KQO8dzi G K OdZNNBYy U LINR2SOG la trdsSad
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7.6 Importing configuration files with different IDs

Atfter locally creating @rojectwith a configuration file and transferring the configuration to the system, the
situation is as follows:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New ; " Live status; ONLINE
Project IPERCOM 3.0.0 Ive status:
J System D) 1683259875 Syatem D 689259¢75
Glokal site 1D ---
Import Site name via Bologna 188/C Turin
- B
Save Confguration avsilzble Conflgurstion susifsble
Created on: 16/06/2023 16:52:42 Created on: 16/06/2023 16:52:42
Saveas
| Modified: 14/07/2023 17.07.89 Modified: 14/07/2023 17:07.09 |
Close site [ Systen logs available offlne Connected
[ Aroject saved on Urmet Clovd Conflguration aligned |
Export
Mode: Server| less
Delete projects
Exit Security status: Unlocked
Connected devices: &
Net Interfac 2168.33 SOBRFEE432 « £
P et Interface: 192168.33199 [050B6F88432 | L
rer o

Figure148 a { A ( S ¢ prijéctand systénKsite aligned

The system is aligned, as shown in the red bothet, is the modification date of the local configuration
and that of the system are the same.

ThedModifieck field is useful to understand if the configuration file is more recent onptttgect or on the
system site and then to understand where the last modifications were made (wheth@rajact or on
system).The identifier ofproject and system site are also aligned (blue box), because the 2 identifiers are
calculated starting from the creation date of the same configuration file.

This parameter is useful to avoid importing configuration files from other sites with different system
identifiers on an already configured and functioning system, and thus creating malfunciions.
modifications need to be made to the system, they must be made frompth@ct associated with the
system and then transferred to the system, so that there is always an aligned situation betwegnojtot

and the system site.

If project and system site have different identifiers and you try to apply phgject configuration to the
system site, the following occurs.

MT124032P 169



P

er
com

If you create a configuration file with an identifiether than ¢168925987% (which is the right system
identifier reported inFigure148), i.e. witha creation date other tha16/06/2023 16:52:42, and if you are
not yet connected to the system (which has the same identifier as the locab®si®9259875), the
following situation occurs:

D

Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud

e Project PROJECT WITH ANEW ID ™ Live status: OFFLINE
’T‘ System 1 1689348113 System (D WA
Global site D /A
ig B Site name N/A
-
Save Configuration availsble G ration avai

Created on 14/87/2023 17:21:59 Created on N/A

Saveas

Modified: 14/07/2023 17:22:801 Medified: N/,
Close site [ System logs available offline O Connecred
[ Argject ssved an Urmet Cloud O Configurstion siigned
Export
Mode: N/&
Delete projects
Bt Securty status: /A
Connected devices: N/&
P Net Interface: 10.3.33.16 [74:78:27:70:59:4F] 4 K.I‘,
C 0 @ [ Remote connection Connect

Figure149. & { A (i S ¢ prijéctidendfigridifferent from that of the system site

As shown in the figure above, th@oject identifier is different fromd1689259875. If you connect to a
system already configured and working (with identifd@68925987%) and try to apply this configuration,

you could inevitably lose the work already done. To avoid this, when the local identifier does not coincide
with the system identifierthat iswith system already configured), after pressing ti@mhnect button, the
following message is displayed:

The site id doesn't match the live site id. This action is
possible only if you open the correct project or create a new
ane,

OK

Figurel50: error message ffrojectidentifier and system site identifier do not match

Press the OK button to close the application and openagjainon the ¢Sitet tab with noprojectopen.

The only way to connect to the system is to load gneject connected to this system: the correct use of
the application requires in fact to have a unigpmject for each system from which to connect to the
system and make the modifications.
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The above error also occurs if theject configuration is taken from an external configuration file
saved on a PC and you try to connect to a different identification system

If by mistake theorojecthas been deleted and you want to restore it from the system site, you can create a
new projectwith a zero identifierthat iswithout any configuration file):

2]
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New .
Project NEW PROJECT ™ Live status: OFFLINE
Open SystemlD 0 System [0 N/A
Global site 1D N/&
Stename WA
- B
Save [ Configuration svaitsble [ Configuration avsiable
Created on Created on WA
Modified Moified: N/A
Close site [ System logs available offline [ Connected
[ Argject ssved an Urmet Cloud O Configurstion siigned
Export
Mode: N/&
Delete projects
B Securty status: N/A
Connected devices: ~ N/A
P et Inteface: 1033316 (478277058481 | 0
C 0 m @ [ Remote connection Connect

Now, after choosing the right network interface, it is necessary to connect to the system.

MT124032P
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Thefollowing screen is displayed:

@ [New Project] IPerCom Installer Tools - App Version: 3.0.0-81 - UPTK Version: 8.3 — [m] ®
- Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New - Li
Project NEW PROJECT Live status: ONLINE
Elpen System D P System ID. 1689258875
Global site 1D ---
gy S e
Save [ Configuration avaitzble Configuration available
Created on --- Created on 13/07/2023 16:5115
Modified: - Medified: 14/07/2023 17.07.09
3 e e S
[ Project saved on Limmet Cloud [ Configuration afigned
Mede: Serverless
Delete projects
|I| Seawitystows:  Unlocked
Connected devices: B
P et Interface: 192168.33199 (00508680432 - £
com|  © e

Figurels26 { A1 Sé GFo 6AGK O2 pgéliénifenequil o zdick S a8 a0SY | yR

The system 168925987%orresponds to that of the first configuration. Now move to ti@onfiguratios
tab, the following screen is displayed:

@ [New Project] IPerCom Installer Tools - App Version: 3.0.0-81 - UPTK Version: 8.3 - [m] ®
Z- Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
AN\ Import
| Create | Or import From system ‘ /! | From file Configuration status ~ NOT ALIGNED
&\ PerCom configuration
Last medified on --- Created on:
‘ ‘ [ | [ oo
Estimated max time left
Involved devices: 6
Devices with the same configuration [ Show
Devices not in configuration ] Show
Devices from factory or with an clder configuration o Show
Devices with a newer configuration 3 Show

Figure153 a4/ 2 y FA3Adz2NY GA2yé Gl o6 G2 AYLRNIG GKS O2yFA3Adz2NI A2y

In this case theCreaté button is frozen because any local configuration created would have a different
identifier from the one already present on the system site and could not be transferred.
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The quickest way to restore project configuration compatible with the system site configuration is to
press the From systerhbutton. The following screen is displayed:

Configuration

Please celect configuration

System 1D Configuration Devices

1689259875 14/07/20231707:09 6

crest

Figurel54: importing from system configuration

After selecting the only available configuration on the system, thebrt' button is enabled. Press the
"Import’ button to import the keys and the system configuration, as already described above.

Press the OK' button, the dSitet tab restores the alignment:

@
Site Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New .
Project NEW PROJECT ™ Live status: ONLINE
Open System D 1688250675 Syztem D IeaszseErs
Global site 1D ---
-
Save Confguration available Configuration availsble
Created on 16/06/2023 16:52:42 Created on 16/06/2023 16:52:42
Modified 14/07/2023 17:07.89 Madified: 14/07/2023 17:07:09
Close site [ System lags available offlne Connected
[ Project saved an Urmet Cloud Conflguration sligned
Export
Mode: Serverless
Delete projects
Exit Security status: Unlocked
Connected devices: B
Net.Interface: 2168.33 50.BEFB.0432 | £
P et Interface: 192168.33.199 [00:50:B6:F8.04:32 M
com o e

Figure155:a { A (i S ¢ prijéctand dysténisite aligned

The procedure of creating a new project witht any configurations mandatory if you want to change the
configuration of a villa kit in IPerCloud mode with a 1060/8firyepanel In this case, however, after having
connected to the system and downloaded the configuration, to modify it it is necessary to set an installer
password from thedSecuritg tab (see paragraplSecurity. With this password you can then access the
configuration for any changes.
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button, the operation in question is prevented if the installer has already created a project with a
a{edaidsSyYy L5¢ Sldzt G2 GKIFIG 2F G4KS aArAaGsS G2 6KA
Installer Tools is the following:

There is already a project for this site in your project list.
Please open the project "Project A" to work on this site.

QK

Figurel56: attempt to create a second project for the same site prevented

7.7 Systems with two configurations

Once an IPerCom system has been configured and is operational, it is assigned a unique detifer
oSystem IB Galculated from the date the configuration file was created.

LT

2yS 2NJ Y2NB RS@OAOS&a 4AGK | RATTSND BysterDBY F A WNENT

connected to this system and these devices are put into configuralfiterCom Installer Toaleports the
anomaly with the following dialog box:

The connected system contains multiple configurations with

! different system ids. This normally indicates a configuration
problem, it is advisable to detect the misconfigured devices
and fix them as soon as possible,

QK

Figurel57: message in case of devices/applications with different configuistibfierent system IDs)

In this situation it is impossible to distribute tlenfiguration; in fact, if you close the previous dialog box

Iy R
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The site id (1747323699 doesn't match the live site id
(1747381035). This action is possible only if you open the
carrect project or create a new one,

OK

Figurel58 different system IDs
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is related to the correctly configured system, while the second is related to the system from which the
added device comes. The above is reported below:

Global site 10 - 3m

i;l System ID: 747383699
= 5 -
Site name -

Figurel59 RAFFSNBy (i aeaidSy L5a Ay GFo a{AdGS¢

System ID: 1747381035, 1747383699

This situation is abnormal and must be fixed immediately by disconnecting the device added incorrectly.

Therefore, lefore adding a new device on an already configured system, it is good to make sure that it is
not configured otherwise, it is advisable to proceed with a factory reset of the device
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7.8 System remote access

All the operations described above can also be carried out with the system in remote thatlswithout
being physically connected to the system with your PC. This operating mode is possible if the following
conditions are met on the system to which you need to connect remptely

1 at least one of the following devices is preseBerver1060/1, Modular Calling Station with
1060/48 Entry Panell060/21, Entry Panell060/33, Entry Panell060/34, Videodoor phonetr Q Q
VOG@ 1761/3x,Video door phong Q Q °* 176101516-18-19, Video door phong (YQG 1761/6,
Video door phon®MAX1717/2x, 3x, 4xVideo door phong B&sic1741/1-2-3, Door phoneMiro
1160/3,

1 the system is connected to the Internet

1 the system has the remote access function enabled.

£, The remote access function can be configured irdithe&intenance settingssection of theSystend
U tab of the configurator. For further details see tfieintenance Settinggparagraph

0 The list of deviceeported above also includes video door phones in the U versiodO@, MAX
MNnQQ%E +hD

Remote access is carried out via an already existing project with the same iden&fjstem ID ¥ &sSf R0
the (remote) plant site to which you want to connect.

This represents the most common use case: the installer, connected to the system with his PC, defines the
configuration of the system itself; the relevant project remains availabléP@nCom Installer Todigr any
modifications, even remotely, by the installer himself.

How to remotely access a system is now described in more detail.
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REMOTEACCESBHROUGHAN ALREADEXISTIN(B’ROJEC(WITH IDENTIFIERAME AS THE REMCEESTEM SI)'E

After startinglPerCom Installer Toodsd opening the corregbroject with the 6Operg button, the screen
that appears is the following

@ [Remote Plant] IPerCom Installer Tools - App Version: 3.3.0-51 - UPTK Version: 9.86 - O X
- Configuration Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
New Site REMOTE SYSTEM ™ Live status: OFFLINE
Open
Eg System |D\ 751013148 System ID WA
Global site 10 N/A
Import E
- .
Site name : N/A
Save Configuration available [ Configuration auailable
Save backup Created on 6/27/202510:32:28 AM Created on N/A
Medified: 6/27/20251117.24 AM Modified: N/&
Clceesile [ System logs availsble offline [ Connected
Export Project saved an Urmet Clovd [ Configuration aligned
Mode: N/&
Delete projects
Exit
Connected devices: N/&
. Net. Interface 192168 88112 (74 78:277D4646]  ~ | %
I Pe r Last configuration change: 6/27/202511:17:24 AM 98 B ~/
Com : [ Remate connection Connect to site

Figurel60: project with the same identifier as that of themotesite

At this point, in the red section of the abofigure:

1 select the network interface (IP address and MAC address) through which your PC connects to the
remote system via the Internet

9 select the Remote connectidritem;

 LINB & &Corindctd sit¢é¢ 0 dzli G 2 Y
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The following window is displayed

System D
1751013148

Installer password

Cancel 0K

Figurel61 system IDikethat of the remote site

To complete remote access, only the installer password must be entered

The "System id" field is already filled in and cannot be changed and is the same as the system id of
the projectpreviously opened

After entering theright installer password ang@ressing thedOK button in Figure 161, a windowlike the
one below appeats

@ [Remote Plant] IPerCom Installer Tools

178

EE%'%@

Last configuration change: 6/27/202511:17:24 AM

Net. Interface:

Connected devices: 5

10.3.3315 [74:78:27-ECA3:EC]

e Plant] IPerCom Installer Tools - App Version: 3.3.0-5 - ] X
- Configuration Security Date/time Diagnostic System logs | Systernbackup | Maintenance Urmet Cloud
New Site REMOTE SYSTEM ™ Live status: ONLINE
Open
P System [D 7sioiai4E System D 1751013148
Global site 10 3228
Import
Site name - Remote System
Save Confisurstion v o
onfiguration avaiable Configuration available
Save backup Created on 6/27/202510:32:28 AM Created on 5/27/2025 10:32:28 AM
Modified: 6/27/2025 111724 AM Modified: 6/27/2025 111724 AM
Close site
[ System lags available offline Connected
Export Project saved on Urmet Cloud Configuration afigned
Mode: Serverless
Delete projects
Exit

Remote connection

Connect to site

Figurel62 remote access done
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As you can see in the red box, the system identifier and that optbgctare the same and the connection
to the system is a remote connection (blue hox)

0 If the installer password entered is incorrect, the following error message appears:

Remote access authentication error: incorrect installer
password

oK

Figurel63 error message in case of incorrect installer password

The configuration may be aligned or misaligned: in the latter case it is advisable to align it with that
0 of the remote system or theroject, after which any changes can be made to pinejectand then
remotely transferred to the system

O If remote access has not been enabled, after enteringirib&ller password, thefollowing error
message appears

e IPerCom server in the remote site is not responding

OK

Figurel64: remote access not enabled by configurator

From version 3.1.0 of IPerCom it is no longer possible to connect remotely to a system with a project
whose identifier is equal to zero.

0 Once connected remotely to a system, it is not possible to perform the following operations:

1 firmware upgrade,
SNI &S O2yFAIdNI GA2y 2y it RSOAOSA oodaitzy
NSozz2d | f¢ RSOAOSa 2F &aAidS oodzidzy 2y Gl o ¢

i
erase configuratonoad A y 3t S RS@GAOS oodzidz2y 2y GFo6o da5Al
YIE1S I FFOG2NR NBaSG 2y I aiay3atsS RSGOAOS ooc

=a —a —a -
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Installer Tools displays the following error message:

e Unable to establish remote connection to the site

oK

G KI

Figurel65: attempting to connect to a remote site from an incorrect project
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7.9 Other functions of IperCom Installer Tools

The other functions ofPerCom Installer Toot®ncern thedSecuritg, dDate/Time, dDiagnosti€, 6System
Log, 6System bckupg, dMaintenancé | Y RIrmét Cloud tabs.

The functions relating to these tabs are enabled based on the following events:

opening a project using thedper button;

connection to the sit® A | Coorieé®d Go dzi G2y T
alignment of the configuration between project and plant site;
presence of one or more 10608erveiin the system.

= =4 =4 =4

The following table shows which of the above events must occur (symjbfar the tab functions to be
active (the symbol--indicates that the relevant condition is not mandatory):

Condtion
Tab . . . . i i .
Project opening Site connection Cor_1f|gurat|on Systemwith server
alignment
Security vV vV vV —
Date/Time vV vV — —
Diagnostic \Vi \V; \V; —_—
System Log V V \ V
System backup \Vi Vv — Vv
Maintenance vV vV — —
Urmet Cloud — — — —

Table8: activation condition fotPerCom Installer Tools tabs

¢ K®&rmétCloud Gl o A& GKS 2yfteée 2yS (GKFdG Aa Ftglea | OGA(
verified or not. The functions of this tab are mainly linked to the installer's access to the Urmet cloud and
will be explained in detail in the next paragraph.
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Urmet Cloud G I o

After authenticating to Urmet Cloudi?erCom installer Toddgpears as shown below:

Figurel66: IPerCom Installer Tools after Urmet Clauthentication

All the tabs in the red box at the top are disabled except ford®Bige and dUrmet Cloud tabs. ThedUrmet
Cloud tab allows you to do the following:

w

eeegeegeg

disconnect from Urmet Cloud or connect to Urmet Cloud,

modify the user profile data with which you registered to Urmet Cloud,

pre-activate the license packages for the IPerCloud mode,

view the history of the prectivated license packages,

activate the IPerCloud test mode,

manage the site access authorizations (for another installer or for the building manager via the
CallMe Manageapplication).

The activation of the test mode and the management of access authorizations is also linked to the opening
of a project, the connection to the system and appropriate settings made viedahigurator.

The following paragraphs will explain in detail how to do the above.
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