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1 Introduction

IPerComis an IP intercom Video Door Phone System with the following features:

1.

No ok

©

it does not have single vulnerabilities, sin&erCondoes not require the presnce of a server to
implement the main functions;

it combines the advantages of a server system, since from a single device it is possible to configure
all the other devices of the system (without accessing from one device at a time) to the advantages
of aserverlesssystem, and therefore of a distributed logic system, the operation of which does
not depend on a single device;

the remote technical support benefits from the fact that the configuration of the system is in a
single small file (usually < 1 MB)hich can be sent to the assistance by any means and can also be
edited remotely; this is a great advantage compared to other systems, where it is necessary to
back up the database, which can reach over 100 MB and to be analysed requires a physical serve
on which to import the backup configuration;

it can work on an existing network with other already installed devices;

it can be configured via therCom Configurat@rogram, released for Android and MS Windows;

it provides two security levels: systeadministrator and installer have their own password,;

all communications between devices are encrypted using a proprietary algorithm to prevent
attacks to the system;

the installer does not need to have knowledge of IP networks;

it supports small and mediugized systems.

The Technical Guide for the IPerCom instaiteintended as a user manual for setting up I®erCom
system, so for the use of the single devices please refer to the relevant operating instructions.

L Unlike the other serverless systems on the markeerConctan be fully configured without having to access all the
devices of the system; ihis one of the typical advantages of a sefvased system that is maintained ¢PerCom
MT124032 5
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2 IPerCondevices and functiondfered by the system

IPerConversion 1.0 has the following features:

{ it supports the devices indicated beléw

(0]

O O 0O o o

(0]

Door speaker unit060/71-74-75
Call modulel060/12-13-17-18
MAX1717/31-32-33-34-41
RTSP camera

Relay actuatod060/84
Switchboardl060/41
Keyreader1060/82

I Available services

(0]
(0]
(0]

(0]

Audio/video communicationntercomincluded

Auto-on on RTSP cameras M&Xmonitor

Centralised FW update via MS Windows applicati®erUpgradeavailable for download
on the websitesnww.urmet.com

Switchboard service:

A Day mode to take calls

Night mode

Standby with diversion on other switchboards

Door opening

Tampering alarms

Panic alarms

Output activations

CCTV function o@all Modules

Call forwarding to Android and iOS (Apple) 8ptanes/tablets.
Access control service

D> > D

o Alarms and relay activations

(0]

Call forwarding to Android and iOS (Apple) Smartphones/tablets.

2 IPerConsupports a maximum of 1000 IP devices on the entire system and a maximunMaétXi@onitors per

apartment.
MT124032
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3 Basic concepts

IPerComs based on two basic conceptspologyandcompetence

3.1 Topology

Thetopology of a building (orsite) is a simplified map that takes into account the various elements that

make it up and their relative positioning.

O_
O
3

D
1

Typically the types of elements that make up a building are: blocks, stairs, floors, apartments.

An example of a topology wovided in the following figure

Stair "01"

Floor "05"

Floor "04"

Floor "03"
Floor "02"

Floor "01"

Block "01"

Stair "02"
Floor "05"
Floor "04"
Floor "03"
Floor "02"

Floor "01"

Figurel: Example of a building topology

In Figurel there is a block with two stairs; in stair "01" and "02" there are five floors with four apartments
each: each of these elements isopological nodewithin the topology.

In IPerComeach topological node is assigned a R IA G I f LIKI ydzZYSNAO O2RS TN
automatically assigned by the system when defining the system topology.

In the xample given ifFigurel 6 S gAf t KI @S | o0f201 6AGK O2RS anwmé
YR 2yS8 BAGK O2RS anuéT AYAARS SHOK &GIANI 68 6Af
whereasA Y A RS S| OK Ff22N) ¢S gAft KIFI@S LI NILGYSyGa oAl

MT124032 7
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Since each node can be associated with two digits, if we want to identify in the entire topology an
apartment that is below a floor, a stair, a block and a site, we will metedal numeric code of 10 digits: in

the example ofFigurel> o6& FaaA3dyAy3d G2 GKS o6FasS aixdisS I O2RS
GKS &aSO2yR &0lIAN anués (2 WUKS GEORY RTHZZNIXBYiIKS
the concerned apartment can be identified by theR®A 3A G y dzYSNA O O2RS danmamnH
If we decide to use always 10 digits to identify the position of all the topological nodes of the system, to
identify the floor ofthe example above it will not be necessary to enter the numeric code of the apartment;

Al OFy 0SS NBLIXIOSR o0& al |l ¢Y-RAKESNS TO2NRES @S maavtntn nfoll @
stair, the block and the site of the example will be idéetl respectively by the following codes:
Gamamaul 1T 111X & nmaml LI 111 é FYR amlT1I1T1I111éd®

The I0RAIA G O2RS GKIG ARSY(GAFASA (GKS 23Sy S NBmpOlogicast L2 f 2 3
codeg P

3.2 Competence

EachlPerCondevice must be positiortk (installed) in a specific topological node (site, block, stair, floor,
apartment).

For exampleMAXmonitors are normally installed in an apartment, whliall Modulesare installed in a
stair or block. Similarly, the switchboards will probably be lod@tethe common areas of the block.

Each device in the system, once placed in a specific element of the topology, automatically acquires a
competence

ThecompetenceNB LINBa Sy ia GKS a@AairoAfAdesd GKFEG IilitRaBAAOS
each device to communicate with other devices (with all or only with some of them).

Competence influences, for example, the following elements:

1. names displayed in the directory of a call module;

2. access vi®roximity Keyand Door Codeto all thedoors of your house (for residents);

3. list of Door Speaker Unit€all Modulesand RTSP Camer#sat can be accessed via auta mode
from the apartment (through thé1AXmonitor);

4. call to the switchboard.

According to this, alCall Modules NB & I dEGf28YEl GIA GO IMAX rioBitor® anéiStvitctbdatdshat
are inside the same building element or its selbments.

MT124032 8
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Please, see the example shown in the following figure

Block "01"

Stair "02"

Stair "01"

Floor "03" Floor "03"

Figure2: Example of the competence concept

Figure2 shows a blackcall ModuldlJ2 aA G A2y SR Ay o0f201 anméI gKAOK Aa
the switchboards in the entire block. It is also possible to skeyaReadek Y & G ANJ anHé s> (KL
the keys of all residents whose apartments are in the same stair (more precisely in the apartments on the
FE22NR o0St2y3aAy3a G2 a0GFANI danHéL®

This means that omPerCom the position of the devices and of the residents in the correct topological
elementautomatically determines their competence

MT124032 9
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3.3 Security and configuration distribution

IPerConhas been designed by paying utmost attention to IT security. As a consequence, two security levels
with relevant passwords have been defined:

9 installer level which provides a password that the installer chooses when creating the system
configuration project and that is requested every time you want to access the system configuration
project;

9 administrator level which provides for a password that the administratdiooses when deciding
to secure the system.

Initially the system does not require any administrator passweydtém unlocked and allows the installer
02 O2yFAIdNE GKS SYyidANBE aeadSy o0& Sy_dSNAy3Izer gKSNE
password.

When the system configuration and commissioning are complete, the administrator can set an
GF RYAYAa(dN) blechedi sydtdind a 6 2 NR 0

When the system is blocked, every access to the system configuration will require the administrator
passwod (instead of the Urmet one). The installer can no longer log in without permission from the
administrator.

The administrator can unlock the system to allow the installer to access it, or change the installer password,
i.e. block the access to the previoustaller to authorise a new one.

MT124032 10



=
3@

4 System installation

The installation of the system can be carried out independently of the system configuration.

All'lPerCondevices are uniquely identified by their MAC address (physical address of the networaaeterf
connected tolPerCom e.g. 00:1E:E0:01:02:03) and are equipped with QR codes which are useful for
acquiring devices in one of the configuration modes (see ch&@8B8Adding devicds

Figure3: Example of QR code of an IPerCom device

It is recommended to take note of the association between the position of the installed device and its
physical MAC address.

4.1 Minimum requirements for thenstallation ofiPerCom

IPerContan be added tany IP network where the IGMPv2 or IGMPv3 Multicast service is enabled

The network must offer an available bandwidth compatible with the number of simultaneous conversations
expected on the system (the maxim bandwidth during a single video call session is 2 Mb/s).

The prerequisite fotPerCoris operation is that at least on@AXmonitor is installed and configured in the
system.

MT124032 11
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4.2 |IP network structure

Although no knowledge of IP networks and theinfiguration is required for the installation of the system,
it is recommended to refer to the wiring diagram shown in the following figure

Level 1 * % @ D?Oirmrﬁ:l?er
Level 2 13 E:ﬁ m g g

o W oW @E

D

switch |!I devices

Figure4: Recommended network topology

The shown network structure is of the "tree typén which the switches are arranged on different levels of
the network: if you use switches with 24 POE pojast 3 levels are sufficiento reach the maximum
number of 1000 devices supported BBerCom

MT124032 12
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5 Device firmware upgrade

After the gystem installation and in any cabefore configuring it it is necessary tapdate the firmwareof
all the devices installed via the appropriateerUpgradeapplication for MS Windows, available at

www.urmet.com

MT124032 13
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6 System configuration

Thecommissioning of a systerassentially involves:

9 setting the date and time of the entire system

1 setting the system parameters by creating thecsdledsystem projector simplyconfiguration
1 the distribution of the configuration tthe devices

1 securing the system

Access to these settings is via ttanfiguration menuof the MAXmonitors in the system.

Once you have accessed thenfiguration mendrom a MAXmonitor, the system is in theonfiguration
state.

It is recommended to acss theconfiguration mendrom a singleMAX monitor at a time.

The system projects are modified through tieerCom Configuratgior more simplyconfigurato): the
program is available oMAX monitors, on PCs with MS Windows and on Android tablets, irerota
provide the installer with all the flexibility possible during the creation/modification phase of the system
projects.

The configurator allows saving the configurations on files (with CCF extension), which can be
imported/exported on thelPerConsysem throughMAXmonitor (through the use of a micro SD card).

MT124032 14
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6.1 Theconfiguration menu

Theconfiguration menwf the MAXmonitors allows configuringPerCom
There are two ways to access this menu:

1. viathe start screen with QR code on devices mtopnfigured
2. dzaAy3a GKS a¢2L) tl3S¢ odzidzy Ay OFasS 2F Of 2aS8SR

Mode 1: Accessing the configuration menu from the start screen efowfigured devices

MAXmonitors not configured upon starting show a screenhwtite QR code of the device

@ 1009
The device is not configured.
00:1E:E0:00:EF:0E

k|

el 1

[=]; i

| LANGUAGE | ‘ CONFIGURATION |

4 & ol 4 )

Figure5: Start screen of a neconfigured MAX monitor

' A A Y AANGUAGEG 0 dzi 2y s @2dz Oy OKIy3$ GKS tly3dd 38 27

LANGUAGE
Francais (France)

Italiano (ltalia)

Nederlands (Nederland)

Polski (Polska)

Figure6: Selection of the device languag
MT124032 15
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The window shows a list from which to select the desired language: once you have made your selection, it
will be immediately applied to the device.

For example, if you select the Italian language, the start screen will change as follows

v 8 M @ o 13:31

The device is not configured.
00:1E:E0:01:2B:3E

#5515

LANGUAGE

‘ CONFIGURATION ‘

< & ol 4 )

Figure7: Starting screen translated in Italian

From this screen it is possible to accessadbefiguration menwsingthed / h b CL D} tittahl h b €

Mode 2: Access to the configuration meahtough the "Top page" button

If you have exited the stdng screen or the devices are already configured, to access the configuration
menu go to thedt ¢ 2 LJ bylpr8sSidg buttor “°“ !on the top bar, then press the setting button shown
in the following figure

B =

Fime L

G| @

< " ol A W)

Figure8: Opening of theettings menu for a MAX 1717/31 monitor

MT124032 16
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This will display the settings menu

8 @ @ " 12:38
2oz ?
&® Homepage: Video Doorphone
& Wallpaper: Urmet
% Language: System Language
@ Time format: 24-hour clock
&> Maintenance >
é% Network >
< & ol 4 )
Figure9: Settings menu (part 1)
8 @& @ o' 12:38
oo ?
% Network >
E:'?' Show Configuration QR code
E.}m. IPercom Configuration >
'f) Screen Saver
ﬂ Screen Lock
Efm. All Settings
< & al 4 )

FigurelO: Settings menu (part 2)

Theconfiguration menwcan be accessed by selectind NJS2 Y/ 2 Y F(desFipNa10).A 2 v ¢

MT124032
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Regardless of how you access ttenfiguration mend & 2dz gAf €t 06S LINBYLIISR (2
password in case aelocked systeror the administrator password in casfblocked system

Insert Urmet password

nsert Urmet passworc

CANCEL | | CONFIRM

Figurell: Entering the password to access the configuration menu

After entering the password, the installer will access goafiguration menuas shown in the following
figure.

8 @ @ o 1241
o]
a2z ?
+  System configuration >
+ SO card projects management >
< & ! A )

Figurel2: The configuration menu

The configuration menuis divided into two submenus:a { @ a0 SY O2a3ndd& F5zNDE NRY 4INP
YIEyl3SyYSyié

MT124032 18



=
3@

The submenud { @ A G SY O 2iyskuctdrddMs fallana:y &

[ @ o 12:42

oo ?

+ Change system date and time

+ Import configuration from remote device
+ Create configuration

+ Import configuration from SD card

+ Start acquisition mode

+ Configuration distribution status

< & ol 4 )

FigureldY aSYe &di2 y F A 3 dodu {parely ¢ & dzo

& o 12:43

?

+ Create configuration

+ Import configuration from SO card
+ Start acquisition mode

+ Configuration distribution status
+ Export configuration to SD card

+ Password management >
4 & 1 4 w)

Figureldy a{ @adSyYy O2nyehh(BadzR (G A2y ¢ adzo

This menu allows you to:

1. change the system date and time

2. import the configuration from another already configured device in the network

create a new system configuration or change the current one: in the latter caseottfeggurator
will open

import the configuration from SD card

A0 NI GKS &I Ol dzi & %.6.3A8dhg de2dd®S ¢ O RSAONRGSR Ay
check the status of the configuration distribution to thieerCondevices on the IP network

export the system configuration to SD card

manage the administrator and installer passwords

w

© N g

MT124032 19
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Thed { 5 OF NR LINER @ Bddimenu iy dsollodsS Y S

@ & o 12:44

oo ?

+  Open project from SO card

+ Create project on SD card

< & ol 4 W)

FigurelsY & {5 OF NR LINR2&S®@mua YIyl 3ISYSyi{é¢ &dz

This sukmenu allows you to:

1. modify IPerContonfiguration projects on SD card
2. create a project to be saved directly on SD card.

These operations allowou to use theMAXmonitor as a configuration editor regardless of which system is
installed.

MT124032 20



IPGI’

com

6.2 The configurator
The configurations are created and edited using lRerComConfigurator software, also known as the
configurator.

Theconfigurabr can be accessed from thdAXmonitor through theconfiguration menuas explained in
6.1 Theconfiguration menu

If the system is not configured, choose to createesv configuration and theonfiguratorwill be opened in
the following screen

6 o @ o 12:44

Project Name |
Villa Kit lone-household)

Installer Password (min. 6 chars) <
Installer Password (confirm) @
Single Stair
Multiple Stairs
Multi Block
Cancel
4 & ! 4 )

Figurel6: Creating a new project using the configurator on MAX Monitor

If the system has already been configured and MAX monitor is part of it, ly changing the current
configuration theconfiguratorwill open with the configuration on the system

a8 @& @ o 12:47
Project Users Access Control System Search

NAVIGATION Description

Sit
é1e Name Site 01

Block 01 Code o
Block B2

Block 03

Block B4

Add New Block(s)
< & ol 4 w)

Figurel7: Opening the current configuration using the configurator

MT124032 21
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As mentioned ir6.1 Theconfiguration menuhe configuratorcan also be opened as a configuration editor,
therefore not only to create or modify the current configuration of the system.

In this case you can launch the programmedpening a project from SD Card or by creating a project on
SD Card.

In the first case a window will appear with a list of configuration files previously saved on SD Card.

& o 12:48

IMPORT CONFIGURATION FROM SD CARD

config 201711.29_10_43_02.ccf

config 20171129 14_40_04.ccf

Figurel8: Opening a configuration from SD card

By setcting the desired file name, theonfigurator will open and show the contents of the chosen
configuration.

If you want to create a new configuration on SD Card cth&figuratorwill be opened on the screen for the
creation of a new project, as shownkigurel6: Creating a new project using tlkenfigurator.

MT124032 22































































































































































































































































































































































