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1 Introduction 
 

IPerCom is an IP intercom Video Door Phone System with the following features: 

1. it does not have single vulnerabilities, since IPerCom does not require the presence of a server to 

implement the main functions; 

2. it combines the advantages of a server system, since from a single device it is possible to configure 

all the other devices of the system (without accessing from one device at a time) to the advantages 

of a serverless1 system, and therefore of a distributed logic system, the operation of which does 

not depend on a single device; 

3. the remote technical support benefits from the fact that the configuration of the system is in a 

single small file (usually < 1 MB), which can be sent to the assistance by any means and can also be 

edited remotely; this is a great advantage compared to other systems, where it is necessary to 

back up the database, which can reach over 100 MB and to be analysed requires a physical server 

on which to import the backup configuration; 

4. it can work on an existing network with other already installed devices; 

5. it can be configured via the IPerCom Configurator program, released for Android and MS Windows; 

6. it provides two security levels: system administrator and installer have their own password; 

7. all communications between devices are encrypted using a proprietary algorithm to prevent 

attacks to the system; 

8. the installer does not need to have knowledge of IP networks; 

9. it supports small and medium sized systems. 

 

The Technical Guide for the IPerCom installer is intended as a user manual for setting up an IPerCom 

system, so for the use of the single devices please refer to the relevant operating instructions. 

 

 

  

                                                           
1 Unlike the other serverless systems on the market, IPerCom can be fully configured without having to access all the 
devices of the system; this is one of the typical advantages of a server-based system that is maintained on IPerCom. 
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2 IPerCom devices and functions offered by the system 

IPerCom version 1.0 has the following features: 

¶ it supports the devices indicated below2 

o Door speaker unit 1060/71-74-75 

o Call module 1060/12-13-17-18 

o MAX 1717/31-32-33-34-41  

o RTSP camera 

o Relay actuator 1060/84  

o Switchboard 1060/41  

o Key reader 1060/82  

¶ Available services 

o Audio/video communication, Intercom included 

o Auto-on on RTSP cameras via MAX monitor 

o Centralised FW update via MS Windows application (IPerUpgrade available for download 

on the website www.urmet.com) 

o Switchboard service: 

Á Day mode to take calls 

Á Night mode 

Á Stand-by with diversion on other switchboards 

Á Door opening 

Á Tampering alarms 

Á Panic alarms 

Á Output activations 

Á CCTV function on Call Modules 

Á Call forwarding to Android and iOS (Apple) Smartphones/tablets. 

o Access control service 

o Alarms and relay activations 

o Call forwarding to Android and iOS (Apple) Smartphones/tablets. 

 

 

 

 

 

 

 

  

                                                           
2 IPerCom supports a maximum of 1000 IP devices on the entire system and a maximum of 10 MAX monitors per 
apartment. 

http://www.urmet.com/
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3 Basic concepts 
 

IPerCom is based on two basic concepts: topology and competence. 

 

 

3.1 Topology 
 

The topology of a building (or site) is a simplified map that takes into account the various elements that 

make it up and their relative positioning. 

Typically the types of elements that make up a building are: blocks, stairs, floors, apartments.  

An example of a topology is provided in the following figure 

  

Figure 1: Example of a building topology 

 

In Figure 1 there is a block with two stairs; in stair "01" and "02" there are five floors with four apartments 

each: each of these elements is a topological node within the topology. 

In IPerCom each topological node is assigned a two-ŘƛƎƛǘ ŀƭǇƘŀƴǳƳŜǊƛŎ ŎƻŘŜ ŦǊƻƳ άлмέ ǘƻ ά½½έΣ ǿƘƛŎƘ ƛǎ 

automatically assigned by the system when defining the system topology. 

In the example given in Figure 1 ǿŜ ǿƛƭƭ ƘŀǾŜ ŀ ōƭƻŎƪ ǿƛǘƘ ŎƻŘŜ άлмέ ŀƴŘ ƛƴǎƛŘŜ ƻŦ ƛǘ ŀ ǎǘŀƛǊ ǿƛǘƘ ŎƻŘŜ άлмέ 

ŀƴŘ ƻƴŜ ǿƛǘƘ ŎƻŘŜ άлнέΤ ƛƴǎƛŘŜ ŜŀŎƘ ǎǘŀƛǊ ǿŜ ǿƛƭƭ ƘŀǾŜ ŦƭƻƻǊǎ ǿƛǘƘ ŎƻŘŜǎ άлмέΣ άлнέΣ άлоέΣ άлпέ ŀƴŘ άлрέΣ 

whereas ƛƴǎƛŘŜ ŜŀŎƘ ŦƭƻƻǊ ǿŜ ǿƛƭƭ ƘŀǾŜ ŀǇŀǊǘƳŜƴǘǎ ǿƛǘƘ ŎƻŘŜǎ άлмέΣ άлнέΣ άлоέ ŀƴŘ άлпέΦ 
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Since each node can be associated with two digits, if we want to identify in the entire topology an 

apartment that is below a floor, a stair, a block and a site, we will need a total numeric code of 10 digits: in 

the example of Figure 1Σ ōȅ ŀǎǎƛƎƴƛƴƎ ǘƻ ǘƘŜ ōŀǎŜ ǎƛǘŜ ŀ ŎƻŘŜ Ŝǉǳŀƭ ǘƻ άлмέΣ ǘƻ ǘƘŜ ōƭƻŎƪ ǘƘŜ ŎƻŘŜ άлмέΣ ǘƻ 

ǘƘŜ ǎŜŎƻƴŘ ǎǘŀƛǊ άлнέΣ ǘƻ ǘƘŜ ǘƘƛǊŘ ŦƭƻƻǊ ƻŦ ǘƘŜ ǎǘŀƛǊ άлоέ ŀƴŘ ǘƻ ǘƘŜ ǎŜŎƻƴŘ ŀǇŀǊǘƳŜƴǘ ƻŦ ǎǳŎƘ ŦƭƻƻǊ άлнέΣ 

the concerned apartment can be identified by the 10-ŘƛƎƛǘ ƴǳƳŜǊƛŎ ŎƻŘŜ άлмлмлнлолнέΦ 

If we decide to use always 10 digits to identify the position of all the topological nodes of the system, to 

identify the floor of the example above it will not be necessary to enter the numeric code of the apartment; 

ƛǘ Ŏŀƴ ōŜ ǊŜǇƭŀŎŜŘ ōȅ άІІέΥ ǘƘŜǊŜŦƻǊŜ ǿŜ ǿƛƭƭ ƘŀǾŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ мл-ŘƛƎƛǘ ŎƻŘŜ άлмлмлнлоІІέΦ  {ƛƳƛƭŀǊƭȅΣ ǘƘŜ 

stair, the block and the site of the example will be identified respectively by the following codes: 

άлмлмлнІІІІІІέΣ ά лмлмІІІІІІέ ŀƴŘ лмІІІІІІІІέΦ 

The 10-ŘƛƎƛǘ ŎƻŘŜ ǘƘŀǘ ƛŘŜƴǘƛŦƛŜǎ ǘƘŜ ƎŜƴŜǊƛŎ ǘƻǇƻƭƻƎƛŎŀƭ ƴƻŘŜ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ǘƻǇƻƭƻƎȅ ƛǎ ŎŀƭƭŜŘ άtopological 

codeέΦ 

 

 

3.2 Competence 
 

Each IPerCom device must be positioned (installed) in a specific topological node (site, block, stair, floor, 

apartment). 

For example, MAX monitors are normally installed in an apartment, while Call Modules are installed in a 

stair or block. Similarly, the switchboards will probably be located in the common areas of the block.  

Each device in the system, once placed in a specific element of the topology, automatically acquires a 

competence.  

The competence ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ άǾƛǎƛōƛƭƛǘȅέ ǘƘŀǘ ŀ ŘŜǾƛŎŜ Ƙŀǎ ƻŦ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ǎȅǎǘŜƳΣ ǘƘŀǘ ƛǎΣ ǘƘŜ ŀōility of 

each device to communicate with other devices (with all or only with some of them).  

 

Competence influences, for example, the following elements: 

1. names displayed in the directory of a call module; 

2. access via Proximity Key and Door Codes to all the doors of your house (for residents); 

3. list of Door Speaker Units, Call Modules and RTSP Cameras that can be accessed via auto-on mode 

from the apartment (through the MAX monitor); 

4. call to the switchboard. 

According to this, all Call Modules ŀǊŜ άŀǳǘƻƳŀǘƛŎŀƭƭȅέ ŀōƭŜ ǘƻ Ŏŀƭƭ ŀƭƭ MAX monitors and Switchboards that 

are inside the same building element or its sub-elements. 
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Please, see the example shown in the following figure 

  

Figure 2: Example of the competence concept 

 

Figure 2 shows a black Call Module ǇƻǎƛǘƛƻƴŜŘ ƛƴ ōƭƻŎƪ άлмέΣ ǿƘƛŎƘ ƛǎ ŀōƭŜ ǘƻ Ŏŀƭƭ ŀƭƭ ǘƘŜ ŀǇŀǊǘƳŜƴǘǎ ŀƴŘ ŀƭƭ 

the switchboards in the entire block. It is also possible to see a Key Reader ƛƴ ǎǘŀƛǊ άлнέΣ ǘƘŀǘ ǿƛƭƭ ǊŜŎƻƎƴƛȊŜ 

the keys of all residents whose apartments are in the same stair (more precisely in the apartments on the 

ŦƭƻƻǊǎ ōŜƭƻƴƎƛƴƎ ǘƻ ǎǘŀƛǊ άлнέύΦ  

This means that on IPerCom, the position of the devices and of the residents in the correct topological 

element automatically determines their competence.  
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3.3 Security and configuration distribution 

IPerCom has been designed by paying utmost attention to IT security. As a consequence, two security levels 

with relevant passwords have been defined: 

¶ installer level, which provides a password that the installer chooses when creating the system 

configuration project and that is requested every time you want to access the system configuration 

project; 

¶ administrator level, which provides for a password that the administrator chooses when deciding 

to secure the system.  

Initially the system does not require any administrator password (system unlocked) and allows the installer 

ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŜƴǘƛǊŜ ǎȅǎǘŜƳ ōȅ ŜƴǘŜǊƛƴƎΣ ǿƘŜǊŜ ǊŜǉǳƛǊŜŘΣ ǘƘŜ ¦ǊƳŜǘ ǇŀǎǎǿƻǊŘ άмфотέ ŀƴŘ ǘƘŜ ƛƴǎǘŀƭƭer 

password.  

When the system configuration and commissioning are complete, the administrator can set an 

άŀŘƳƛƴƛǎǘǊŀǘƻǊέ ǇŀǎǎǿƻǊŘ όblocked system).  

When the system is blocked, every access to the system configuration will require the administrator 

password (instead of the Urmet one). The installer can no longer log in without permission from the 

administrator. 

The administrator can unlock the system to allow the installer to access it, or change the installer password, 

i.e. block the access to the previous installer to authorise a new one.  
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4 System installation 
 

The installation of the system can be carried out independently of the system configuration. 

All IPerCom devices are uniquely identified by their MAC address (physical address of the network interface 

connected to IPerCom, e.g. 00:1E:E0:01:02:03) and are equipped with QR codes which are useful for 

acquiring devices in one of the configuration modes (see chapter 6.3.3 Adding devices).  

 

Figure 3: Example of QR code of an IPerCom device 

 

It is recommended to take note of the association between the position of the installed device and its 

physical MAC address. 

 

 

4.1 Minimum requirements for the installation of IPerCom 
 

IPerCom can be added to any IP network where the IGMPv2 or IGMPv3 Multicast service is enabled. 

The network must offer an available bandwidth compatible with the number of simultaneous conversations 

expected on the system (the maximum bandwidth during a single video call session is 2 Mb/s). 

The prerequisite for IPerCom's operation is that at least one MAX monitor is installed and configured in the 

system. 
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4.2 IP network structure 
 

Although no knowledge of IP networks and their configuration is required for the installation of the system, 

it is recommended to refer to the wiring diagram shown in the following figure 

 

Figure 4: Recommended network topology 

 

The shown network structure is of the "tree type", in which the switches are arranged on different levels of 

the network: if you use switches with 24 POE ports, just 3 levels are sufficient to reach the maximum 

number of 1000 devices supported by IPerCom. 
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5 Device firmware upgrade 
 

After the system installation and in any case before configuring it, it is necessary to update the firmware of 

all the devices installed via the appropriate IPerUpgrade application for MS Windows, available at 

www.urmet.com. 

 

  

http://www.urmet.com/
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6 System configuration 
 

The commissioning of a system essentially involves: 

¶ setting the date and time of the entire system  

¶ setting the system parameters by creating the so-called system project or simply configuration 

¶ the distribution of the configuration to the devices 

¶ securing the system 

 

Access to these settings is via the configuration menu of the MAX monitors in the system. 

Once you have accessed the configuration menu from a MAX monitor, the system is in the configuration 

state. 

It is recommended to access the configuration menu from a single MAX monitor at a time. 

 

The system projects are modified through the IPerCom Configurator (or more simply configurator): the 

program is available on MAX monitors, on PCs with MS Windows and on Android tablets, in order to 

provide the installer with all the flexibility possible during the creation/modification phase of the system 

projects. 

The configurator allows saving the configurations on files (with CCF extension), which can be 

imported/exported on the IPerCom system through MAX monitor (through the use of a micro SD card). 
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6.1 The configuration menu 
 

The configuration menu of the MAX monitors allows configuring IPerCom.  

There are two ways to access this menu: 

1. via the start screen with QR code on devices not yet configured 

2. ǳǎƛƴƎ ǘƘŜ ά¢ƻǇ tŀƎŜέ ōǳǘǘƻƴ ƛƴ ŎŀǎŜ ƻŦ ŎƭƻǎŜŘ ǎǘŀǊǘ ǎŎǊŜŜƴ ƻǊ ŦƻǊ ŘŜǾƛŎŜǎ ŀƭǊŜŀŘȅ ŎƻƴŦƛƎǳǊŜŘ 

 

Mode 1: Accessing the configuration menu from the start screen of non-configured devices 

MAX monitors not configured upon starting show a screen with the QR code of the device 

 

Figure 5: Start screen of a non-configured MAX monitor 

 

 ¦ǎƛƴƎ ǘƘŜ άLANGUAGEέ ōǳǘǘƻƴΣ ȅƻǳ Ŏŀƴ ŎƘŀƴƎŜ ǘƘŜ ƭŀƴƎǳŀƎŜ ƻŦ ǘƘŜ a!· ƳƻƴƛǘƻǊ 

 

Figure 6: Selection of the device language 
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The window shows a list from which to select the desired language: once you have made your selection, it 

will be immediately applied to the device. 

For example, if you select the Italian language, the start screen will change as follows 

 

Figure 7: Starting screen translated in Italian 

From this screen it is possible to access the configuration menu using the ά/hbCLD¦w!¢Lhbέ button. 

 

Mode 2: Access to the configuration menu through the "Top page" button 

If you have exited the starting screen or the devices are already configured, to access the configuration 

menu go to the ά¢ƻǇ tŀƎŜέ by pressing button  on the top bar, then press the setting button shown 

in the following figure 

 

Figure 8: Opening of the settings menu for a MAX 1717/31 monitor 
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This will display the settings menu 

 

Figure 9: Settings menu (part 1) 

 

 

Figure 10: Settings menu (part 2) 

 

The configuration menu can be accessed by selecting άLtŜǊ/ƻƳ /ƻƴŦƛƎǳǊŀǘƛƻƴέ (see Figure 10). 
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Regardless of how you access the configuration menuΣ ȅƻǳ ǿƛƭƭ ōŜ ǇǊƻƳǇǘŜŘ ǘƻ ŜƴǘŜǊ ǘƘŜ ¦ǊƳŜǘ άмфотέ 

password in case of unlocked system or the administrator password in case of blocked system. 

 

Figure 11: Entering the password to access the configuration menu 

 

After entering the password, the installer will access the configuration menu, as shown in the following 

figure. 

 

Figure 12: The configuration menu 

 

The configuration menu is divided into two sub-menus: ά{ȅǎǘŜƳ ŎƻƴŦƛƎǳǊŀǘƛƻƴέ and ά{5 ŎŀǊŘ ǇǊƻƧŜŎǘǎ 

ƳŀƴŀƎŜƳŜƴǘέ. 
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The sub-menu ά{ȅǎǘŜƳ ŎƻƴŦƛƎǳǊŀǘƛƻƴέ is structured as follows: 

 

Figure 13Υ ά{ȅǎǘŜƳ ŎƻƴŦƛƎǳǊŀǘƛƻƴέ ǎǳō-menu (part 1) 

 

 

Figure 14Υ ά{ȅǎǘŜƳ ŎƻƴŦƛƎǳǊŀǘƛƻƴέ ǎǳō-menu (part 2) 

 

This menu allows you to: 

1. change the system date and time  

2. import the configuration from another already configured device in the network  

3. create a new system configuration or change the current one: in the latter case, the configurator 

will open 

4. import the configuration from SD card  

5. ǎǘŀǊǘ ǘƘŜ άŀŎǉǳƛǎƛǘƛƻƴ ƳƻŘŜέ όŘŜǎŎǊƛōŜŘ ƛƴ 6.3.3 Adding devices) 

6. check the status of the configuration distribution to the IPerCom devices on the IP network 

7. export the system configuration to SD card 

8. manage the administrator and installer passwords 
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The ά{5 ŎŀǊŘ ǇǊƻƧŜŎǘǎ ƳŀƴŀƎŜƳŜƴǘέ sub-menu is as follows 

 

Figure 15Υ ά{5 ŎŀǊŘ ǇǊƻƧŜŎǘǎ ƳŀƴŀƎŜƳŜƴǘέ ǎǳō-menu 

 

This sub-menu allows you to: 

1. modify IPerCom configuration projects on SD card  

2. create a project to be saved directly on SD card. 

These operations allow you to use the MAX monitor as a configuration editor regardless of which system is 

installed.  
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6.2 The configurator 
 

The configurations are created and edited using the IPerCom Configurator software, also known as the 

configurator. 

The configurator can be accessed from the MAX monitor through the configuration menu, as explained in 

6.1 The configuration menu.  

If the system is not configured, choose to create a new configuration and the configurator will be opened in 

the following screen 

 

Figure 16: Creating a new project using the configurator on MAX Monitor 

 

If the system has already been configured and the MAX monitor is part of it, by changing the current 

configuration the configurator will open with the configuration on the system 

 

Figure 17: Opening the current configuration using the configurator 
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As mentioned in 6.1 The configuration menu the configurator can also be opened as a configuration editor, 

therefore not only to create or modify the current configuration of the system. 

In this case you can launch the programme by opening a project from SD Card or by creating a project on 

SD Card. 

In the first case a window will appear with a list of configuration files previously saved on SD Card.  

 

Figure 18: Opening a configuration from SD card 

 

By selecting the desired file name, the configurator will open and show the contents of the chosen 

configuration. 

If you want to create a new configuration on SD Card, the configurator will be opened on the screen for the 

creation of a new project, as shown in Figure 16: Creating a new project using the configurator. 

 

  










































































































































































































































